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Abstract—This paper presents the design and implementation of a virtual smart home security system leveraging advanced
3D image recognition technologies. The study integrates key algorithms, including facial recognition, adaptive threat
detection, and point cloud analysis, to overcome the limitation of traditional 2D methods, such as dependency on lighting
and limited spatial information Using algorithms like FRMTCNN and ATDVoxelNet, the system ensures real-time threat
detection, enhances user access security, and incorporates innovation motion and material detection techniques.
Additionally, 3D modeling tools, including, Unity3D and 3ds Max, create an immersive and interactive user experience. This
research contributes to the advancement of intelligent home monitoring, improving security, convenience, and operational
efficiency in residential and commercial settings.

Index Terms—3D Image Recognition, Smart Home Security, Face Recognition, Unity3D (key words)

. INTRODUCTION

The rapid development of science and technology, coupled with the acceleration of social informatization, had deepened the
connection between people’s work, daily life, and information communication. This societal shift is not only transforming how people
live and work but also presenting new challenges to traditional living spaces. Increasingly, individuals demand more from their home
environments, desiring spaces that are intelligent, safe, convenient, and comfortable. In response to these evolving needs, the concept
of the smart home emerged. Modern living spaces are no longer just physical shelters for rest; they have become integrated
environments designed to relax both body and mind while enhancing efficiency and convenience. Achieving such an ideal living
space requires a seamless combination of building design, network communication, automated appliances, and integrated system
management.

The advancement of smart home technologies has significantly enhanced residential convenience and functionality. However, as
automation proliferates, ensuring robust security systems becomes critical to address increasing concerns about personal and property
safety Traditional security methods often fall short in providing real-time responses to modern threats such as unauthorized access,
burglary, or vandalism. Consequently, intelligent system integrating advanced technologies have become indispensable in modern
smart homes.

Unlike 2D image recognition systems, which are sensitive to lighting variations and lack spatial depth information, 3D image
recognition technologies offer superior performance in real-world scenarios. They enable accurate detection and analysis of objects,
overcoming challenges such as occlusions, varied lighting conditions, and complex spatial environments [1],[2].

This research focuses on developing a virtual smart home security system using cutting-edge 3D algorithms, including
FRMTCNN for face recognition and ATDVoxelNet for adaptive threat detection. These technologies enable real-time identification
of individuals and objects while supporting robust detection of anomalies in residential settings. Additionally, the integration of tools
such as Unity3D and 3ds Max facilitates the creation of an immersive and interactive virtual environment for monitoring and
controlling smart home devices [3]. The main contributions of this paper include: Designing a 3D image recognition framework
tailored to smart home security, Developing advanced algorithms for adaptive threat detection and object recognition, and
Incorporating 3D modeling and virtual interaction for enhanced user experience.

Il. LITERATURE SURVEY

The integration of 3D image recognition into smart home security systems has gained significant attention in recent years. This
technology enables real-time threat detection, adaptive recognition, and efficient user interaction, offering transformative capabilities
for modern smart homes. This literature survey explores key advancements and technologies relevant to the design of virtual smart
home security systems, particularly those that align with 3D image recognition. The advancements in 3D image recognition, adaptive
algorithms, and virtual environments highlight the transformative potential of these technologies in smart home security. While
challenges such as computational cost and system integration remain, ongoing research continues to address these limitations, paving
the way for more efficient and user-centric smart home solutions.

3D Image Recognition Algorithms

3D image recognition has been pivotal in addressing the limitations of traditional 2D recognition systems. Unlike 2D methods,
which often struggle with variable lighting and spatial occlusion, 3D image recognition leverages depth information and spatial
geometry for improved accuracy [4] Algorithms such as Multi-task Convolutional Neural Networks (MTCNN) have significantly
enhanced the precision of facial recognition, even under challenging conditions such as partial occlusion, varying facial expressions,
and poor lighting [5] Recent innovations include the FRMTCNN algorithm, which combines face detection and key point alignment
to provide high-precision recognition for dynamic smart home environments. The use of hierarchical network structures ensures
robust performance in detecting and aligning facial features in complex scenarios [6] Image recognition involves the use of computers
to process, analyze, and interpret images to identify objects, patterns, or targets. This technology represents a practical application of
deep learning algorithms and has become a cornerstone of modern machine vision. Currently, image recognition is broadly
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categorized into two key areas: face recognition and product recognition. Face Recognition, widely used in applications such as
security inspections, identity verification, and mobile payment systems. Product recognition, integral

Adaptive Threat Detection

The application of 3D imaging in threat detection has introduced a new level of security for smart homes. Adaptive algorithms
like ATDVoxelNet utilize 3D point clouds to identify and analyze potential threats, such as unauthorized intrusions or hazardous
objects. These methods rely on deep learning models to process spatial data and classify threats with high accuracy. For example,
ATDVoxelNet employs volumetric segmentation and material classification to detect potential dangers in real time [7] Adaptive
threat detection leverages advanced algorithms and real-time data processing to identify and respond to potential threats effectively.
It integrates inputs from sensors, cameras, and 3D image recognition technologies, analyzing spatial and behavioral data to detect
anomalies. Key components of adaptive threat detection include point clouds, depth maps, and facial recognition, which together
enable accurate identification of intruders and environmental hazards. Machine learning algorithms, particularly convolutional neural
networks (CNNs), play a critical role by continuously learning from new data to improve detection accuracy. These systems are
highly scalable and can be deployed across various environments, including homes and commercial spaces. Adaptive systems offer
proactive responses, such as triggering alarms, sending alerts, or locking doors, thereby ensuring real-time threat mitigation.
Compared to traditional methods, adaptive threat detection excels in precision and reliability, even in challenging conditions like low
light or cluttered environments. It can differentiate between normal and suspicious activities by analyzing movement patterns and
context, reducing false alarms. Models like ATDVoxelNet utilize 3D point clouds to classify objects and monitor anomalies with
high efficiency. Future advancements in adaptive threat detection include integrating edge computing for faster local data processing,
hybrid systems combining predictive analytics with 3D recognition, and developing cost-effective algorithms for widespread
residential use. These systems continue to set new standards for security, offering comprehensive and intelligent protection in smart
home environments.

Point Cloud Recognition

Point cloud recognition is another key area in 3D image processing for smart homes. Algorithms like PointNet++ effectively
process sparse point cloud data, allowing for accurate object detection and classification. In smart home security systems, point cloud
recognition is particularly useful for identifying objects or intruders in complex spatial environments. Unlike traditional methods,
PointNet++ incorporates hierarchical feature extraction, enabling more effective detection of objects across different scales and
densities [8]. Point cloud recognition is a key component of 3D image recognition, widely used for detecting and analyzing objects
in smart home systems. A point cloud represents objects as a collection of discrete points in 3D space, each defined by specific
coordinates. This method captures detailed spatial information, making it particularly effective for recognizing irregular shapes or
objects in complex environments. Advanced algorithms like PointNet++ process these datasets by extracting hierarchical features,
enabling precise detection and classification. In smart homes, point cloud recognition is used for applications such as identifying
intruders, tracking movement, and detecting objects in cluttered spaces. Unlike traditional 2D methods, point cloud recognition can
handle depth and surface variations, providing robust performance even in low-light or dynamic conditions. Despite its advantages,
point cloud recognition requires significant computational resources, as the data is often unstructured and dense. Future developments
aim to optimize processing efficiency and integrate point cloud algorithms with other smart home systems to enhance security and
functionality.

3D Modeling and Virtual Environments

The development of immersive virtual environments using tools like 3ds Max and Unity3D has further enhanced the
functionality of smart home systems. 3D modeling technologies enable the visualization of smart home layouts, while interactive
virtual interfaces allow users to monitor and control devices remotely. These virtual environments integrate seamlessly with 3D
recognition systems, providing an intuitive and user-friendly experience [9]. 3D modeling and virtual environments play a crucial
role in the design and functionality of modern smart home systems. These technologies enable the creation of immersive and
interactive spaces that enhance user experience and system control. By using tools like Unity3D and 3ds Max, developers can
simulate real-world environments and visualize smart home layouts in three dimensions. 3D modeling transforms physical spaces
into virtual replicas, allowing users to navigate and interact with their smart home systems remotely. Virtual environments integrate
seamlessly with sensors, cameras, and other devices, providing real-time monitoring and control. For instance, a user can virtually
adjust lighting, manage security settings, or monitor energy consumption through an intuitive interface. The technology also
supports collaborative design processes, enabling homeowners and designers to customize and optimize smart home systems before
implementation. Virtual environments can simulate various scenarios, such as security breaches or environmental changes, to test
system responses and improve reliability. As these technologies advance, 3D modeling and virtual environments are expected to
become even more integral to smart homes, offering enhanced visualization, greater interactivity, and improved system integration.

I1l. THE PROPOSED VIRTUAL REALITY SYSTEM AND METHODOLOGY

3D image recognition and virtual reality (VR) to deliver a comprehensive smart home security solution. By utilizing advanced
3D image recognition algorithms such as face detection, adaptive threat detection, and 3D point cloud recognitions, the system ensures
accurate monitoring of the home environment. This integration allows for the identification if individuals, detection of potential
threats, and real-time analysis of the surrounding space. Additionally, the use of VR enhances the user experience by enabling
immersive, interactive control and monitoring of the smart home system. Through VR, users can navigate virtual environments, view
security footage, and interact with smart devices in a more intuitive and engaging way. Combining these technologies results in a
more secure, interactive, and efficient smart home system, offering better protection and ease of use for homeowners. Face recognition
technology allows for accurate identification of individuals, ensuring that only authorized users can access the home, while the
adaptive threat detection system continuously monitors for potential risks, such as intruders or hazardous situations, and responds in
real time to prevent harm. The integration of 3D virtual simulation further enhances the system by offering a highly immersive and
interactive user interface, enabling homeowners to visually monitor their home, control devices, and navigate virtual environments
for security management. Together, these technologies create a secure, user-friendly, and intuitive experience, providing both peace
of mind and ease of control for users
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Home Adaptive Automatic Threat Recognition

Building upon existing 3D image recognition research, we propose an adaptive threat detection solution to optimize smart home
security. This technology can identify intruders and potential threats like chemicals and knives. Additionally, we introduce an
Automatic Threat Identification (ATR) system to enhance baggage inspection efficiency. Our 3D detection model, ATDVoxelNet,
accurately extracts and classifies threat objects in CT images, improving the detection of threat materials beyond traditional shape-
based methods. CT image segmentation, primarily developed for medical imaging, face challenges when applied to baggage
scanning due to varying threat object shapes and materials. To address this, research have proposed 3D CT image segmentation
techniques. Grady et al. introduced an algorithm based on the Automatic Quality Measurement (AQUA) model, which optimizes
segmentation parameters to achieve optimal results. Wiley et al. adapted the medical segmentation technique Stratovan Tumbler to
baggage CT images, utilizing diverse kernel parameters to handle objects of varying shapes and size. These advancements in CT
image segmentation contribute to improved automatic threat recognition capabilities in baggage scanning. Image segmentation is a
crucial preprocessing step in many computer vision tasks. Traditional segmentation techniques, relying on features like color,
texture, and semantics, are not directly applicable to 3D CT images. CT images are three-dimensional volume data, lacking color
and texture information, and often involve objects with arbitrary shapes. To address these challenges, we propose a novel 3D
segmentation algorithm that combines shape-based and intensity-based segmentation. Shape-based segmentation employs
morphological operations and connected component labeling to separate non-contacting or lightly contacting objects. Intensity-
based segmentation is then used to further divide merged objects with distinct material properties. This two-step approach enables
effective segmentation of diverse objects in 3D CT images. It shows in Figure 1.
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Figure 1 The framework of our proposed Adaptive Automatic Threat Recognition (AATR) system.

In our approach, we address both shape segmentation and material classification to enhance the accuracy of Automatic Threat
Recognition (AATR). Shape-based split is shape segmentation employs the connected component labeling (CCL) method to
identify and label distinct, unconnected objects. Objects not physically linked to others can be directly isolated. However, in luggage
scanning scenarios, items are typically tightly packed and often in contact with one another, presenting challenges for the CCL
method. To overcome this issue, we use a morphological opening operation to segment touching objects effectively. First, an erosion
operation removes connecting voxels between adjacent objects. Then, the CCL method labels each individual object. Finally, a
dilation operation restores the segmented objects, compensating for voxel loss caused by the erosion step by applying the same
structural elements. Figure 2-(a) demonstrates the basic morphological opening operation, while Figure 2-(b) illustrates the
workflow of the multi-scale morphological opening method.
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Figure 2 Shape-Based Segmentation Using Multiscale Morphological Opening (a) Morphological opening with structural element
parameter k. (b) Workflow of multiscale morphological opening for improved feature segmentation.
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Material Classification is following 3D segmentation, a label image (IL) is generated for each piece of luggage, with unique
object signatures assigned to each segmented item. False alarms may occur if non-threatening objects are misclassified as threats in
the label image. Therefore, accurately distinguishing between threat characteristics and non-threat items is essential. In traditional
Automatic Threat Recognition (ATR) systems, threat materials are predefined. A binary classification approach is applied to
categorize objects as either threat or non-threat. During classifier training, segmented objects are labeled accordingly. For example,
materials such as salt, rubber, and clay are classified as threats in our experiments, with their features marked as such, while other
objects are labeled as non-threats. To train an effective classifier, we extract meaningful features from the segmented objects.
Specifically, the standardized histogram of intensity is used as the primary classification feature for reliable threat recognition. This
integrated approach ensures precise segmentation and classification, reducing false alarms and enhancing the efficiency of the AATR
system.

Enhanced 3D Point Cloud Recognition Using PointNet++ (PCRPointNet)

Point cloud target recognition involves identifying a standard target point cloud or its feature description vector from real-time
collected point cloud data. The process searches for the point cloud block with the highest similarity to the target. Traditional 3D
image recognition methods based on point cloud data often bypass facial features in 3D space, relying instead on direct point cloud
matching techniques like the Iterative Closest Point (ICP) algorithm. ICP, as a strict matching algorithm, can adjust translation and
rotation transformations of the 3D point cloud. It achieves this by aligning two-point clouds iteratively and using normal vectors
sampled from the face for matching. While normal information facilitates recognition, ICP has limitations. It is computationally
expensive and lacks robustness in handling surface changes caused by expressions or occlusions. Additionally, ICP's reliance on the
Hausdorff distance for evaluating differences between point clouds introduces further inefficiencies. To overcome these limitations,
we propose the PCRPointNet algorithm, which leverages the contours of 3D human faces for more effective recognition. By filtering
objects in the database based on facial contours, PCRPointNet provides a more robust and efficient solution to the challenges posed
by traditional point cloud recognition methods.

Deep learning-based methods for point cloud recognition rely on architectures such as PointNet++, which improves feature
learning by clustering points and extracting multi-scale features at cluster centers [11]. While PointNet++ outperforms ATDVoxelNet
in segmentation tasks, its performance in detection tasks is limited due to challenges in designing anchor structures [12]. Unlike
traditional image-based object detection, which utilizes dense 2D anchors, PointNet++ operates on sparse 3D point clouds, making
it difficult to accurately localize object centers. The design of PointNet++ addresses two primary challenges: Partitioning the Point
Set: Ensuring a consistent partitioning structure across different regions to allow weight sharing among local feature learners [13].
And Feature Abstraction: Using PointNet as a local feature learner to process unordered point sets and extract high-level semantic
features [14].
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Figure 3 The algorithm flow of ATDVoxelNet.

PointNet++ addresses two key challenges: partitioning the point set and extracting local features through a shared-weight learner,
PointNet. PointNet effectively processes unordered point sets for semantic feature extraction and is robust against data corruption. It
abstracts local features into higher-level representations by recursively applying itself to nested partitions. A remaining challenge is
generating overlapping partitions. PointNet++ defines each partition as a neighborhood sphere in Euclidean space, using Farthest
Point Sampling (FPS) to select centroids. Unlike volumetric CNNs with fixed strides, this approach adapts to input data, making it
more efficient and effective. A major challenge in PointNet++ is generating overlapping partitions of point clouds. This is achieved
by defining each partition as a neighborhood sphere with parameters such as centroid location and scale [15]. The Farthest Point
Sampling (FPS) algorithm is used to select centroids, allowing a more uniform partitioning of the input space compared to volumetric
CNNs that scan with a fixed stride [16]. Unlike CNNs, where small kernel sizes improve performance, PointNet++ requires
sufficiently large local neighborhoods to ensure effective feature learning, as smaller partitions may lack sufficient data points for
pattern recognition [17].

3D Image Recognition-Based Virtual Smart Home Security System: Design and Implementation

The smart home monitoring system integrates 3D image recognition to enable real-time and remote monitoring of residential
areas. It enhances security, surveillance, and threat detection through intelligent video analysis, helping to prevent crimes such as
home break-ins. The system consists of video monitoring, facial recognition, and adaptive threat detection technologies, utilizing
cloud computing, loT connectivity, and Al-based analytics to provide a robust home security solution. Key components include: 3D
Face Recognition (FRMTCNN), A deep learning-based method to enhance facial recognition accuracy while addressing variations
in lighting, pose, and occlusion. Adaptive Threat Detection (ATDVoxelNet), A 3D object detection network that extracts and predicts
threats efficiently in an end-to-end trainable system and 3D Point Cloud Recognition (PCRPointNet), A PointNet++-based approach
for precise recognition of human contours and object structures. The system architecture follows a client-server model, where video
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signals are captured, encoded, and transmitted over a local area network (LAN) for further processing. The face recognition module
detects and classifies individuals based on pre-trained biometric models, ensuring accurate identity verification. The virtual smart
home system provides users with an immersive 3D experience, simulating real-world home environments. Key features include
virtual home display, roaming capabilities, appliance control, environmental monitoring, and virtual surveillance. Users can interact
with their smart home via a 3D interface, allowing remote control of appliances, real-time monitoring, and security alerts. This paper
focuses on improving video surveillance efficiency through advanced Al-driven recognition algorithms, reducing false alarms while
enhancing real-time security responses. The combination of 3D imaging, deep learning, and 10T technologies positions this smart
home system as a cutting-edge solution for modern home security. The demand use case diagram is show in the Figure 4

Smart home display
~ N

Virtual monitoring

Figure 4 The demand use case diagram
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Virtual Smart Home Security System Structure

The virtual smart home system consists of three main components: the virtual reality client, the virtual reality server, and iOS
mobile control, where the virtual reality client handles the three-dimensional display, allowing users to traverse the virtual scene
through free view roaming or fixed-angle preview while enabling interaction with various controllable home appliances such as TV,
air conditioning, water heater, and lighting through a 3D modeling, lighting environment rendering, and virtual interaction system,
whereas the virtual reality server processes user control commands uploaded from the client, parses them, modifies the corresponding
fields in the database, and enables the virtual reality client to retrieve these updates via HTTP requests, thereby allowing real-time
control of elements like turning the TV on or off, adjusting air conditioning temperature, and modifying lighting settings, with an
additional i0OS mobile control component that serves as a remote control interface for interacting with the smart home environment
through communication with the server to send commands and receive status updates, ultimately providing an immersive and
interactive smart home experience.
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Figure 5 The System Structure

Client Virtual Reality Client program design

The virtual reality client uses modeling tools to create a 3D model and implements virtual interaction and background
communication through a 3D engine. The system follows the MVC design pattern, improving development efficiency, interface
reuse, and system scalability. It consists of three layers: Data Layer — Stores model and spatial information data, ensuring realistic
proportions using CAD references and sensor data for terrain, lighting, temperature, and weather simulation. Logic Layer — Manages
model hierarchy and Unity object logic, enabling structured interactions and efficient object control while allowing resource
packaging for reusability. Presentation Layer — Provides the user interface for direct interaction with the virtual environment.
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Figure 6 The smart home system
The virtual scene uses GIS layering with five layers: building, equipment, vegetation, terrain, and others, which interweave in the
modeling process, such as multiple equipment and vegetation layers under each building. 3D modeling is done in 3ds Max, where
individual models are created and exported, then imported into Unity3D for assembly and debugging. Proper layering is crucial for
efficient scene organization and seamless integration of models.

Server Design of Intelligent Home Security System

The server uses the WMAP architecture (Windows, MySQL, Apache, PHP), a widely used open-source framework. MySQL: A
high-performance database known for its speed, scalability, simplicity, open-source nature, and cross-platform support. Apache: The
most used web server, offering high stability, modular components, and strong PHP support. PHP: A widely adopted server-side
scripting language that is open-source, fast, efficient, low-resource, and cross-platform. External requests are sent to the Apache
server, where PHP processes the request, modifies or retrieves data from MySQL, and sends the response back, allowing external
clients to access and process the necessary information.

iOS Mobile Phone Control Terminal Design

the iOS mobile control terminal is a client that interacts with the server using the HTTP interface, featuring a two-level menu
system where the first-level menu provides direct control buttons for simple operations and entry points for advanced settings, while
the second-level menu offers a detailed control interface for complex functions, allowing users to manage various smart home devices
such as the table lamp switch, humidifier switch, curtain control, monitoring system, air conditioning control, air detection, and TV
control, ensuring an efficient and user-friendly mobile interface for remote smart home management.

First level Secondary
menu menu
Monitoring Monitoring
entrance interface
Table lamp
switch Air conditioning Air conditioning
- control entrance control interface
Humidifier
switch Air detection Ar data
Cuttal inlet interface
switch
TV control TV control
entrance interface

Figure 7 Structure diagram of mobile phone control terminal

Intrusions DetectionSystem (IDS) consists of several key modules, including the Data Collection Module, which is responsible
for gathering and preprocessing network traffic data from sources such as network packets and audit trails, defining what data to
collect, how to collect it, where to store it, and how to send it to the Detection Module, which then analyzes and processes the
formatted data using preprogrammed rules and algorithms to identify potential intrusions, attack attempts, and vulnerabilities,
distinguishing between normal and anomalous activities while maintaining intrusion signatures, configuration settings, and user
behavior profiles for anomaly detection, after which the response module takes action based on a predefined response policy, where
passive responses generate alerts without intervention, whereas active responses attempt to mitigate the impact of intrusions by
blocking attacker IP addresses or terminating malicious

IV. RESULTS

The virtual smart home system is developed using the key technologies discussed earlier, combined with the system framework
and business process outlined and this paper introduces its testing and application. Designed to overcome issues in existing smart
home systems such as poor interface, lack of real-time household status display, and inability to intuitively experience smart home
changes, this system offers a new solution by simulating both current and future smart home functions, with control operations
reflected through changes in a 3D virtual scene. The front-end 3D virtual scene visually represents the smart home model, enabling
first-person roaming and controllable device management via a control menu, while the backend server handles communication,
records user operations, and provides a control interface for external applications. The mobile control terminal allows users to
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remotely control devices in the virtual scene, ensuring seamless integration. Key functions of the system include roaming, 3D client
node control, mobile control terminal node control, and virtual monitoring, which will be the focus of this paper Roaming Function
test and Security analysis, system roaming includes first-person roaming and fixed-angle preview, with this section focusing on
testing first-person roaming. The Mesh Collider provides the highest collision precision by applying a collision grid to the model's
surface, but it consumes significant system resources, impacting performance and requiring minimal use. Other colliders include
Terrain Collider for terrain collisions, Box Collider for adjustable square collisions, Sphere Collider for spherical objects, Capsule
Collider for character control, and Wheel Collider for annular objects. The choice of collider directly affects collision accuracy and
system performance, requiring optimized selection based on object type—Capsule Collider for virtual characters, Box Collider for
building walls, Terrain Collider for landscapes, and Mesh Collider for complex models like bathtubs. During role roaming, collisions
should accurately occur where expected, ensuring a realistic interaction within the virtual environment.

The smart home simulation system, developed using Unity3D and SketchUp, enables interactive control and animation of various
home appliances and systems, including doors that open and close automatically via trigger colliders, a kitchen gas system that
simulates ignition and extinguishing using Unity3D's particle system, a TV that can be remotely switched on and off with channel-
changing functionality, a washing machine with toggleable working states and motor sound effects, a water supply pipeline system
visualized with color-coded pipes and animated arrows indicating flow direction, a solar panel simulation displaying energy flow, a
display and hide function for focusing on specific areas, and billboard labels that ensure informational text always faces the user,
enhancing realism and interactivity in smart home simulations.

V. CONCLUSION
This research demonstrates the potential of 3D image recognition in enhancing smart home security by improving real-time threat
detection, reducing false alarms, and increasing user interaction. By integrating facial recognition, adaptive threat detection, and
point cloud analysis, the proposed system offers a more efficient and reliable alternative to traditional 2D security systems. Future
work should focus on integrating real hardware components to bridge the gap between virtual simulation and practical
implementation, ensuring the feasibility of 3D security applications in real-world smart homes.
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