ISSN: 2455-2631 May 2024 IJSDR | Volume 9 Issue 5

Advances and Perspectives in Quantum
Cryptography: A Comprehensive Review

Pratibha Singha Mutum?, Neha Bagga?, Dr. Sheetal Kalra®, Dr. Sartaj Singh*

IStudent, 2Assistant Professor, *Associate Professor, “Associate Professor
School of Computer Science and Engineering®?, Department of Computer Science and Engineering®, School of
Computer Applications*
Lovely Professional University-Phagwara,Punjab India?*, Guru Nanak Dev University, Regional Campus,
Jalandhar,Punjab, India?

Abstract:Quantum cryptography has emerged as a revolutionary field at the intersection of quantum mechanics
and cryptography, offering unparalleled security guarantees rooted in the principles of quantum physics. This
review paper provides a comprehensive overview of the significant advances, methodologies, and applications in
guantum cryptography.Furthermore,this review discusses the challenges and limitations faced by quantum
cryptography, including practical issues in implementation, scalability, and quantum network architectures.
Finally, we present future perspectives and research directions in quantum cryptography, emphasizing the role
of quantum computing, quantum communication networks, and the ongoing quest for unconditionally secure
cryptographic solutions in the quantum realm. This review aims to provide researchers, practitioners, and
enthusiasts with a comprehensive understanding of the principles, developments, and prospects of quantum
cryptography, shaping the landscape of secure communication in the quantum era.
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I. INTRODUCTION

The phrase cryptography, which means "hidden writing" in Greek, refers to the process of encrypting data
transmission such that only the intended recipient can decipher it. It came into the picture for several reasons:

e Secrecy
e Digital Trust
e Protection of Sensitive Data

e Authentication and Integrity

Plain Text —»@R ———> Cipher Text ._>@m ——>  Plain Text

Encryption Decryption
Key Key

Fig 1 : Flowchart of Cryptography

Many cryptographic methods came into existence. One of them is the traditional cryptography. Traditional
cryptography primarily includes two types of ciphers: Substitution Cipher and Transposition Cipher.

Substitution Cipher: This kind of cipher substitutes a different symbol for each one in the plaintext. Substitution
Ciphers can be separated even further into:

e Mono-alphabetic Cipher: Each symbol in plaintext is mapped to one ciphertext symbol. Types of mono-
alphabetic ciphers include:

o Additive Cipher (Shift Cipher / Caesar Cipher): The simplest mono-alphabetic cipher where ‘addition modulus
2’ operation is performed on the plaintext to obtain a ciphertext.

o Multiplicative Cipher: The key bit is multiplied to the plaintext symbol during encryption.
e Affine Cipher: A combination of additive cipher and multiplicative cipher.

Poly-alphabetic Cipher: Every symbol in plaintext is mapped to a different ciphertext symbol regardless of its
occurrence.
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Fig 2 : Simple Substitution Cipher

e Transposition Cipher: This cipher focuses on changing the position of the symbol in the plaintext. A symbol in
the first position in plaintext may occur in the fifth position in ciphertext. Two of the transposition ciphers are:

o Rail Fence Cipher: This is the simplest form of transposition cipher. The plaintext is written as a sequence of
diagonals and then read as a sequence of rows to obtain the ciphertext

e Columnar Transposition Cipher: Writing the plaintext out in rows and reading the ciphertext off one column at
a time is known as columnar transposition.

These traditional ciphers form the basis of modern cryptographic systems and continue to be used in various forms
today.
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Fig 3 : Simple Transposition Cipher
Traditional cryptography algorithms, while effective, do have some disadvantages:

o Complexity: Cryptography uses complex math and algorithms, making it challenging to understand and
implement.

o Key Management: Losing or forgetting keys means encrypted information becomes inaccessible.
e Speed: Encryption and decryption can slow down systems due to computational demands.
e Costs: Cryptographic systems can be expensive to develop, maintain, and run.

e Limited Security: Traditional algorithms may not guarantee message origin or authenticity, and a lost key renders
them useless.

Limited Access Control: Cryptography doesn't ensure information availability or control access. Other methods are
needed for these.

Despite having traditional cryptographic methods, there was a need for Quantum Cryptography. Quantum
cryptography came into the picture due to the following reasons:

e Quantum Computing Threat:Because quantum computers can solve difficult problems far quicker than ordinary
computers, they pose a danger to the encryption techniques currently in use to protect our data. This could expose
our data, which is a serious risk to cybersecurity.

e Superior Security:Compared to earlier cryptographic method types, quantum cryptography, or quantum
encryption, is significantly more secure and theoretically unhackable. With the use of solely classical, or non-
guantum, communication, it is possible to accomplish a variety of cryptographic tasks that have been shown to
be impossible or highly improbable.

e Unique Quantum Principles: The foundation of quantum cryptography is the special ideas of quantum physics.
Data encoded in a quantum state, for instance, cannot be duplicated. Wave function collapse will cause the
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guantum state to shift if someone tries to read the encoded data. This could be applied to quantum key distribution
(QKD) to identify eavesdropping.

e Future-Proofing: When quantum computers become available, messages sent in a secure manner today might
one day be deciphered. Researchers, businesses, and governments are creating quantum-safe cryptography
solutions that are impervious to quantum computer cracking in order to counter this threat.

In essence, quantum cryptography is a response to the challenges posed by the advent of quantum computing and the
need for superior security in our increasingly digital world

In this paper, Section | gives the general introduction to cryptographic methods. Section Il present the Literature Review.
Section 111 shows the different Quantum Cryptographic methods. At last, Conclusion of this paper is given.

Il. LITERATURE REVIEW

Kumar M in [1] delved into the worldwide initiative aimed at creating, refining, and establishing standards for
guantum-safe cryptography algorithms. It thoroughly examined the performance of several promising quantum-safe
algorithms. Notably, many of these algorithms demand increased CPU usage, greater runtime memory, and larger key
sizes. The paper's primary goal was to assess the viability of these quantum-safe cryptography algorithms. Kretschmer,
W., et al. in [2] explored the possibility of quantum cryptography based on pseudorandom states, even if traditional
assumptions like one-way functions don't hold. The authors showed that in a specific scenario (inspired by Impagliazzo's
five worlds), such cryptography is achievable. They further identify a property for cryptographic hash functions that
works for pseudorandom state construction, holds for a random oracle, and is independent of a major unsolved question
in computer science (P vs. NP). Finally, they introduced a new variant of a mathematical distribution relevant to the
research and propose a conjecture for extending their findings.

Jasoliya, H., et al. in [3] delved into Quantum Cryptography and Quantum Key Distribution, examining their
components, implementation, and recent advancements. Additionally, it scrutinized the vulnerabilities in Internet of
Things (1oT) infrastructure and evaluated the security of existing classical cryptographic algorithms. Ugwuishiwu, C, et
al. in [4] explored quantum cryptography mechanisms and the interplay between quantum and classical encryption
schemes. It provided an introduction to quantum computation, particularly Shor’s Algorithm, highlighting its potential.
The authors effectively described quantum cryptography principles and demonstrated Shor's algorithm intricacies with
examples. The paper seek to inform researchers about current advancements in quantum cryptography, potentially
inspiring further exploration into quantum cryptography, quantum computation, and related quantum theory principles.
Cavaliere, F., etal. in [5] delved into Quantum Cryptography. Classical cryptography operates under the assumption that
a specific challenging mathematical problem remains unsolvable within a feasible timeframe or relies on arguments from
information theory. In contrast, quantum cryptography leverages the fundamental laws of quantum physics. With the aid
of large-scale quantum computers, it becomes possible to break all existing classical asymmetric algorithms utilized for
key distribution and digital signatures.

E. Lellaetal. in [6] discussed securing data in the age of quantum computing. Traditional encryption methods might
be broken by quantum computers, so new techniques are needed. The authors explored two approaches: post-quantum
cryptography (based on problems hard for quantum computers) and unconditionally secure cryptography (not relying on
computational difficulty). One example of unconditionally secure cryptography is Quantum Key Distribution (QKD)
which uses quantum light properties. The paper argues that both approaches are valuable and should be combined for
robust communication networks in the quantum era. This research is part of a project aiming to build a metropolitan
guantum communication network. Dam, D.-T. et al. in [7] reviewed recent research on post-quantum cryptography
(PQC), a method to secure data against future quantum computers. The authors analyzed research papers on PQC,
including explanations of common methods, how well they're implemented, and comparisons between them. They
highlighted a competition by NIST to pick the best PQC methods for standardization. The review concluded that PQC
research was growing and shows promise for the future of cryptography.

S. Ricci, et al. in [8] described a new system for generating secure keys that works on Field Programmable Gate
Arrays (FPGASs). This system combined three techniques: Quantum Key Distribution (QKD), post-quantum key
encapsulation mechanism (KEM), and pre-quantum key exchange (KEX) scheme algorithms. The system was secure
even against attackers with quantum computers and is resistant to a specific type of cyberattack (Chosen-Ciphertext
Attack). Because it used efficient hardware (FPGAS), the system can run on relatively small devices. While the version
without QKD is much faster (up to 1624 keys per second), the inclusion of QKD improves security at the cost of speed
(9.2 keys per second). Ati, M. in [9] discussed that a new, quantum-resistant form of cryptography is needed to protect
user data in the age of quantum computing. The rise of the Internet of Things (10T) brings both convenience and security
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concerns. Traditional encryption methods used with computers may not be secure against future quantum computers.
Quantum cryptography, which uses qubits (photons) instead of bits, offers a possible solution for securing information
in 10T devices.

Wang, S. P., in [10] focused on several key areas of quantum computing: quantum software, networks, simulation,
and applications. It highlighted the distinct advantages quantum algorithms can have over classical algorithms in terms
of speed. The paper delved deeper with a specific example: improvements to Shor's algorithm, a powerful quantum
algorithm, including experimental results. Finally, it explored the possibility of automatically generating quantum circuits
to further enhance the efficiency of quantum algorithms. Giroti, I., etal. in [11] offered a review of quantum cryptography.
It covered the basics of quantum computing and dives into a specific quantum key distribution method, the BB84
protocol. The paper also explored post-quantum cryptography, which looks at securing information even in the age of
quantum computers.

Sehgal, S. K., et al. in [12] listed some quantum cryptography methods and compared them to currently used classical
cryptography techniques. It also covers the future of quantum cryptography and the drawbacks of the current techniques.
Mehic, M., et al in [13] explored security challenges in 5G networks and proposed solutions using quantum technologies.
It started with explaining Quantum Key Distribution (QKD) and how it can be used to create secure networks. It then
dived into the technical details of QKD network architecture, components, and relevant standards. The paper compared
QKD with post-quantum cryptography (PQC) techniques and explores how both can be integrated with existing security
protocols like VPNs. It also discussed how to implement special hardware (FPGA-based encryptors) needed for these
encryption methods. Finally, the paper analyzed existing demonstrations of using quantum technologies in 5G networks
and suggests promising areas for future research.

Takalkar, A., et al. in [14] explored everything from its foundational concepts to real-world applications and future
directions. The study covered how guantum states, operations, and measurements are mathematically modeled for secure
communication. It explored current applications in finance, government, and data centers, while identifying potential in
emerging areas like 10T and cloud computing. The paper highlighted promising research areas like post-quantum
cryptography and secure communication between multiple parties. Finally, it emphasized the importance of infrastructure
development, standardization, and interoperability for widespread adoption of this revolutionary security approach.
Singh, G., et al. in [15] focused on the vulnerabilities of current encryption systems and the potential of quantum
cryptography to address them. The paper proposed using modified tools and protocols for secure quantum key transfer.
This method avoided sharing private or public keys and instead uses a short, unordered transmission of polarized light to
establish a secure connection.

Alhayani, B. A., et al in [16] discussed about secure communication, particularly through advancements in quantum
computing and cryptography in modern times. Quantum computing leverages quantum mechanics to process
information, addressing issues like the factoring discrete logarithm problem encountered in classical computing.
Quantum cryptography protocols offer solutions to security challenges, yet recent research suggests vulnerabilities exist.
Implementing these protocols remains challenging, with quantum bit errors being a significant obstacle. A thorough
review of quantum cryptography was carried out by Kumar, A., et al. in [17]. This review covered post-quantum
cryptography, secure multiparty communication protocols, quantum secure direct communication, semi-quantum key
distribution, non-deterministic quantum key distribution protocols, and device-independent cryptography techniques. It
also looked at quantum cryptography experiments and the various threats and difficulties that come with switching from
classical to quantum cryptography. According to the paper, quantum cryptography shows potential for replacing
traditional cryptographic methods in the future, especially in light of the creation of the first physical quantum computer.

Alvarez, D., et al in [18] surveyed various aspects of research in quantum cryptography, examining both theoretical
and experimental developments. It aimed to provide a comprehensive summary of the current landscape while offering
insights into future trajectories in the field. The conclusion highlighted common drawbacks encountered in realizing
many areas of study, emphasizing the need for further theoretical advancement. In response to these challenges, device-
independent protocols have gained prominence within the field. Ottaviani, C., et al. in [19] addressed the need for privacy
and security in the systems, the potential of quantum key distribution in the THz regime was explored. The study
evaluated secret key rates against realistic collective attacks, identifying thermal noise as the main factor below 1 THz
and atmospheric absorption at higher frequencies. Results indicate the feasibility of high-rate THz quantum cryptography
over various distances, with specific hardware and architecture proposed for realization. Zhao B. et al. [20] proposed a
design for a quantum key distribution (QKD) network specifically for use in power grids. They simulate the effects
various factors in a power grid environment, like distance and weather, would have on the QKD system. Their results
show that even considering these challenges, QKD can meet the security needs of power grids, paving the way for wider
adoption of this technology.
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I11. QUANTUM CRYPTOGRAPHIC METHODS
Quantum cryptography is based on the principles of quantum mechanics and includes several algorithms and protocols.
Here are some of them:

A. Quantum Key Distribution (QKD)

The most practical and extensively researched quantum cryptography technique. It transmits a secret, random
sequence called the key via a succession of photons. Figure 4 is the pictorial representation of Quantum Key Distribution.
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Fig 4 : Quantum Key Distribution

B. BB84 Protocol
Proposed by Bennett and Brassard in 1984, it’s a quantum key distribution scheme that uses the polarization of
photons to form the cryptographic key.Figure 5 shows the working of BB84 Protocol.
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Fig 5: BB84 Protocol[21]

C. Ekert’s Protocol
Proposed by Artur Ekert in 1991, it uses Bell’s inequalities to achieve secure key distribution. Figure 6 shows
pictorial representation of Ekert’s protocol.

I

\ Wi}

XA B Ve

f?u

Fig 6 : Ekert’s Protocol[22]

D. Quantum Commitment, Quantum Coin Flipping, Bounded- and Noisy-Quantum-Storage Model, Position-
Based Quantum Cryptography, Device-Independent Quantum Cryptography
There exist additional quantum cryptography jobs that are either established or hypothesized to be unfeasible when
relying solely on classical, or non-quantum, communication methods.
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V.

CONCLUSION

While the rise of quantum computing presents a significant challenge to traditional cryptography, quantum

cryptography itself isn't without limitations. Currently, this powerful encryption method suffers from several drawbacks.

Fi

rstly, it can only transmit data over short distances. Secondly, implementing it on a large scale is very expensive.

Thirdly, the technology is still under development and not widely available. Finally, the method relies on the transmission
of photons whose polarization can be affected during travel, introducing potential errors. Despite these limitations,
guantum cryptography holds immense promise for the future. Once these technological hurdles are addressed, it has the
potential to render all other encryption methods obsolete due to its theoretically unbreakable security. This will likely
lead to widespread adoption by businesses seeking the most advanced protection for their data in our increasingly digital
world.

REFERENCES

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

Kumar, M. (2022). Post-quantum Cryptography Algorithm’s standardization and performance analysis. Array, 15,
100242. https://doi.org/10.1016/j.array.2022.100242

Kretschmer, W., Qian, L., Sinha, M., & Tal, A. (2023). Quantum cryptography in algorithmica. Proceedings of the
55th Annual ACM Symposium on Theory of Computing. https://doi.org/10.1145/3564246.3585225

Jasoliya, H., & Shah, K. (2022). An exploration to the quantum cryptography technology. 2022 9th International
Conference on Computing for Sustainable Global Development (INDIACom).
https://doi.org/10.23919/indiacom54597.2022.9763109

Ugwuishiwu, C., Emmanuel Orji, U., Ugwu, C., & Asogwa, C. (2020). An overview of quantum cryptography and
Shor’s algorithm. International Journal of Advanced Trends in Computer Science and Engineering, 9(5), 7487—
7495, https://doi.org/10.30534/ijatcse/2020/82952020

Cavaliere, F., Mattsson, J., & Smeets, B. (2020). The security implications of quantum cryptography and quantum
computing. Network Security, 2020(9), 9-15. https://doi.org/10.1016/s1353-4858(20)30105-7

E. Lella et al., "Cryptography in the Quantum Era," 2022 IEEE 15th Workshop on Low Temperature Electronics
(WOLTE), Matera, Italy, 2022, pp. 1-4, doi: 10.1109/WOLTE55422.2022.9882585.

Dam, D.-T., Tran, T.-H., Hoang, V.-P., Pham, C.-K., & Hoang, T.-T. (2023). A survey of Post-Quantum
Cryptography: Start of a New Race. Cryptography, 7(3), 40. https://doi.org/10.3390/cryptography7030040

S. Ricci, P. Dobias, L. Malina, J. Hajny and P. Jedlicka, "Hybrid Keys in Practice: Combining Classical, Quantum
and Post-Quantum Cryptography,” in IEEE Access, vol. 12, pp. 23206-23219, 2024, doi:
10.1109/ACCESS.2024.3364520.

Ati, M. (2023). Implementation of quantum cryptography for securing IOT devices. 2023 International Conference
on Electrical, Communication and Computer Engineering (ICECCE).
https://doi.org/10.1109/icecce61019.2023.10442918

o] Wang, S. P., & Sakk, E. (2021). Quantum Algorithms: Overviews, foundations, and speedups. 2021 IEEE 5th

International Conference on Cryptography, Security and Privacy (CSP).
https://doi.org/10.1109/csp51677.2021.9357505

1] Giroti, 1., & Malhotra, M. (2022). Quantum cryptography: A pathway to secure communication. 2022 6th

International Conference on Computation System and Information Technology for Sustainable Solutions (CSITSS).
https://doi.org/10.1109/csitss57437.2022.10026388

121 Sehgal, S. K., & Gupta, R. (2021, December). Quantum Cryptography and Quantum Key. In 2021 International

Conference on Industrial Electronics Research and Applications (ICIERA) (pp. 1-5). IEEE.

13] Mehic, M., Michalek, L., Dervisevic, E., Burdiak, P., Plakalovic, M., Rozhon, J., Mahovac, N., Richter, F., Kaljic,

E., Lauterbach, F., Njemcevic, P., Maric, A., Hamza, M., Fazio, P., & Voznak, M. (2024). Quantum cryptography
in 5G Networks: A comprehensive overview. IEEE Communications Surveys &amp; Tutorials, 26(1), 302—-346.
https://doi.org/10.1109/comst.2023.3309051

4] Takalkar, A., & Shiragapur, B. (2023). Quantum cryptography: Mathematical Modelling and Security Analysis.

2023 3rd Asian Conference on Innovation in Technology (ASIANCON).
https://doi.org/10.1109/asiancon58793.2023.10270593

(5] Singh, G., Singh, A., & Sreenarayanan, N. M. (2022). Quantum cryptography with photon polarization and

Heisenberg Uncertainty Principle. 2022 2nd International Conference on Advance Computing and Innovative
Technologies in Engineering (ICACITE). https://doi.org/10.1109/icacite53722.2022.9823504

IJSDR2405093 International Journal of Scientific Development and Research (IJSDR) www.ijsdr.org 682


http://www.ijsdr.org/
https://doi.org/10.1016/j.array.2022.100242
https://doi.org/10.1145/3564246.3585225
https://doi.org/10.23919/indiacom54597.2022.9763109
https://doi.org/10.30534/ijatcse/2020/82952020
https://doi.org/10.1016/s1353-4858(20)30105-7
https://doi.org/10.3390/cryptography7030040
https://doi.org/10.1109/icecce61019.2023.10442918
https://doi.org/10.1109/csp51677.2021.9357505
https://doi.org/10.1109/csitss57437.2022.10026388
https://doi.org/10.1109/comst.2023.3309051
https://doi.org/10.1109/asiancon58793.2023.10270593
https://doi.org/10.1109/icacite53722.2022.9823504

ISSN: 2455-2631 May 2024 IJSDR | Volume 9 Issue 5

6] Alhayani, B. A., AlKawak, O. A., Mahajan, H. B., llhan, H., & Qasem, R. M. (2023). Design of quantum
communication  protocols in  quantum  cryptography.  Wireless  Personal =~ Communications.
https://doi.org/10.1007/s11277-023-10587-x

171 Kumar, A., & Garhwal, S. (2021). State-of-the-art survey of Quantum Cryptography. Archives of Computational
Methods in Engineering, 28(5), 3831-3868. https://doi.org/10.1007/s11831-021-09561-2

18] Alvarez, D., & Kim, Y. (2021). Survey of the development of quantum cryptography and its applications. 2021
IEEE 11th  Annual Computing and Communication Workshop and Conference (CCWC).
https://doi.org/10.1109/ccwc51732.2021.9375995

[19] Ottaviani, C., Woolley, M. J., Erementchouk, M., Federici, J. F., Mazumder, P., Pirandola, S., & Weedbrook, C.
(2020). Terahertz quantum cryptography. IEEE Journal on Selected Areas in Communications, 38(3), 483-495.

[20] Zhao B, Zha X, Chen Z, Shi R, Wang D, Peng T, Yan L. Performance Analysis of Quantum Key Distribution
Technology for Power Business. Applied Sciences. 2020; 10(8):2906. https://doi.org/10.3390/app10082906

[21] https://www.researchgate.net/profile/Kamer-Vishi-
2/publication/324115273/figure/figl/AS:609979241345024@1522441792172/Key-exchange-in-the-BB84-
protocol-implemented-with-polarization-of-photons-adapted-from.png

[22] https://www.researchgate.net/publication/2185340 Security of Quantum Key Distribution with_Entangled Ph
otons Against_Individual Attacks

IJSDR2405093 International Journal of Scientific Development and Research (IJSDR) www.ijsdr.org 683


http://www.ijsdr.org/
https://doi.org/10.1007/s11277-023-10587-x
https://doi.org/10.1007/s11831-021-09561-2
https://doi.org/10.1109/ccwc51732.2021.9375995
https://doi.org/10.3390/app10082906
https://www.researchgate.net/profile/Kamer-Vishi-2/publication/324115273/figure/fig1/AS:609979241345024@1522441792172/Key-exchange-in-the-BB84-protocol-implemented-with-polarization-of-photons-adapted-from.png
https://www.researchgate.net/profile/Kamer-Vishi-2/publication/324115273/figure/fig1/AS:609979241345024@1522441792172/Key-exchange-in-the-BB84-protocol-implemented-with-polarization-of-photons-adapted-from.png
https://www.researchgate.net/profile/Kamer-Vishi-2/publication/324115273/figure/fig1/AS:609979241345024@1522441792172/Key-exchange-in-the-BB84-protocol-implemented-with-polarization-of-photons-adapted-from.png
https://www.researchgate.net/publication/2185340_Security_of_Quantum_Key_Distribution_with_Entangled_Photons_Against_Individual_Attacks
https://www.researchgate.net/publication/2185340_Security_of_Quantum_Key_Distribution_with_Entangled_Photons_Against_Individual_Attacks

