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Abstract- This paper is a study of the existing real-time applications for fog, edge, and cloud computing. Some security 

challenges of cloud computing as well as Fog, and edge computing has been applied in the area of near real-time IoT 

applications. The paper also develops a basic framework diagram for Fog, Edge, and Cloud Computing to reduce the delay 

period between the data center with the constrained bandwidths for quicker data transfer in near real-time IoT applications. 

An effective fog computing technique was required to solve the fog, edge, and cloud computing problem with low latency 

and a finite number of bandwidths for higher efficacy in near real-time IoT applications due to a huge growth in the 

availability of datasets with different data types. Here our research works out the existing vulnerabilities, threats, and 

countermeasures in the cloud computing model and fog computing model with concerning layers and presents a solution 

for Fog and Edge Computing threats in near real-time IoT applications faced by the cloud user in the fog, edge, cloud 

environment which gave some observations into countermeasures and controls. Lastly, we concluded the paper by 

highlighting some open challenges in terms of security management, computation, storage, and energy consumption that 

can be further studied by a researcher in depth to increase the efficacy of fog computing in the cloud. This research paper 

brought light to the drawbacks of cloud computing, including its inability to identify threats and vulnerabilities, its reliance 

on energy application interface protocols, and its poor resource management among multiple fog nodes. The paper will 

further enlighten the near real-time IoT application of Fog, Edge, and Cloud Computing related to healthcare services and 

media streaming services.  
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1. INTRODUCTION  

             The Cloud computing model has its vulnerabilities and security issues which are growing, critical, and intelligent in terms 

of their level of penetration into the modern high-speed network infrastructure. Many attacks have been targeting cloud service 

models (SaaS, PaaS, and IaaS) and cloud deployment models (Private, Public, and Hybrid) from large-scale networks since the last 

decades, and several attacks launched in different real-life active networks such as Google, IBM, sales force.com, google app 

engine, yahoo, amazon web service, etc. Cloud Service Models and Cloud Deployment Models have many vulnerabilities and 

threats that are classified based on the layered architecture of the ISO-OSI model like network-layer and application layer. In the 

network layer, mostly the attack targeting towards the network resources, bandwidth, and architecture cloud computing service 

model. In the case of the application layer, attacks are launched and targeted toward the user’s activity, common protocols, and the 

resources related to web services. Due to the increasing number of Internet users and intelligent attackers over the globe, it is indeed 

necessary to protect the users’ activity as well as related resources from malicious attempts. These security issues should be nullified 

and blocked in the future to increase the efficiency of cloud computing models. Although researchers made significant contributions 

to provide security solutions for cloud computing models, there are yet several problems that remain to solve with adequate features 

while deploying in real-time networks. These are some academic views of cloud computing models and their security challenges 

by cloud computing researchers based on different ISO-OSI model layers. Now, we discuss some near-real-time IoT applications 

of cloud computing like health services, military services, and media streaming services, and its performances analysis in near real-

time IoT applications. Cloud Computing applications helped in processing and sharing for immediate and effective decisions. It is 

also used for controlling different weapons data concerning time on different orders and commands during Wars. Interoperability 

among hybrid clouds has been recognized as a major tactical cloud issue in net-centric warfare and net-centric operations, that 

breaks all the organization boundaries between different systems in military organizations by supporting multitasking real-timeline 

within a tight Observe, Orient, Decide, and Act (OODA) loop. Although cloud computing has its positive side of the fastest sharing 

of information, controlling, and command of different orders, fastest communication, and connectivity among data centers in the 

military; still defense agencies are facing high-security challenges and risks in data-related vulnerabilities in traditional cloud 

computing environments. As a result of high latency in data transfer and high bandwidth in traditional cloud computing, some 

advanced tactical mobile cloud computing technologies like fog computing and edge computing are used to reduce the latency. 

              It has examined the aspects, including the use of technologies and methodologies, that can successfully enable the 

deployment of security policy on fog and cloud computing. The study focuses on Software-as-a-Service (SaaS) and intrusion 

detection, which offer users and enterprises an efficient and dependable system structure. The survey addressed the necessary 
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security tools, policies, and services, notably for cloud and fog environments for organizational adoption, intending to provide a 

framework for a cloud and fog computing security policy [1]. A discussion of a comprehensive literature review to pinpoint the 

similarities, differences, primary threats, and countermeasures in the various Cloud, Edge, and Fog computing paradigms. Research 

interest is currently high in the area of information security and privacy. Parallel to this, several computing paradigms, including 

cloud computing and edge computing, are already developing a distinctive ecosystem with various architectures, storage options, 

and processing power. This ecosystem's variety has some drawbacks, especially in terms of security and privacy issues [2]. It has 

been compared and discussed with each computing paradigm to examine the security issues of the cloud, fog, and edge computing 

paradigms where ingenious developments in cloud computing frameworks provide cooperative services of aid for end users and 

medium to large enterprises. Concern over data security is growing as more and more personal and corporate data is being stored 

in the cloud. The biggest obstacle to the growth of cloud computing is security worries. The risk of data breaches in the cloud 

environment must be understood by clients. Cloud computing storage, networking, and computing capabilities are brought to the 

edge with fog computing. One of the most urgent issues with fog computing systems is safety and security [3]. A proposed heuristic 

algorithm to solve the above-mentioned problems of response delay, message failure, fault tolerance, and security provided by the 

Blockchain. The proposed model gets vehicle messages through SDN (Software defined network) nodes, which are placed on 

nearby edge servers, and the edge servers are validated by the blockchain to provide secure services to vehicles. The SDN controller, 

which exists on an edge server, and is placed on the roadside to overcome communication delays, receives different messages from 

the vehicles and divides these messages into two different categories. By evaluating the timeline, size, and emergency scenario, the 

edge server divides the messages. These communications were organized by the SDN controller and forwarded to the intended 

recipient. A fault tolerance system verifies the acknowledgments after the message has reached its intended recipient [4]. Various 

computing paradigms, features of fog computing, an in-depth reference architecture of fog with its various levels, a detailed analysis 

of fog with IoT, and various fog system algorithms have presented and also systematically examined the challenges in fog 

computing. Performance, security, latency, and network failure are just a few of the problems that integrated cloud computing must 

contend with as IoT applications continue to grow. These problems are addressed by bringing cloud computing closer to the Internet 

of Things for the development of fog computing [5]. An analysis has occurred of current fog computing system architectures, their 

features, security concerns associated with IoT devices, and existing countermeasures. Innovative technologies, such as cloud 

computing platforms, provide end consumers and medium-large businesses with international cooperative services. To maximize 

efficiency with low latency, location awareness, and geographical distribution applications, fog computing extends cloud computing 

storage networking and computing capabilities to edge and backbone servers on the cloud for Internet of Things (IoT) devices. 

Security and privacy issues are among the significant obstacles that fog computing systems must contend with [6]. It has proved the 

effectiveness of FogBus. A comparison of the features of FogBus to other frameworks already in use and assess the effect of 

different FogBus settings on system parameters through the deployment of an actual IoT application. According to the experimental 

findings, FogBus is relatively quick and light, and different FogBus settings can adjust the computing environment to suit the needs 

of the situation [7]. New paradigms like edge computing and fog computing based on their unique characteristics and application 

cases have been examined in addition, future research must resolve for societal acceptance, including resource management, security 

and privacy, and network administration [8]. The possibilities of utilizing mobile edge computing have been analyzed to improve 

data analysis for IoT applications while attaining data security and computational efficiency. It is also examined the architecture of 

mobile edge computing and explores the potential of utilizing mobile edge computing to enhance data analysis for IoT applications 

while achieving data security and computational efficiency. Finally, several promising approaches for edge-powered data analysis 

research are highlighted [9]. The development of distributed computing from utility computing to fog computing, as well as many 

research problems for creating fog computing environments [10]. 

 

2. METHODOLOGY 

       A basic framework diagram for Fog, Edge, and Cloud Computing model has been designed to reduce the latency and bandwidth 

for better efficacy in near real-time IoT applications.  

      Artificial intelligence is used in this case to make decisions at the edge, where that intelligence wants to make quick decisions 

in the cloud. Here, the time scheduled is very low because it is done in near real-time. For that, an efficient fog computing technique 

is required to solve the fog, edge, and cloud computing problem with low latency and a limited number of bandwidths for quicker 

data transfer in near real-time IoT applications due to a significant increase in the availability of datasets with various data types.  
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                Figure 2(a): A basic framework diagram for Fog, Edge, and Cloud Computing 

 

 

 
 

     Figure 2(b):  Functions of Fog and Edge node 

 

 

3. RESULTS AND DISCUSSION  

Table 1 summarizes the findings of the systematic view which shows the different issues considered in each approach  

      The majority of the approaches outlined identify, categorize, examine, and compile several vulnerabilities and threats targeted 

at cloud computing, as indicated in Table 1. There is a clear correlation between the vulnerabilities, threats, countermeasures, 

potential solutions, and techniques to solve them as a consequence of the studies' analysis of risks and threats and frequent 

recommendations on how they might be avoided or covered. 
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Table 1: A summary of the different issues considered in each approach 
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    3.1 CLOUD SERVICE MODELS  

 

           Cloud computing has three types of service models such as Software as a service (SaaS) model, Platform as a service (PaaS) 

model, and Infrastructure as a service (IaaS) model.  

            From Table 2, we can compare the study of the Vulnerabilities, Threats, and Counter Measures of SaaS, PaaS, and IaaS 

cloud service models with respect to layers in cloud computing. The attacks of other layers have less impact than lower layers.  

 

 

                 Table 2: Comparative study of the Vulnerabilities, Threats, and Counter Measures of SaaS, PaaS, and IaaS cloud 

service models with respect to layers in cloud computing 

 

Cloud Service 

Models 

Vulnerabilities Threats Security 

Issues 

Cloud 

Deployment 

Models 

Countermeasures OSI 

Layers 

SaaS (Software 

as a Service) 

 

1)Data-related 

vulnerabilities 

1) Data leakage  

 

 

 

 

i)Multitenanc

y  

Hybrid Cloud a) Encryption  

b) Homo-morphic 

encryption  

c)FRS techniques  

d)Digital Signatures  

Network 

Layer 

 

SaaS (Software 

as a Service) 

 

 

2)SQL 

Injection, OS 

Injection, Cross 

Site Scripting 

which is an 

API and 

insecure 

interface  

 

2)User Data 

manipulation  

 

 

 

i) Data 

Security 

ii)Application 

Security 

 

Public Cloud 

 

Web Application Scanner 

 

 

Applicatio

n Layer 

SaaS (Software 

as a Service) 

Cookie 

Poisoning 

 

- Application 

Security 

Private Cloud Data hiding techniques 

for regular cleanup of 

cookie data  

Applicatio

n Layer 

SaaS (Software 

as a Service) 

Google hacking 

attack 

 

- Application 

Security 

Private Cloud - Applicatio

n Layer 

SaaS (Software 

as a Service) 

Cross-Site 

Request 

Forgery  

- Application 

Security 

Private Cloud - Applicatio

n Layer 

PaaS 

(Platform as a 

Service) 

1) Data-related 

vulnerabilities 

Data scavenging  SOA security Hybrid Cloud a) Encryption  

b) Homo-morphic 

encryption 

c)FRS techniques  

d)Digital Signatures  

Network 

Layer 

Different issues [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] 

 

Threats √ √ √ √ √ √ √ √ √ √ 

 

Vulnerabilities √ √ √ √   √  √ √ 

 

Countermeasures √ √ √ √ √ √ √ √ √ √ 

 

Network Layer √ √  √   √   √ 

 

Application Layer 
√    √  √ √   
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PaaS 

(Platform as a 

Service) 

Data-related 

vulnerabilities 

 

 

Data Leakage  Data Security Hybrid Cloud a) Encryption  

b) Homo-morphic 

encryption  

c)FRS techniques  

d)Digital Signatures  

Network 

Layer 

PaaS 

(Platform as a 

Service) 

Resources 

unlimited 

 

 

DOS attacks, 

DDoS attack  

 

Network 

security, Fault 

tolerance  

Public Cloud Cloud policies to limit 

computation resources 

Network 

Layer 

PaaS 

(Platform as a 

Service) 

- Man, in the 

middle attack  

Network 

security, Fault 

tolerance  

Public Cloud - Network 

Layer 

PaaS 

(Platform as a 

Service) 

Insecure 

Interfaces and 

APIs 

 

 

A dictionary 

attack, Injection 

attack, and Input 

validation related 

attacks 

manipulate 

customer's data  

Application 

security 

Private Cloud WebApplicationScanner 

and for APIs security 

PAAS uses OAuth to 

enforce authentication 

authorization on calls to 

such APIs. 

Applicatio

n Layer 

IaaS 

(Infrastructure 

as a Service) 

Vulnerability in 

Virtual 

Network  

 

Sniffing/spoofin

g virtual 

networks  

 

Network 

security 

Public Cloud Xen Bridged and routed   

virtualnetworkframework 

modes  

Network 

Layer 

IaaS 

(Infrastructure 

as a Service) 

Vulnerability 

in virtual 

machine 

 

Data leakage  

 

Network 

security 

Hybrid Cloud a) Encryption  

b) Homo-morphic 

encryption  

c)FRS techniques  

d)Digital Signatures  

Virtualizat

ion 

Layer and 

Network 

layer 

IaaS 

(Infrastructure 

as a Service) 

Vulnerability in 

virtual machine 

image  

 

Malicious VM 

creation 

 

 

Application 

security 

Public Cloud Mirage is used for the 

attackslikeVMsuncontroll

ed snapshot of images  

Applicatio

n Layer 

IaaS 

(Infrastructure 

as a Service) 

Insecure VM 

migration 

Uncontrolled 

Snapshots that 

cause data 

leakage 

 

Application 

and Network 

Security 

Hybrid Cloud PALM, TCCP, VNSS  Network 

Layer 

IaaS 

(Infrastructure 

as a Service) 

Insecure 

Interfaces and 

APIs  

 

 

Account of 

service hijacking  

 

Application 

security 

Private Cloud Identity and access 

management guidance  

Applicatio

n Layer 

IaaS 

(Infrastructure 

as a Service) 

Vulnerability in 

hypervisors  

Virtual machine 

escape  

 

 

Application 

security 

Private Cloud Hypersafe, 

TCCPComputing 

platform, and trusted viral 

datacenter for the 

vulnerability in 

hypervisors.  

Virtualizat

ion Layer 

IaaS 

(Infrastructure 

as a Service) 

No restriction 

on the 

allocation and 

deallocation of 

resources in 

VMs 

VM hopping 

 

 

Application 

security 

Private Cloud To keep hypervisor 

vulnerabilities out of 

reach from the attacker so 

that the attacks cannot 

communicate with the 

other VMs. 

Virtualizat

ion Layer 

 

3.2  LOW-LATENCY SERVICES IN FOG AND EDGE COMPUTING  

            Here, we have introduced the basic concepts of cloud computing, edge computing, and fog computing in low latency demand 

real-time IoT applications where the major challenges of using a traditional cloud environment in real-time IoT applications are 

high latency in data transfer and high bandwidth. This real-time challenge of cloud computing is overcome by Fog computing, 

which is an extension of cloud computing that provides high storage with high computation, in real-time IoT applications like health 

services, military services, video streaming, live updates, etc. Therefore, fog computing is the best paradigm that can fulfill such 

requirements, Augmented Reality system supported by fog computing can reduce latency in both processing and transmission and 

can maximize the throughput [11]. Fog Computing in Military and Aerospace has used tactical edge fog computing in Defense 
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applications where Artificial Intelligence out to the decision-making at the edge that intelligence at the edge wants to make quick 

decisions in the cloud. The time schedule is very low because it is done in real-time. This tactical cloud computing model helps in 

overcoming the data transferring issues created by low bandwidth and network connection problems  [12] [13]. One of the types of 

tactical computing is Fog Computing which is a superset of Edge Computing that has the efficacy of low latency, high security, and 

high bandwidth in IoT platforms. These characteristics have made it attractive for real-time IoT applications like the fastest 

transmission of data among the data centers at high bandwidth around the world. Fog computing is the best option for computation 

for real-time low latency demand real-time applications [13]. 

 

3.3 SOLUTIONS FOR FOG AND EDGE COMPUTING THREATS 

                               Fog computing is a significant area of research in knowledge for low latency among the data center with a finite 

number of bandwidths for faster transmission of data. Due to an enormous increase in the availability of datasets with various data 

types, an adequate fog computing technique is necessary for solving the fog, edge, and cloud computing problem with low latency 

and a limited number of bandwidths for better efficacy in near real-time IoT applications. Although, the use of Fog cloud computing 

has overthrown the problem of high latency and low bandwidth in IoT in the near real-time scenario by using artificial intelligence 

for decision-making. It also explains the positive side of fog computing in terms of the fastest data transmission around the edge of 

a network across the world in near real-time applications. The current countermeasures taken for those challenges in cloud and fog 

computing in terms of security management, resource management, and power management have been discussed in this paper 

concerning near real-time applications.  

 

   3.4   CHALLENGES AND SOLUTIONS 

                 There are many security risks faced by the real-time IoT application even after uploading, sharing, and updating 

confidential and secret data in a cloud environment.  

                 Some of the security challenges of the cloud in real-time IoT applications are as follows:  

 

(i) Data duplication and resource pooling (tactical) are the most important 

advantages of cloud computing in the military still it creates major security challenges in the public cloud deployment models. This 

is the biggest security threat in the public cloud deployment model concerning the military application.  

 

(ii) In the military, it is difficult to share massive data on the battlefield at low bandwidth and less time in traditional cloud 

computing models. No proper advanced data encryption technique is used in military applications which causes data-related security 

issues. Lack of antivirus programs and intrusion detection mechanisms to detect vulnerabilities and threats in the cloud computing 

models in the military [14]. Low authentication and identity management lead to access and stealing of military confidential 

information by illegitimate users. No standard strict cloud policies and data control policies are taken to protect cloud military 

services from attackers. There is no protection against accidental and illegal access to information.  

 

(iii) No data verification technique. Some of the security issues of fog computing are Fault tolerance [15], Authentication and 

Trust issues, and Access Control. Man, in the middle attack [16] and DDoS attacks [17] [18], are the biggest threats to fog computing.   

 

                Some solutions to protect the cloud computing models from different vulnerabilities and threats in real-time IoT 

applications are as follows:  

 

(i) Authorization and Identity management techniques like Encryption, Homo-morphic encryption, FRS techniques, Digital 

Signatures, and Smart cards for accessing and sharing data by legitimate users. Regular cleaning of the cookies [19] and secured IP 

protection and privacy policies.  

 

(ii) Cloud security policies and privacy strategies to limit computation resources [12]. Intrusion detection techniques and 

antivirus programs to run and detect vulnerabilities and threats. 

 

(iii) Tactical computing is also used for the connection of different weapons and their physical location on the battlefield. It 

helps in fast reliable networking among data centers and mission area services [14]. Proper data validation techniques to check its 

accuracy. Some defense agencies DISA, FISA, and DOD have set some standards, policies, and security requirements to protect 

the cloud military services and applications from illegitimate users and access information globally to military users with less cost 

and low power consumption [12].  

 

(iv) Visual cryptography, image encryption, and watermarking for military weapons code security and to find out the hidden 

military weapons [14]. Web application scanner for SQL Injection, OS Injection, and Cross-Site Scripting.  
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Figure 3.4 (a): Classification of the Malicious attacks of Cloud Computing and Fog Computing with respect to the Service and 

Deployment model. 

 

 

 
 

 

Figure 3.4 (b): It shows the relationships between the vulnerabilities, threats, and countermeasures taken for Cloud computing 

and Fog computing. 

CONCLUSION  

              However, by applying artificial intelligence for decision-making, the usage of fog, edge, and cloud computing has been 

able to overcome the issue of high latency and low bandwidth in IoT in a near real-time situation. The fastest data transfer around 

a network's edge for near real-time applications is one of the benefits of fog computing that is discussed in this paper. On the other 

hand, we can find out the drawbacks of cloud computing, including its inability to identify threats and vulnerabilities, its reliance 

on energy application interface protocols, and its poor resource management among multiple fog nodes. This paper will go into 

further detail about how cloud, edge, and fog computing are used in near real-time IoT applications for healthcare and multimedia 

streaming.  
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