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Abstract- Thepc widespreadpc usepc ofpc cloudpc storagepc inpc thepc recentpc  yearspc canpc bepc attributedpc topc thepc existence pc ofpc compellingpc applicationspc 

suchpc aspc filepc backup,pc  datapc storagepc andpc filepc sharing.pc  Datapc privacypc ispc thepc primarypc concernpc inpc  informationpc technology.pc Atpc thepc 

momentpc two-factorpc authenticationpc ispc  widely pc usedpc  inpc onlinepc environments.pc Thepc goalpc ofpc thispc projectpc ispc topc usepc thepc cloudpc storage,pc 

cloudpc sharingpc andpc otherpc issuespc inpc apc uniquepc waypc whichpc  helpspc uspc topc reducepc timepc andpc moneypc .Thispc paperpc focusespc onpc thepc 

implementationpc ofpc cloudpc sharingpc andpc cloudpc storagepc withpc two-factorpc authenticationpc andpc datapc privacypc aspc thepc primarypc concern. 

 

INTRODUCTION: 

Datapc ispc acknowledgedpc aspc thepc mostpc vitalpc assetpc ofpc anpc organizationpc becausepc itpc definespc thepc uniquenesspc ofpc everypc enterprise.pc Itpc ispc thepc mainpc 

foundationpc ofpc information,pc knowledge,pc andpc ultimatelypc thepc wisdompc forpc correctpc decisionspc andpc actions.pc Itpc mightpc bepc helpingpc topc curepc apc disease,pc 

boostpc apc company’spc revenue,pc makepc apc buildingpc morepc efficientpc orpc bepc responsiblepc forpc achievingpc thepc targets,pc andpc improvingpc thepc performancepc 

[1].Furthermore, pc storage,pc analysis,pc andpc sharingpc ofpc datapc arepc thepc essentialpc servicespc requiredpc bypc anypc organizationpc topc upgradepc itspc performancepc 

[2].pc However,pc withpc thepc explosivepc evolutionpc ofpc data,pc enormouspc pressurepc emergespc onpc thepc enterprisespc for storingpc thepc voluminouspc datapc 

locallypc [3].pc Also,pc itpc haspc becomepc difficultpc topc explorepc thepc datapc duepc topc limitedpc resourcespc [4].pc Mostpc businessespc havepc shiftedpc topc thepc cloudpc forpc 

thesepc servicespc duepc topc itspc severalpc advantagespc suchpc aspc on-demandpc service,pc scalability,pc reliability,pc elasticity,pc measuredpc services,pc disasterpc 

recovery,pc accessibility,pc andpc manypc otherspc [5].pc Cloudpc computingpc ispc apc paradigmpc thatpc enablespc hugepc memorypc spacepc andpc massivepc computationpc 

capacitypc atpc apc lowpc cost.pc Itpc allowspc userspc topc obtainpc thepc intendedpc servicespc acrosspc multiplepc platformspc irrespectivepc ofpc locationpc andpc timepc andpc 

consequentlypc conveyspc anpc extensivepc conveniencepc topc thepc cloudpc userspc [6].pc Bypc migratingpc thepc localpc datapc managementpc systempc intopc cloudpc 

storagepc andpc usingpc cloud-basedpc services,pc userspc canpc accomplishpc costpc savingspc andpc productivitypc enhancementspc topc managepc projectspc andpc 

establishpc collaborationspc [7].pc Therefore,pc individualspc andpc organizationspc arepc shiftingpc increasinglypc topc thepc cloudpc forpc theirpc multiplepc servicespc 

[8].pc Withpc thepc growingpc expansionpc ofpc cloudpc computingpc technologies,pc itpc ispc notpc difficultpc topc imaginepc thatpc almostpc allpc thepc businessespc willpc bepc 

switchedpc topc thepc cloudpc inpc thepc foreseeablepc futurepc [9].pc Despitepc thepc multiplepc featurespc offeredpc bypc cloudpc computing,pc itpc encounterspc severalpc 

impedimentspc thatpc maypc obstructpc itspc fastpc growth,pc ifpc notpc tackledpc appropriatelypc [10].pc Considerpc apc realpc implementation,pc wherepc anpc enterprisepc 

permitspc itspc staffpc or departmentspc topc storepc andpc sharepc thepc datapc throughpc thepc cloud.pc Bypc exploitingpc thepc cloud,pc thepc enterprisepc canpc bepc completelypc 

releasedpc frompc thepc burdenpc ofpc maintainingpc andpc storingpc thepc datapc locallypc [11],pc [12].pc Nevertheless,pc itpc alsopc endurespc variouspc securitypc threats,pc 

whichpc arepc thepc leadingpc concernspc ofpc cloudpc userspc [13].pc Firstly,pc outsourcingpc thepc datapc topc thepc cloudpc serverspc signifiespc thatpc thepc datapc ispc outpc ofpc thepc 

users’pc controlpc resultingpc inpc discomfortpc topc thepc userspc becausepc thepc outsourcedpc datapc maypc comprehendpc sensitivepc andpc valuablepc information.pc 

Secondly,pc datapc sharingpc ispc frequentlypc putpc intopc operationpc inpc apc hostilepc andpc openpc environment,pc andpc thepc cloudpc serverpc turnedpc outpc topc bepc apc targetpc ofpc 

attacks.pc Inpc thepc worstpc condition,pc users’pc datapc maypc bepc revealedpc bypc thepc cloudpc serverpc itselfpc forpc illegalpc profitpc [14],pc [15].pc Furthermore,pc thepc datapc 

needpc topc bepc sharedpc amongpc distinctpc relevantpc stakeholders,pc forpc instance,pc businesspc partners,pc employees,pc customers,pc etc.,pc interiorpc orpc exteriorpc 

ofpc thepc organization’spc premisespc forpc upgradingpc thepc performancepc ofpc thepc business.pc However,pc thepc recipientpc partypc canpc maltreatpc thispc datapc andpc 

disclosepc itpc purposefullypc orpc inattentivelypc topc somepc unauthorizedpc thirdpc partypc [16],pc [17]. 

Fig.pc 1pc representspc apc sharingpc environmentpc wherepc thepc datapc ownerspc needpc topc sharepc thepc organization’spc valuablepc datapc topc thepc cloudpc platformpc duepc topc 

thepc limitedpc storagepc andpc computationalpc capacitypc ofpc thepc enterprisespc andpc thepc multiplepc benefitspc ofpc clouds.pc Furthermore,pc thepc cloudpc datapc ispc 

sharedpc withpc multiplepc userspc aspc perpc differentpc requirementspc forpc itspc utilitypc purpose.pc However,pc thepc recipientpc partypc maypc leakpc thepc datapc afterpc 

obtainingpc it.pc Thepc datapc canpc bepc leakedpc bypc thepc involvedpc partiespc orpc maypc stealpc bypc thepc unauthorized pc partypc throughpc illegalpc access.pc Datapc leakagepc orpc 

losspc maypc inducepc apc severepc threatpc topc thepc organization’spc confidentiality.pc Itpc canpc diminishpc thepc valuepc of shareholders,  pc declinepc thepc firm’spc rankpc 

andpc status, pc andpc destructpc thepc enterprise’spc goodwillpc andpc reputationpc [18].pc Aspc thepc datapc ispc anpc importantpc assetpc ofpc anpc organization,pc thuspc itpc ispc 

essentialpc topc keeppc thispc assetpc secure.pc Therepc arisespc apc necessitypc forpc solutionspc thatpc canpc protectpc thepc datapc efficientlypc inpc thepc sharingpc environment. 

Apc numberpc ofpc modelspc forpc datapc protectionpc inpc thepc cloudpc environmentpc havepc beenpc exploredpc andpc developedpc forpc manypc applications.pc Typically,pc 

datapc protectionpc ispc achievedpc throughpc leakagepc preventionpc andpc leakerpc detectionpc andpc thispc articlepc concentratespc onpc achievingpc efficientpc 

protectionpc bypc preventingpc leakagepc andpc detectingpc thepc maliciouspc entitypc responsiblepc forpc leakagepc aspc depictedpc inpc Fig.pc 2.pc Thepc majorpc approachespc 

forpc preventingpc datapc leakagepc arepc tailoredpc bypc utilizingpc cryptography,pc accesspc controlpc mechanisms,pc andpc differentialpc privacypc withpc machinepc 

learningpc techniquespc whilepc leakerpc detectionpc ispc mainlypc achievedpc throughpc watermarkingpc andpc probabilisticpc techniques. 

LITERATUREpc SURVEY: 

[1]pc RushikeshNikam,pc andpc Manishpc Potey.pc Somepc onlinepc datapc servicespc oftenpc comepc withpc securitypc issuespc suchpc aspc confidentialitypc andpc 

integrity.pc Thepc problempc scenariopc rangespc multi-fold:pc topc securepc organizationalpc datapc frompc peerpc organizations,pc topc providepc sharingpc ofpc datapc filespc 

betweenpc userspc keeppc thepc identitypc anonymous,pc topc handlepc recoverypc ofpc vitalpc datapc modules,pc etc.pc Thispc paperpc proposespc apc solutionpc topc eliminatingpc 

thepc above-mentionedpc problems.pc Thepc solutionpc aimspc atpc achievingpc Confidentialitypc usingpc CP-ABEpc (Ciphertextpc Policy-pc Attributepc Basedpc 
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Encryption)pc andpc userpc authenticationpc withpc Multifactorpc Authenticationpc (MFA).pc Securitypc ispc achievedpc atpc variouspc levelspc suchpc aspc providingpc apc 

staticpc username-passwordpc aspc thepc entry-levelpc authentication,pc followedpc bypc OTPpc basedpc onpc thepc tokenpc generatorpc technique.pc Thesepc tokenspc arepc 

generatedpc usingpc QRpc codepc technologypc andpc actpc aspc credentialspc forpc eachpc user.pc Thepc provisionpc ofpc defaultpc tokenspc ispc alsopc availablepc forpc genuinepc 

userspc thatpc failpc topc usepc thepc QRpc codepc generatorpc atpc somepc point.pc Thispc allowspc availabilitypc topc authorizedpc users.pc Encryption pc ispc donepc usingpc CP-ABE. 

    CP-ABE(Algorithm)Inpc CP-ABE,pc itpc ispc notpc thepc setpc ofpc attributespc thatpc dopc thepc workingpc butpc thepc policiespc definedpc overpc apc setpc ofpc attributespc carrypc 

thepc encryptionpc process.pc Inpc thispc scheme,pc thepc User'spc privatepc keypc ispc basedpc onpc apc grouppc ofpc attributespc whereaspc thepc ciphertextpc ispc basedpc onpc thepc 

accesspc structurepc definedpc overpc system-specificpc attributes.pc Apc userpc canpc decryptpc apc textpc ifpc hispc attributespc satisfypc thepc policypc specifiedpc inpc thepc cipherpc 

text.pc Policiespc arepc  definedpc overpc attributespc usingpc conjunctions,pc disjunctions,pc andpc {n,pc m}-thresholdpc gates,pc i.e.pc npc outpc ofpc mpc attributespc  havepc topc bepc 

present.pc Inpc CP-ABEpc therepc ispc nopc separatepc accesspc controlpc orpc authorizationpc mechanism.pc Itpc ispc incorporatedpc intopc thepc encryptionpc mechanismpc 

itself.pc Userspc canpc evenpc obtainpc theirpc secretpc keyspc afterpc datapc encryptionpc usingpc thepc accesspc structurepc ispc anpc importantpc add-on.pc Hence,pc datapc canpc bepc 

encryptedpc evenpc withpc notpc knowingpc thepc genuinepc userpc groupspc whichpc canpc decrypt,pc andpc onlypc specifyingpc thepc policypc ispc quitepc enough.pc Futurepc 

userspc arepc givenpc apc keypc basedpc onpc thepc attributespc thatpc thepc policypc satisfypc andpc suchpc userspc arepc onlypc genuinepc decrypterspc ofpc thepc system. 

     [2]Mousa,pc Allam.Inpc Thispc Paperpc Somepc ofpc thepc importantpc parameterspc ofpc thepc Blowfishpc encryptionpc algorithmpc arepc analyzedpc andpc examinedpc 

topc seepc howpc thesepc parameterspc maypc affectpc thepc performancepc ofpc thepc algorithm.pc Thepc peflonnancepc indicespc herepc arepc thepc securitypc andpc speedpc ofpc thepc 

algorithm.pc Forpc eachpc case,pc thepc eng.ptioddecryptionkq pc lengthpc haspc beenpc changedpc andpc itspc effectpc onpc thepc performancepc ppc ispc noticed.pc Moreover,pc 

thepc filepc sizepc ispc changedpc andpc itspc effectpc onpc thepc performancepc ofpc thepc algorithmpc waspc noticed.pc Thispc haspc shownpc thatpc changingpc thepc keypc lengthpc doespc 

notpc affectpc thepc encryptionpc orpc decryptionpc timepc whereaspc changingpc thepc plaintextpc filepc sizepc ispc directlypc rejectedpc onpc thepc processingpc time. 

      Encryptionpc ispc hidingpc datapc whilepc beingpc transmittedpc orpc stored.pc Thatpc ispc transformingpc thepc informationpc frompc onepc formpc (plainpc text)pc intopc 

anotherpc onepc (cipherpc text)pc bypc usingpc certainpc algorithmspc dependingpc onpc somepc keys.pc Onpc thepc otherpc hand,pc decryptionpc ispc transformingpc thepc cipherpc 

textpc backpc topc itspc plainpc textpc usingpc thepc samepc algorithmpc andpc key.pc Thispc algorithmpc consistspc ofpc somepc mathematicalpc functionspc andpc operationspc thatpc 

performpc thepc encryptionpc processpc inpc manypc ways.pc andpc thepc keypc ispc apc specificpc numberpc (usuallypc apc Largepc one)pc thatpc ispc usuallypc usedpc bypc thepc algorithmpc 

andpc itspc calculations.pc Keypc managementpc ispc thepc setpc ofpc procedurespc supportingpc thepc establishmentpc andpc maintenancepc ofpc keyingpc relationshipspc 

betweenpc authorizedpc parties.pc Thuspc thepc riskpc ispc transferredpc frompc thepc problempc ofpc securingpc thepc datapc topc thepc problempc ofpc securingpc andpc managingpc 

keys.pc Anpc importantpc issuepc herepc ispc choosingpc thepc encryptionpc key,pc thispc dependspc onpc manypc thingspc suchpc aspc howpc longpc doespc thepc datapc needpc topc bepc keptpc 

secure?pc Whatpc kindpc ofpc encryptionpc ispc beingpc usedpc (symmetricpc orpc asymmetric)?pc Howpc valuablepc ispc thepc datapc beingpc secured?pc Forpc informationpc thatpc 

needspc topc bepc securepc forpc onlypc minutes,pc hours,pc orpc perhapspc weeks,pc apc 64-bitpc symmetricpc keypc willpc suffice.pc Forpc datapc thatpc needspc topc bepc securepc forpc 

yearspc orpc decades,pc apc 128-bitpc keypc shouldpc bepc used.pc Forpc datapc thatpc needspc topc remainpc securepc forpc thepc foreseeablepc future,pc onepc maypc wantpc topc gopc withpc aspc 

muchpc aspc apc 160-bitpc key. 

    Blowpc Fish(algorithm)pc Somepc ofpc thepc Blowfishpc algorithmpc specificationspc canpc bepc summarizedpc aspc [3],pc [4];pc  

1.pc Symmetricpc blockpc cipher.pc  

2.pc 64-bitpc Block.pc  

3.pc Variable-lengthpc key,pc frompc 32-bitpc (4pc Bytes)pc topc 448pc  

4.pc Runpc atpc anpc acceptablepc clockpc speed.pc  

5.pc Suitablepc andpc efficientpc forpc hardwarepc implementation 

pc 6.pc Unpatentedpc andpc nopc licensepc ispc required.pc  

 
    Thepc algorithmpc consistspc mainlypc ofpc twopc parts;pc thepc key-expansionpc partpc andpc thepc data-encryptionpc partpc (51.pc Keypc expansionpc convertspc apc keypc ofpc 

atpc mostpc 448pc bitspc intopc 4168pc bytes.pc Therepc ispc apc P-arraypc andpc fourpc 32-bitS-boxes.pc Thepc P-arraypc containspc 18,pc 32-bitpc subkeys,pc whilepc eachpc S-boxpc 

containspc 256pc entries.pc Datapc encryptionpc occurspc viapc apc 16-roundpc Feistelpc network.pc Eachpc roundpc consistspc ofpc apc key-dependentpc permutation,pc andpc apc 

key-pc andpc data-dependentpc substitution.pc Allpc operationspc arepc XORspc andpc additionspc onpc 32-bitpc words.pc Thepc onlypc additionalpc operationspc arepc fourpc 

indexedpc arraypc datapc lookupspc perpc roundpc [4]. 

[3]Rizvi,pc S.pc A.pc M.Inpc thispc Paperpc Thepc twopc mainpc characteristicspc ofpc apc goodpc encryptionpc algorithmpc arepc Securitypc andpc Speed.pc Usually,pc securitypc 

algorithmspc havepc topc bepc embeddedpc inpc apc varietypc ofpc applicationspc likepc e-banking,pc onlinepc shopping,pc mail,pc etc.pc Sopc theypc shouldpc bepc fastpc aspc wellpc aspc  

securepc inpc differentpc environments.pc Inpc thispc paper,pc wepc dopc apc securitypc v/spc performancepc analysispc ofpc twopc algorithmspc Twofishpc andpc AES.pc First,pc wepc 

willpc discusspc thepc securitypc issuespc ofpc bothpc algorithmspc bypc consideringpc theirpc safetypc factor.pc Thenpc wepc studypc thepc encryptionpc speedpc ofpc bothpc 

algorithmspc bypc encryptingpc differentpc typespc ofpc datapc (text,pc image,pc audio)pc andpc analyzepc theirpc performancepc inpc termspc ofpc throughputpc ofpc everypc 

algorithmpc onpc differentpc sizespc ofpc RAMs.pc Thepc resultspc showpc thepc relationshippc betweenpc thepc performancepc ofpc algorithmspc andpc sizepc ofpc RAMpc andpc  

thepc typepc ofpc data. 

    Frompc mailpc topc moneypc whenpc everythingpc ispc gettingpc digital,pc thepc Internetpc becomespc thepc onepc andpc mainpc mediumpc ofpc communicationpc inpc allpc 

aspectspc ofpc ourpc life. 

    TwoFishpc andpc AES(Algorithm)Twofish pc ispc anpc algorithmpc frompc Counterpanepc Internetpc Security,pc itpc ispc highlypc suitedpc forpc largepc 

microprocessorspc andpc alsopc forpc smartpc cardpc microprocessors.pc Apc briefpc overviewpc ofpc thepc conceptspc andpc considerationspc relevantpc topc thepc Twofishpc 

designpc procedurepc ispc givenpc inpc [2].pc Currently,pc thepc bestpc attackspc onpc Twofishpc usepc differentpc versionspc ofpc differentialpc cryptanalysis,pc Nonepc ofpc thempc 

succeedspc onpc thepc fullpc numberpc ofpc roundspc withpc thepc presentpc computationalpc power.pc B.pc AESpc haspc apc Non-Feistelpc structure,pc basedpc onpc apc 

sophisticatedpc mathematicalpc design.pc Itspc simplepc structurepc attractspc cryptographerspc andpc cryptanalysts.pc Itpc encryptspc 128-bitpc blockpc sizepc withpc 

128/192/256 pc bitpc keypc forpc 10/12/14pc rounds.pc AESpc haspc apc safetypc factorpc ofpc lesspc thanpc 2,pc whichpc impliespc thatpc itpc ispc somewhatpc morepc delicatepc forpc thepc 

advancementspc ofpc cryptanalysis.pc Makingpc thepc safetypc factorpc ofpc AESpc equivalentpc topc Two-fishpc wouldpc requirepc 24pc roundspc ofpc AES.pc Anpc increasepc inpc 

thepc numberpc ofpc roundspc maypc reduceitspc performance.pc pc  

[4]pc Zhou,pc Xin,pc andpc Xiaofeipc Tang.Inpc thispc Paperpc Cryptographicpc techniquepc ispc onepc ofpc thepc principalpc meanspc topc protectpc informationpc security.pc Notpc 

onlypc haspc itpc ensurepc thepc informationpc ispc confidentialpc butpc alsopc providespc apc digitalpc signature,pc authentication,pc secretpc sub-storage,pc systempc 

security,pc andpc otherpc functions.pc Therefore,pc thepc encryptionpc andpc decryptionpc solutionpc canpc ensurepc thepc confidentialitypc ofpc thepc information,pc aspc 

wellpc aspc thepc integritypc ofpc informationpc andpc certainty,pc topc preventpc informationpc frompc tampering,pc forgery,pc andpc counterfeiting.pc Thepc encryptionpc 
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andpc decryptionpc algorithm'spc securitypc dependspc onpc thepc algorithmpc whilepc thepc internalpc structurepc ofpc thepc rigorpc ofpc mathematics,pc alsopc dependspc onpc 

thepc keypc confidentiality.pc Keypc inpc thepc encryptionpc algorithmpc haspc apc pivotalpc position,pc oncepc thepc keypc waspc leaked,pc itpc meanspc thatpc anyonepc canpc bepc inpc 

thepc encryptionpc systempc topc encryptpc andpc decryptpc information,pc itpc meanspc thepc encryptionpc algorithmpc ispc useless.pc Therefore, pc whatpc kindpc ofpc datapc youpc 

choosepc topc bepc apc key,pc howpc topc distributepc thepc privatepc key,pc andpc howpc topc savepc bothpc datapc transmissionpc keyspc arepc verypc importantpc issuespc inpc thepc 

encryptionpc andpc decryptionpc algorithm.pc Thispc paperpc proposedpc anpc implementationpc ofpc apc completepc andpc practicalpc RSApc encrypt/decryptpc 

solutionpc basedpc onpc thepc studypc ofpc thepc RSApc publicpc keypc algorithm.pc Inpc addition,pc thepc encryptpc procedurepc andpc codepc implementationpc arepc providedpc inpc 

detail. 
 

PROPOSEDpc SYSTEM: 

Inpc thispc systempc wepc proposedpc apc uniquepc waypc inpc whichpc userpc canpc sharepc thepc partpc ofpc hispc cloudpc topc thepc otherpc userpc whichpc maypc resolvepc thepc issuespc ofpc 

Googlepc Cloudpc andpc IBMpc Cloud. 

Here, pc wepc usedpc the 

pc Two-Fishpc Algorithm.pc Itpc ispc apc symmetricpc keypc blockpc cipher.pc Itpc willpc providepc anotherpc levelpc ofpc assurancepc andpc bepc apc bitpc morepc secure. 

Itpc usespc apc blockpc sizepc ofpc 128pc bits,pc havingpc apc keypc lengthpc ofpc 256pc bits.pc Itpc takespc 16pc roundspc ofpc encryption. 

SYSTEMpc ARCHITECTURE: pc  

 

MODULEpc DESCRIPTION: 

• Congregationpc andpc Endorsementpc ofpc cloudpc storage. 

• Generationpc ofpc Authenticationpc Keyspc -pc Randompc Classpc function. 

• Processingpc andpc protectingpc ofpc datapc usingpc thepc two-fishpc algorithm 

• Performancepc analysis 

 

Congregationpc andpc Endorsementpc ofpc Cloudpc Storage: 

Inpc today’spc worldpc cloudpc storagepc ispc thepc primarypc assetpc topc anypc organizationpc andpc sector.pc Cloudpc storingpc platformpc shouldpc ensurepc thepc securitypc bypc 

permittingpc onlypc authenticatedpc userspc orpc processespc topc gainpc accesspc topc theirpc protectedpc resources.pc Organizationpc shouldpc providepc endpc topc endpc 

encryptionpc topc thepc uploadedpc data.pc Inpc thepc initialpc stagepc ofpc thispc step,pc wepc arepc splittingpc thepc storagepc throughpc thepc user'spc generatedpc splittingpc formpc 

process.pc Wepc treatedpc aspc inputpc forpc ourpc application.pc wepc arepc enablingpc userspc topc usepc thepc applicationpc forpc uploadingpc andpc downloadingpc theirpc filespc 

securely. 

 

Generationpc ofpc Authenticationpc Keyspc -pc Randompc Classpc function: 

Inpc thispc module,pc wepc arepc providingpc thepc userpc authenticationpc inpc onepc morepc layerpc bypc providingpc apc keypc knownpc topc bepc secretpc inpc additionpc topc thepc 

usernamepc andpc password.pc Truepc Randompc Numberpc generationpc ispc surprisinglypc difficultpc topc dopc right.pc Onepc ofpc thepc resultspc ispc thatpc evenpc now,pc therepc 

ispc nopc ‘approved’pc orpc ‘standardized’pc methodpc forpc generatingpc trulypc randompc numbers.pc Bypc usingpc thepc randompc function,pc wepc arepc creatingpc thepc 

secretpc keypc andpc thepc privatepc keypc forpc thepc user.pc Whenpc thepc userpc ispc allowedpc topc uploadpc apc file,pc herepc wepc arepc creatingpc apc specificpc keypc topc accesspc thepc file.pc 

Wheneverpc thepc userpc uploadspc apc file,pc itpc movespc topc thepc nextpc modulepc inpc processing 

 

Processingpc andpc protectingpc ofpc datapc usingpc thepc two-fishpc algorithm 

▪ Encryptionpc helpspc inpc protectingpc privatepc information,pc andpc sensitivepc data,pc andpc canpc enhancepc thepc securitypc ofpc communicationpc 

betweenpc userpc andpc client. 

▪ Inpc thispc modulepc bypc usingpc thepc TWO–FISHpc Algorithm,pc wepc arepc encryptingpc thepc user’spc data. 

▪ Twopc –pc Fishpc Algorithmpc undergoespc 16pc roundspc ofpc encryption,pc involvingpc apc blockpc –pc sizepc ofpc 128pc bits. 

▪ Itpc generatespc apc keypc ofpc lengthpc 256pc bits. 

▪ Itpc ispc apc Symmetric-keypc algorithm,pc involvingpc onlypc onepc keypc atpc thepc timepc ofpc encryptionpc andpc decryption. 

▪ Itpc convertspc thepc normalpc text/formatpc intopc cipherpc text.pc Itpc ispc apc Feistelpc networkpc structure. 
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Performancepc analysis 

 

Afterpc thepc implementationpc ofpc thepc Two-Fishpc algorithmpc programpc duringpc thepc simulationpc ofpc fivepc (5)pc differentpc datasetspc forpc encryptionpc andpc 

decryptionpc processes,pc herepc wepc detailedpc theirpc timepc ofpc encryptionpc andpc decryptionpc respectively 

CONCLUSION:  

Wepc feelpc thatpc Two-waypc cloudpc sharepc forpc sharingpc thepc cloudpc ispc apc betterpc optionpc forpc advancedpc securitypc andpc lowpc pricepc forpc hepc user's..pc Somepc 

ofpc thepc challengespc canpc bepc anticipated,pc suchpc aspc advancespc inpc computationpc thatpc arepc makingpc itpc progressivelypc easierpc topc sharepc cloudpc andpc 

advancepc security. 

 

FUTUREpc WORK: 

Inpc thepc future,pc sharingpc cloudpc andpc two-factorpc datapc authenticationpc maypc bepc usedpc topc efficientlypc securepc filespc online.pc Thepc encryptionspc madepc usingpc 

two-fishpc algorithmspc arepc mostpc welcomingpc aspc theypc arepc thepc futurepc technologies.pc Hereafterpc thepc cloudpc sharingpc inpc variouspc platformpc wouldpc bepc 

betterpc andpc morepc accuratepc withpc advancepc technologypc andpc thepc encryptionpc andpc decryptionpc techniquespc wouldpc bepc betterpc andpc morepc accuratepc 

whenpc theypc arepc madepc usingpc machinepc learningpc techniquespc andpc models. 

 

SCREENSHOTSpc (Encryptionpc andpc Decryptionpc. txtpc file): 

 

SCREENSHOTpc (Encryptionpc Img): 

 

REFERENCES: 

[1]pc RushikeshNikam,pc andpc Manishpc Potey.pc "Cloudpc storagepc securitypc usingpc multi-factorpc authentication."pc 2016pc Internationalpc Conferencepc onpc 

Recentpc Advancespc andpc Innovationspc inpc Engineering pc (ICRAIE).pc IEEE,pc 2016. 

[2]pc Mousa,pc Allam.pc "Datapc encryptionpc performancepc basedpc onpc Blowfish."pc 47thpc Internationalpc Symposiumpc ELMAR,pc 2005.pc IEEE,pc 2005. 

[3]pc Rizvi,pc S.pc A.pc M.,pc Syedpc ZeeshanHussain,pc andpc Neetapc Wadhwa.pc "Performancepc analysispc ofpc AESpc andpc TwoFishpc encryptionpc schemes."pc 2011pc 

Internationalpc Conferencepc onpc Communicationpc Systemspc andpc Networkpc Technologies.pc IEEE,pc 2011. 

[4]pc Zhou,pc Xin,pc andpc Xiaofeipc Tang.pc "Researchpc andpc implementationpc ofpc RSApc algorithmpc forpc encryptionpc andpc decryption."pc Proceedingspc ofpc 2011pc 

6thpc internationalpc forumpc onpc strategicpc technology.pc Vol.pc 2.pc IEEE,pc 2011.pc  

[5]pc A.pc Nadeempc andpc M.pc Y.pc Javed,pc “Apc performancepc comparisonpc ofpc datapc encryptionpc algorithms”,pc Informationpc andpc Communicationpc 

Technologies,pc ICICTpc 2005,pc pp.84-89,pc 2005. 

[6]pc Li,pc Yibin,pc etpc al.pc "Privacypc protectionpc forpc preventingpc datapc overcollectionpc inpc apc smartpc city."pc IEEEpc Transactionspc onpc Computerspc 65.5pc (2015):pc 

1339-1350. 

[7]pc Krikor,pc Lala,pc etpc al.pc "Imagepc encryptionpc usingpc DCTpc andpc streampc cipher."pc Europeanpc Journalpc ofpc Scientificpc Researchpc 32.1pc (2009):pc 47-57. 

[8]pc pc Shubhipc Mittal,pc Shivikapc Arorapc andpc Rachnapc Jainpc “PDatapc Securitypc usingpc RSApc Encryption pc Combinedpc withpc Imagepc 

Steganography”,2016. 

http://www.ijsdr.org/


ISSN: 2455-2631                                                  April 2023 IJSDR | Volume 8 Issue 4 
 

IJSDR2304253 www.ijsdr.orgInternational Journal of Scientific Development and Research (IJSDR)  1596 

 

[9]pc A.pc K.pc Singhpc andpc I.pc Gupta,pc ‘‘Onlinepc information pc leakerpc identificationpc schemepc forpc securepc datapc sharing,’’pc Multimediapc Toolspc Appl.,pc vol.pc 

79,pc no.pc 41,pc pp.pc 31165–31182,pc Nov.pc 2020. 

pc [10]pc E.pc Zaghloul,pc K.pc Zhou,pc andpc J.pc Ren,pc ‘‘P-MOD:pc Securepc privilege-basedpc multilevelpc organizationalpc data-sharingpc inpc cloudpc computing,’’pc 

IEEEpc Trans.pc Bigpc Data,pc vol.pc 6,pc no.pc 4,pc pp.pc 804–815,pc Dec.pc 2020 

http://www.ijsdr.org/

