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Abstract - The ability of a system to communicate data over a network without requiring human-to-human or human-to-

computer interaction is known as the "internet of things." to develop a secure routing protocol employing an improved 

RFO algorithm for data transmission in a smart environment. The RFO (Red Fox Optimization) Algorithm is a meta-

heuristic optimization method that draws inspiration from red foxes' hunting habits. In comparison to other well-known 

optimization techniques, it has been applied to a variety of optimization problems and has demonstrated promising results 

in terms of locating high-quality solutions with relatively fewer function evaluations. The RFO method can develop into an 

effective tool for resolving challenging optimization issues across numerous areas. In this paper, a Enhanced RFO have 

proposed for secure multipath selection in wireless sensor networks. The Secure multipath routing selection play a vital role 

in recent years for implementing smart environment.  The Proposed ERFO algorithm to identify the best fitness for nodes 

and best solution for routing selection  
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I. INTRODUCTION  

A metaheuristic optimisation algorithm called the Red Fox Optimization (RFO) algorithm was developed in order to mimic the 

foraging methods used by red foxes in the wild. In 2017, Seyed Ali Mirjalili and Seyed Mohammad Mirjalili created the algorithm. 

This algorithm has two stages: global search and local search. Our method was designed to simulate a worldwide search when a 

fox notices its prey in the distance and begins exploring new areas in quest of food. In the second stage, a local search was modelled 

as the movement across the environment to get as near to the prey as feasible before the assault. 

To tackle optimization issues, which entail determining the best answer to a given objective function, one must utilize the Improved 

RFO method. An initial population of potential solutions is produced by the algorithm, and they are then assessed using the objective 

function. The population is then iteratively updated by the algorithm using several operations, including movement, reproduction, 

and selection. These operators are based on how red foxes hunt for food in their environment, which involves a variety of tactics. 

The main objective of this approach is to resolve optimization problems. Optimization problems aim to find the best solution to an 

objective function that satisfies constraints or criteria. This program attempts to address these problems by modeling the feeding 

patterns of red foxes in the wild. Its application can be advantageous to many industries with optimization problems, such as 

engineering, finance, data science, and others. For example, in engineering, it might be applied to enhance the design of complex 

systems like automobiles or airplanes. Finance professionals may use it to enhance trading or investment portfolios. It can be used 

in data science to improve machine learning models or feature selection. The objective of using this technique is to quickly and 

successfully identify the best answer to an optimization problem. The RFO approach has been used to resolve optimization problems 

such as feature selection, picture reduction, and portfolio optimization, to name a few. When compared to earlier nature-inspired 

optimization approaches, it has demonstrated encouraging results in terms of solution quality and convergence time. Some benefits 

of the Enhanced RFO method over traditional optimization methods include: 

Efficiency: When compared to other nature-inspired optimisation methods, the RFO technique has demonstrated great results in 

terms of solution quality and convergence time. 

Versatility: Feature selection, image reduction, and portfolio optimisation are just a few of the optimisation issues that the RFO 

technique has been utilised to tackle. This implies that it has a variety of uses. 

Nature-inspired: The RFO algorithm is based on the natural foraging method used by red foxes. In comparison to certain other 

optimisation techniques, this makes the process simpler and easier to grasp. 

The implementation's simplicity: The RFO technique is simple to use and only requires a few parameters. As a result, it is a fantastic 

option for situations when time and computing resources are limited. 

In conclusion, the RFO algorithm is a flexible, useful, and biologically inspired optimisation tool that may be used to solve a variety 

of problems. While applying traditional techniques to solve optimisation problems may not be as successful, it does provide a 

desirable choice. 

 

II. LITERATURE SURVEY  

secure multipath routing protocol: The ad hoc mode is frequently utilized in a variety of Internet of Things (IoT) scenarios, 

including ITS or environmental sensing. Ad-hoc networks offer the chance to put up temporary and dynamic networks affordably 

and infrastructure less and spontaneous deployment. However certain of these traits, including the unreliability of wireless networks, 

dynamic topology, and resource limitations in energy and computing power of objects, force the creation of new protocols to 

disregard the security needs of applications to fulfill some quality of service. As a result, the field of safe routing among IoT devices 
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lacks standardization efforts. Additionally, the most recent secure routing algorithms that have been put out (mainly by academics) 

do not satisfy the demands and needs of safe routing for IoT applications. In this regard, we present a flexible multipath routing and 

trust management strategy that may be used to a variety of IoT environment situations. We provide a probabilistic model that takes 

into account mobility and uncooperative behaviours, two sorts of events that have an impact on routing performance for a particular 

node, to examine and evaluate our method. Using this mathematical model, we evaluated the performance of our suggested routing 

strategy against SMORT and DMRP, two additional multipath routing protocols. Our performance findings demonstrate that, 

compared to other comparable research, our approach is more scalable, more effective, and robust. It is especially well suited for 

big, dense, unsecured IoT networks.[1]. The Internet of Things (IoT), the next-generation technology, will allow billions of 

intelligent things to interact with one another and improve human life. The Internet of Things is built on wireless sensor networks 

(WSN), and one of the most widely used WSN protocols is Zigbee. In a fully developed IoT ecosystem, there are bottleneck issues 

caused by high WSN data transfer. Nevertheless, Zigbee's AODV routing stack lacks a load-balancing system to deal with sporadic 

traffic. As a result, we create Multipath Load Balancing (MLB) Routing to replace AODV Routing in Zigbee. The two key ideas 

of our suggested MLB are LAYER DESIGN and LOAD BALANCE. LAYER DESIGN divides nodes into several levels according 

to their proximity to an IoT gateway. Nodes can send IoT data through numerous next-hops. In order for LOAD BALANCE to 

predict the future load of the next hops, all nearby layer nodes share flow information comprising the current load. Using MLB, 

nodes may accomplish load balancing and prevent bottlenecks by selecting the neighbors with the least load as their next hops. The 

findings of the experiment show that MLB achieves superior load balancing, a lower packet loss rate, and a better routing 

connectivity ratio in both grid and random uniform topologies when compared to Zigbee's AODV and multipath version AODV 

(AOMDV). For IoT applications, MLB offers a more persuasive routing option.[2] This study proposes a safe routing method based 

on an ad hoc on-demand distance vector to concurrently achieve communication efficiency and security. Numerous researches have 

been done on secure protocols. But because digital signatures need long packets, especially in large-scale networks, conventional 

approaches usually exhibit poor communication efficiency. In order to enable the intermediate node to initiate a route reply (RREP), 

which is not permitted by present protocols owing to restrictions on digital signatures, is the aim of our recommended solution. 

Based on an ID-based signature, the proposed protocol enables each intermediary node to preserve a packet it has previously 

received from a specific node. The next step is for every node to construct its own signed RREP and add it to the route request of 

another node. This procedure makes sure that someone else is in charge of the trip route. Theoretical evaluations show that the 

proposed method outperforms the communication efficiency of conventional secure protocols. We estimated the routing time using 

a Raspberry Pi and the C programming language. (i.e., the total of communication and cryptographic computation times). We show 

that the suggested protocol may significantly shorten average routing times by more than three times when compared to 

conventional methods when 30 relay nodes are randomly distributed over a 300 square metre area.[3] The path selection criteria in 

many conventional wireless sensor-based protocols are either hop counts or minimal distance energy, both of which have significant 

routing overhead. The majority of protocols do not take into account the node's or intermediary nodes' state, including the node's 

anticipated lifetime and congestion. The network should have enough power in the meantime to perform data transmission and 

information routing from source to destination. Yet, choosing the right multipath selection criteria is a very difficult process in order 

to increase network lifespan and other QoS factors. For IoT-based Wireless Sensor Networks, we provide an optimal QoS-aware 

multipath routing protocol in this research. By computing the best cost factor, the suggested protocol finds the route from the source 

to the destination, taking into consideration that Lifetime and congestion in a node are two considerations. Even though the protocol 

uses two different types of packet control, it uses less energy and provides better QoS. To prove that the suggested protocol performs 

better than the current state of the art, extensive simulation has been run and compared with it.[4] A mobile ad hoc network is made 

up of a number of adaptive nodes that communicate outside of a set physical framework. (MANET). MANETs have become more 

well-known as a result of its notable qualities, such as dynamic topology, rapid setup, multi-hop data transport, and others.)Due to 

these important properties, MANETs are highly suited for a range of real-time applications, such as environmental monitoring, 

disaster management, and covert and military activities. MANETs may potentially be integrated with cutting-edge technologies like 

cloud computing, IoT, and machine learning algorithms to achieve the objectives of Industry 4.0. Sensitive real-time applications 

built on MANET require data transmission that is trustworthy, secure, and upholds the essential QoS. On MANET, data 

transmission may not be efficient or secure.  

establishing safe routing.To accomplish such challenging requirements, a secure routing protocol must be developed. The main 

benefit of the proposed protocol is that it takes into account a variety of factors, such as congestion control, packet loss reduction, 

malicious node detection, and secure data transmission, in order to improve the MANET's QoS. In this paper, we proposed a trust-

based multipath routing protocol called TBSMR.) Through simulation in NS2, the suggested protocol's effectiveness is evaluated. 

Our simulation results show that the recommended routing protocol works better than the existing approaches.[5]. 

              Energy Multipath Routing Protocol By avoiding important nodes, the study suggests an unique method for multi-path 

routing optimisation in computer networks. The scientists found that some network nodes are more important than others for the 

transmission of data packets. These nodes are referred to as "key nodes," and their failure might have a substantial effect on the 

functioning of the entire network. A novel routing technique dubbed KNA (Key Node Avoidance), which tries to avoid key nodes 

and disperse traffic across different channels, was developed by the authors as a solution to this problem. The system chooses other 

routes that do not go via the network's important nodes after first detecting them. The KNA algorithm, according to the authors, 

lowers the likelihood of congestion and node failure, increasing the network's stability, resilience, and throughput. The simulation 

results presented in the research demonstrate that, in terms of packet delivery ratio, end-to-end latency, and network throughput, 

the KNA algorithm surpasses alternative multi-path routing methods currently in use. The KNA method surpasses other algorithms 

in terms of packet delivery ratio and end-to-end latency, according to experiments the authors also carried out to assess its 

performance in a real-world network. By avoiding crucial nodes, the paper's innovative method for multi-path routing seeks to 

increase network dependability and performance. The simulation and experimental findings discussed in the study demonstrate that 
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the KNA algorithm performs better than other multi-path routing algorithms currently in use in attaining these objectives.[6] This 

study's proposed distributed multipath routing method aims to lessen network congestion. The programme dynamically alters the 

number of paths used to carry data based on the level of network congestion. The authors claim that as compared to traditional 

single-path routing methods, the methodology effectively reduces network congestion while boosting network performance. The 

proposed method is based on the Ant Colony Optimization (ACO) method, a metaheuristic optimisation strategy inspired by ant 

foraging activity. The ACO algorithm was altered by the authors to address the multipath routing issue, resulting in a distributed 

technique that can be applied in large networks. The method works by creating a group of ant agents, each of which stands for a 

data packet, then dispatching them along the from the source to the target network. Each ant agent monitors the pheromone 

concentrations along the routes it takes, searching for lanes with less traffic. The pheromone levels are used by future ants to guide 

them as they search for passageways, and they are more likely to select those with high pheromone levels. The study's simulation 

findings show that the suggested algorithm outperforms traditional single-path routing techniques in terms of packet delivery ratio, 

end-to-end latency, and network performance. Tests the authors additionally conducted to evaluate the algorithm's performance in 

a real-world network showed that the method is successful in lowering network congestion and enhancing network performance. 

The study recommends a distributed multipath routing technique based on the Ant Colony Optimization algorithm as its conclusion. 

that could effectively lessen network sluggishness and improve network performance. The results from the simulation and 

experiments in this study demonstrate how effective the recommended approach is when compared to other well-known single-path 

routing methods.[7] The study suggests a new multipath routing optimisation technique for mobile ad hoc networks based on genetic 

algorithms (GA) (MANETs). By balancing the energy consumption across network nodes, the authors contend that the suggested 

algorithm can increase the network's energy efficiency and lengthen the network's lifetime. The suggested method operates by 

maximising path diversity and lowering energy usage while optimising the multipath routing pathways. The residual energy of the 

nodes along each path is used to determine the energy consumption of each path, and the entropy of the pathways is used to calculate 

the path diversity. The GA algorithm is used to look for the best set of pathways to take in order to achieve the two goals. Starting 

with a population of potential solutions, the GA algorithm uses genetic operators like crossover and mutation to repeatedly develop 

the population. Energy consumption and path variety are both taken into account by the fitness function that is used to assess each 

candidate solution. In terms of energy efficiency and network longevity, simulation findings in the study demonstrate that the 

proposed method performs better than alternative multipath routing algorithms already in use. The algorithm's performance in a 

real-world MANET was also tested by the authors, and the findings demonstrated that it can efficiently balance node energy 

consumption and increase network lifetime. A new multipath routing optimisation approach based on evolutionary algorithms is 

suggested in the paper's conclusion, which can increase energy efficiency and lengthen network lifetime in MANETs. The 

simulation and experimental findings discussed in the research show how successful the suggested method is when compared to 

other multipath routing algorithms already in use.[8] In order to maximise network performance, the study suggests a novel 

weighted multipath routing method that reduces end-to-end latency and packet loss rates. Based on the state of the network, the 

algorithm dynamically modifies the weights of the various pathways. The two primary parts of the suggested approach are path 

selection and path weight modification. Based on the given network topology and link quality, the path selection component chooses 

several pathways. Based on network variables like traffic load and link quality, the path weight adjustment component dynamically 

modifies the weights of the chosen pathways. In terms of end-to-end time and packet loss rate, simulation findings in the study 

demonstrate that the suggested method performs better than conventional single-path routing algorithms. The algorithm can 

successfully optimise network performance and enhance user experience, according to trials the authors conducted to assess the 

system's effectiveness in a real-world network. The research offers a novel weighted multipath routing method as its conclusion, 

which may efficiently improve network performance by reducing end-to-end delay and packet loss rate. The simulation and 

experimental findings in this research show how successful the suggested method is when compared to more established single-

path routing techniques.[9] The research suggests a novel ant colony optimization-based multi-path routing technique for satellite 

networks (ACO). By identifying the best routes between the source and destination nodes, the suggested method seeks to increase 

network performance and decrease end-to-end latency. By simulating the routing issue as an ant colony system, where each ant 

stands in for a data packet and each path for a pheromone trail, the suggested method is able to solve the problem. The ants navigate 

the network by choosing the routes with the highest concentrations of pheromones, and they also leave pheromones behind on the 

routes they take. The quality of the path, which is determined by a fitness function that takes the path's throughput and latency into 

account, is updated constantly depending on the pheromone levels on each path. The fitness function is used to assess each path's 

quality and modify the pheromone levels as necessary. The simulation findings in the research demonstrate that, in terms of 

throughput and end-to-end latency, the suggested approach performs better than previous active routing techniques. The algorithm's 

effectiveness in enhancing network performance and decreasing end-to-end delay was tested by the authors in additional 

experiments carried out to assess the algorithm's performance in a real-world satellite network. The research concludes by proposing 

a novel multi-path routing technique based on ant colony optimisation that may significantly increase network performance and 

decrease end-to-end delay in satellite networks. The simulation and experimental findings discussed in the study show how 

successful the suggested method is when compared to other routing algorithms already in use.[10] In order to improve congestion 

control in mobile ad hoc networks (MANETs), the study suggests a new multipath routing method that makes use of ant colony 

optimisation (ACO). By identifying the ideal routes between the source and destination nodes, the suggested method seeks to 

increase network performance and lessen congestion. By simulating the routing issue as an ant colony system, where each ant stands 

in for a data packet and each path for a pheromone trail, the suggested method is able to solve the problem. The ants navigate the 

network by choosing the routes with the highest concentrations of pheromones, and they also leave pheromones behind on the 

routes they take. The quality of the path, which is determined by a fitness function that takes the path's throughput and congestion 

into account, is updated constantly depending on the pheromone levels on each path. The fitness function is used to assess each 

path's quality and modify the pheromone levels as necessary. The simulation findings in the research demonstrate how the suggested 
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algorithm performs better in terms of throughput and congestion control than alternative routing methods that are already in use. 

The method may successfully enhance network performance and lessen congestion, according to the findings of experiments the 

authors also carried out to assess the algorithm's effectiveness in a real-world MANET. The research offers a new multipath routing 

method based on ant colony optimisation that may significantly increase network throughput and lessen congestion in MANETs as 

its conclusion. The simulation and experimental findings discussed in the study show how successful the suggested method is when 

compared to other routing algorithms already in use.[11] In the study, a strategy for employing a meta-heuristic algorithm as a 

feature selector to enhance the performance of convolutional neural networks (CNNs) is proposed. The authors contend that high-

dimensional feature maps are a common characteristic of CNNs, which can cause overfitting and poor performance. As a result, 

feature selection may be used to increase the generalizability of the model and lower the likelihood of overfitting. The teaching-

learning-based optimisation (TLBO) algorithm is a meta-heuristic technique that the suggested approach employs to choose a subset 

of features from the input data. The CNN is trained on the smaller feature set using the selected features as its input. The results of 

the tests the authors ran on two benchmark datasets demonstrated that the suggested strategy can enhance CNN performance over 

baseline models without feature selection. The capacity of the model to generalise better and decrease overfitting was discovered 

to be enhanced by the use of the TLBO algorithm. The suggested approach, including the TLBO algorithm, the feature selection 

procedure, and the CNN architecture employed in the trials, are all well explained in the paper. In addition, the authors compare the 

outcomes of their approach to those of alternative feature selection methodologies. In summary, the research suggests a unique 

approach to enhance CNN performance by selecting features using a meta-heuristic algorithm. The experimental findings 

demonstrate the effectiveness of the suggested strategy in identifying a subset of variables that enhance CNN performance and 

minimise overfitting. The suggested approach might be used with more deep learning models and datasets, and it might result in 

better performance across a range of applications.[12] (EDMORFOA), which is proposed in the study, is a multi-objective 

optimisation technique for wireless sensor networks (WSNs). According to the authors, there are a number of difficulties that WSNs 

must overcome, including a lack of energy resources, erratic wireless communication, and connection and coverage problems. In 

order to increase the performance of WSNs in terms of energy efficiency, network longevity, and coverage, multi-objective 

optimisation can be applied. Algorithm based on two is used; Algorithm based on optimisation is proposed. Algorithm based on 

optimisation is proposed. By consuming less energy, the algorithm seeks to enhance network longevity and coverage. The authors 

ran experiments on a WSN deployment scenario and contrasted the outcomes of their method to those of existing multi-objective 

optimisation algorithms, such as the Multi-Objective Particle Swarm Optimization and the Non-Dominated Sorting Genetic 

Algorithm-II (NSGA-II) (MOPSO). The results of the experiments shown that the suggested algorithm can successfully maximise 

the energy efficiency, network longevity, and coverage of the WSN. When it came to Pareto dominance and convergence rate, the 

EDMORFOA fared better than the other algorithms. In order to determine how the performance of the algorithm is affected by its 

parameters, the authors also performed a sensitivity analysis. The research concludes by suggesting the unique multi-objective 

optimisation method EDMORFOA for WSNs. The method is based on the RFOA and has two goal functions: energy and distance. 

The results of the experiments shown that the suggested algorithm can successfully maximise the energy efficiency, network 

longevity, and coverage of the WSN. The suggested approach has the potential to be extended to additional WSN scenarios and 

might lead to enhanced performance in many applications.[13] In this research, the Oppositional Red Fox Optimization (ORFO) 

method is used to suggest a novel job scheduling system for cloud settings. The Red Fox Optimization method is extended by the 

ORFO algorithm, which adds opposition-based learning to improve the exploration and use of the search field. energy the energy 

are the energy the energy  the energy is energy . The energy. The No. The experimental findings demonstrate that the suggested 

ORFO-based method performs better in terms of make span, energy consumption, and load balancing than the current state-of-the-

art algorithms. A sensitivity analysis is used to validate the suggested method and show its resilience and efficacy under varied 

conditions.[14] The research suggests a brand-new optimization-based method for multi-hop routing and route management in IoT 

networks. The suggested method uses an optimisation algorithm to identify the best routes between the source and destination nodes 

while accounting for a number of network factors including connection quality, traffic volume, and energy usage. In order to ensure 

that the data packets are delivered effectively and dependably, the algorithm also contains a route maintenance system that identifies 

and resolves connection failures and network congestion in real-time. Using simulations, the suggested method is tested, and the 

findings reveal that it performs better than the state-of-the-art routing protocols in terms of packet delivery rate, end-to-end latency, 

and energy efficiency. Smart cities, healthcare, and industrial automation are just a few of the IoT applications that the suggested 

technique is anticipated to be helpful for.[15]. 

 

III. PROPOSED SYSTEM  

A set of initial solutions are generated randomly or using a heuristic method. And evaluate the fitness of each fox using the objective 

function. The hunting process consists of four main steps. the steps are Searching- The foxes move randomly within the search 

space to explore new areas. Chasing-The foxes move towards the best solutions found so far. Trapping-The foxes surround the 

best solutions to prevent them from escaping. Updating-The foxes update their positions based on the best solutions found. Select 

the best solutions found so far based on their fitness values. Calculate each fitness and then compare the fitness value which is the 

highest value to select the best solution and return the best solution found by the algorithm. 
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a. Architecture Diagram  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1: Architecture Diagram for Enhanced RFO 

 

b. Initialization Parameter and Population  

The optimization algorithm's starting point is determined by the initialization step, which also influences the solution's quality and 

convergence rate. A successful initialization method should produce a large variety of potential solutions that span the entire search 

space and strike an appropriate balance between exploration and exploitation. 

The Improved Red Fox Optimization (RFO) method generates an initial population of candidate solutions, often known as "foxes," 

at random inside a predetermined search space. The issue being addressed often determines the number of foxes and the range of 

values that they can accept. 

Identify the possible ranges of values for each element in the equation being solved. For instance, you may define the search space 

as follows if the task at hand is to optimize a function with two parameters, x1 and x2, and the search space for each parameter is 

[-10, 10],lower and upper bounds of search space. 

Lower bound = [-10, -10]  

Upper bound = [10, 10] 

(Or) 

To produce a set of random solutions inside the search space, use the rand function. A variable like "NFoxes" can be used to specify 

the number of foxes 

NFoxes = 50;      % number of foxes in the initial population 

foxes = rand(NFoxes, length(Lbound)).*(Ubound-Lbound) +Lbound; -------------(1) 

 

c. Evaluate the fitness function  

The fitness function is a function that assesses a possible solution's quality or fitness using a collection of parameter values as its 

representation. By allocating greater fitness values to better solutions, the fitness function directs the search toward them. 

The fitness function outputs a scalar fitness value that describes the effectiveness of the solution after receiving a set of parameter 

values represented by a vector or a matrix as input. Higher fitness values should correlate to better solutions, and lower fitness 

values should correspond to inferior solutions, according to the fitness function's design. 

Define the objective function to be optimized 

nFoxes = 50; //number of foxes in the population --------------------(2) 

//define an objective function 

objfun = @(x) (1 - x(1))^2 + 100*(x(2) - x(1)^2)^2; ------------------(3) 

fitness = zeros(NFoxes, 1); // initialize the fitness values -------------(4) 

fitness(i) = objective_function(foxes(i, :)); --------------------------------------------(5) 
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d. Sort the population by fitness in ascending order  

Several optimization techniques, like the Red Fox Optimization (RFO) algorithm, sort the population by fitness in ascending order. 

The algorithm can more efficiently find the best answers and carry out selection and reproduction processes by sorting the 

population by fitness. Use the "sort" function in the RFO algorithm to organize the population by fitness in ascending order. 

[fitness, sorted_idx] = sort(fitness); -------------------------------(6) 

 

e. Enhance RFO for Hunting  

 
 

Fig.2: Major steps in the hunting process 

 

 

There are four major steps in the hunting process: 

a. During searching, the foxes wander through the search region in quest of fresh territory. 

b.  Chasing: The foxes pursue the best options thus far identified. 

c. Trapping: The greatest method to stop the foxes from fleeing is surrounded by the foxes. 

d. Updating: Based on the best solutions discovered, the foxes alter their places. 

 

f. Update the position of the red fox  

The constant alpha determines the red fox's step size when updating its location in the search space.  

//the step size is calculated using the formula 

step_size = alpha*exp(-gamma * i) * norm(population(i, :)- red_fox);---------(7) 

//the radius of the search space is calculated using the formula: 

radius = beta * exp(-delta * i); -------------------------------------(8) 

 

g. Path Selection  

Using the fitness values of the answers you've already found, choose the best ones. To determine each fitness, first, compare the 

fitness value with the greatest value, and then choose the best answer.  

 [best_fitness, best_idx] = max(fitness)----------(9) 

best_solution = pop(best_idx,:)------------------(10) 

 

h. Best Solution and Best Fitness  

The best solution and the best fitness must ultimately be discovered in order to present the best solution and the greatest fitness of 

the initial population. 

fprintf('Best solution: %s\n', mat2str(best_solution));---------------(11) 

fprintf('Best fitness: %f\n', best_fitness); -----------------------------(12) 
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IV. Algorithm  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

V. Result and Discussion  

We can make deductions. As we've shown, the suggested Improved RFO was effective for complicated issues' best solution and 

best fitness functions. We cannot conclude from the data that our approach was the most effective in all cases. Yet, based on the 

outcomes analysis, we can state that our approach was frequently among the best, and RFO has frequently prevailed. Based on the 

fox hunting paradigm, we have presented in RFO a composition of the global search phase and local search phase. The first one 

was developed to enable effective searching across the full model space, whilst the second one was established to improve 

calculation accuracy. The Improved RFO algorithm introduced similar two-phase models. In benchmark tests, these strategies also 

produced very impressive results. 

 

 

1. Start 

2. Set the population's beginning value and the fitness function's parameters for the algorithm 

objective_function(), Directions  Lower bound, Upper bound, Maximum iterations allowed max 

iteration, Pop size is the population size. Parameter for an alpha, Beta parameter beta, the number 

of foxes in the population (nFoxes), and the gamma parameter. 

3. Create a population of nFoxes foxes within the search space at random following Eq (1)  

4. iteration = 1,  

5. while iteration <= max_iteration do 

6. arrange the population by fitness in ascending order According to Eq,  (5)  

7. if  Fitness lesser than the best_fitness then  

8. Update the best solution 

9. end if  

10. for Update the position of the red fox do 

11. Calculate the step size according to Eq. (7) 

12. Calculate the direction according to Eq. (8) 

13.  Enforce the bounds of the search space 

14. Evaluate the fitness of the red fox 

15. Replace the individual if their fitness is better than the red fox's fitness according to Eq. (9) and 

(10), 

16. end if 

17. end for 

18. Increment the iteration counter 

19. end while 

20. return the best solution and best fitness(11) and (12) 

21. 21: stop 
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a) The final output of the Enhanced RFO algorithm code 

Fig. 3 Return the best score value 

 

 
Fig. 4: Return the best fitness and best solution value 

 
Fig. 5: Return the Secure path (boundary value) 
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Fig. 6: Return the best fitness and best solution value various boundary value 

 

b) The Graph Representation  

The comparison of the Graph Between the Fitness value of the MORFO algorithm and the Enhanced RFO algorithm  

 

 
Fig.7: Performance of Energy consumption  
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Fig.8: Performance of Throughput   

 

Conclusion:  

This study compares the red fox optimization (RFO) and enhanced red fox optimization (ERFO) algorithms to identify the most 

suitable and secure routing protocol for data transfer in smart environments. In this work, we present a natural-effects-based model 

of red fox population growth and hunting. Because of its capacity for environmental adaptation, this species has evolved in several 

diverse places. We created a model of the traits that the fox possessed to be a successful hunter. The Enhanced Red Fox Optimization 

Algorithm is the name of the optimization method we developed Enhanced Red Fox Optimization Algorithm(ERFO).   
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