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Abstract: The project is an authentication system that validates user for accessing the system only when they have enter the 

correct password. The project involves three levels of user authentication emphasizing the Defense-in-Depth (DiD) 

mechanism. There are varieties of password systems available, many of which have failed due to bot attacks while few have 

sustained it but to a limit. It contains three logins having three different kinds of password system. The password difficulty 

increases with each level. Users have to input correct password for successful login. Users would be given privilege to set 

passwords according to their wish. The project comprises of text password i.e. pass phrase, image based segmentation 

password and fingerprint authentication password for the three levels respectively. Hence while creating the technology the 

emphasis was put on the use of innovative and nontraditional methods. 

 

INTRODUCTION  

  Authentication is any protocol or process that permits one entity to establish the identity of another entity [5]. Nowadays, we can 

say password is mostly widely used to verify and authenticate users. For instance, online banking system is important to have high 

security level to secure user's accounts and protect their asset as well as their personal datum from malicious hands. One of the method 

to secure system is by using password. Password is a secret word or phrase created by the user in ensuring unauthorized user cannot 

access the restricted resource. At the same time, it is well known that there is a tension between the security and usability of passwords. 

Oftentimes, secure passwords tend to be difficult to memorize (i.e., less usable), whereas passwords that are memorable tend to be 

predictable [7]. Generally, in order for authentication system to be practical, three level authentication is designed to provide 

additional security. There are many schemes that had been proposed but still have their weaknesses. For your information, the three 

level authentication is the combination of three existing scheme which is text-based password, image-segmentation and fingerprint 

authentication to form a better protection. In this, the traditional method used is text- based password. These type of password are 

strings of letters and digits. In this technique, the password is usually short and easy to predict that lead to malicious activities easily. 

Hence, to increase the level of security in a system, three level authentication is proposed. 

PURPOSE 

Three-factor authentication is mainly used in businesses and government agencies that require high degrees of security.  The use 

of at least one element from each category is required for a system to be considered three-factor authentication --  selecting three 

authentication factors from two categories qualifies only as two-factor authentication (2FA). An additional factor, location, is 

sometimes employed for four-factor authentication (4FA). 

EXISTING SYSTEM 

            Many password policies require the use of punctuation marks and other special characters, IT often recommends users 

take words and phrases and replace some letters with those symbols. However, hackers are catching on to those tactics and they can 

now be accounted for in password-cracking algorithms. 

PROPOSED SYSTEM 

            It contains three logins having three different kinds of password system. The password difficulty increases with each level. 

Users would be given privilege to set passwords according to their wish. The project comprises of text password, image based 

password and fingerprint authentication for the three levels respectively. This way there would be negligible chances of bot or anyone 

to crack passwords even if they have cracked the first level or second level, it would be impossible to crack the third one. 

OBJECTIVES 

The aim of this project is to evaluate the effectiveness of using three level authentication system to improve the security system. 

The objectives are as follows: 

i. To design an implementation of password authentication that give highest security in authenticating users. 

ii. To implement the applications/system that more user friendly. 

iii. To test and evaluate the authentication scheme in preventing unauthorized access 

SYSTEM ARCHITECTURE 

 
Fig 1.1                                                                            Fig 1.2 
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METHODOLOGY 

Text Password: 

In the registration phase in Figure1.1, the user should provide user’s details like user name and user conventional              textual 

password which is as strong as much and difficult to guess. This will protect the system from attacker.   

Image Based Authentication: 

In the registration phase the user has to select minimum 4 images to 40 images for the image axis authentication. 

The user then has to select the images in the chronological order for the authentication, which he previously registered. 

Fingerprint Authentication: 

First, the user have to imprint the finger for impression, which is then converts the retrieved minutiae sets into 2D image 

spaces. Then the transformation parameters are calculated using phase correlation between two MDMs to align two fingerprints to 

be matched. The similarity of two fingerprints is determined by the distance between two minutiae sets. User has to provide the 

impression when prompted for the authentication to login as said in fig1.2. 

CONCLUSION 

Based on the research, providing a 3-level authentication password scheme is better than a single-factor authentication 

because it needs to pass through the 3 levels to authenticate successfully. The main reason proposed for this scheme is to enhance 

the security of computer system. Based on [16], it will certainly be a great enhancement especially in the areas where high security 

is the main issue and time complexity is secondary. For instance, application of this system at a firm or industry or institute where 

it will be accessible only to some higher designation holding people, who need to store and maintain the crucial and confidential 

data secure[17]. However, since this authentication scheme is not yet widely deployed, the vulnerabilities are still not fully 

understood and user still need training about how to use the 3-level authentication password scheme. 
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