
ISSN: 2455-2631  ICACC-2023                                   March 2023 IJSDR | Volume 8 Issue 3 

IJSDR2303235 International Conference on Advanced Computing and Communication Technology-2023  1388 

 

A Systematic Review of Threats in Data Sharing 
 

1Prathibha Prakash, 2Mr.Akhil Sekharan 
 

1PG Scholar, 2Asst.Professor 
1&2Department of MCA, St. Joseph’s College of Engineering and Technology Palai, Kottayam, India 

 

Abstract: With the development of technology and the internet, data sharing has become more widespread, but it also comes 

with a number of risks. First of all, unlawful access to private data can result in data breaches, which can cause a loss of 

secrecy and privacy. This can be particularly troublesome in fields where the dissemination of private data, like financial or 

medical records, is widespread. Second, the loss or theft of private or confidential information is another consequence of data 

sharing. This can happen when data is sent to unapproved third-party organisations, when it is kept on unsecured systems, 

or when it is stored in the cloud. Thirdly, data sharing can lead to the misuse of personal data for illegal activities like fraud 

or identity theft. 
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I. INTRODUCTION 

Data sharing has become an essential aspect of the modern world, enabling the efficient exchange of information and promoting 

innovation. However, it also poses several threats to the privacy and security of individuals and organizations. One of the primary 

threats is the risk of data breaches, which can lead to the exposure of sensitive information to unauthorized parties. Such breaches 

can result in severe consequences, including identity theft, financial loss, and reputational damage. Another threat is the risk of data 

misuse, where the shared data is used for purposes other than what it was intended for, such as targeted advertising or surveillance. 

Additionally, there is the possibility of data theft, where hackers gain unauthorized access to shared data, putting the privacy and 

security of individuals and organizations at risk. Moreover, data sharing can lead to the creation of data silos, where large 

organizations and powerful individuals can accumulate a vast amount of data, giving them an unfair advantage over their compe titors. Finally, 

the lack of transparency and accountability in data sharing practices can also lead to ethical concerns, including the possibility of 

discrimination and unfair treatment. To mitigate these threats, it is necessary to adopt strict data privacy and security measures, 

including the use of encryption, access controls, and secure data sharing agreements. Additionally, it is essential to promote 

transparency and accountability in data sharing practices to ensure that data is used ethically and fairly. By addressing these threats, 

we can ensure that the benefits of data sharing can be realized while minimizing the risks. 

II. THREATS IN DATA SHARING 

The first and most significant risk of data sharing is the loss of privacy. Sharing sensitive personal information such as social 

security numbers, health records, or financial data can lead to identity theft, fraud, and other forms of cybercrime. Additionally, 

sharing data with third-party service providers can lead to data breaches if adequate security measures are not in place. For instance, 

in 2019, Capital One bank suffered a data breach in which over 100 million customers' personal information was compromised due 

to inadequate security measures. Another potential threat is the misuse of data, in which companies may use shared data to target 

individuals with ads or to manipulate their behavior. Facebook's Cambridge Analytica scandal is an example of this threat, in which 

the company obtained data from millions of Facebook users without their consent and used it for political campaigning. Finally, there 

is the risk of data sharing leading to the creation of biased algorithms that perpetuate discriminatory practices. For instance, Amazon's AI 

recruitment tool was found to discriminate against female candidates due to biased training data. These examples illustrate the 

potential threats that data sharing can pose, emphasizing the need for effective security measures and ethical standards to ensure the 

protection of individuals' privacy and prevent abuse of data. There are numerous threats to personal, confidential, and organizational 

data. One of the most significant threats to personal data is identity theft. Hackers may steal personal information such as social 

security numbers, credit card numbers, and other sensitive information, which can be used to commit identity theft, fraud, and other 

forms of cybercrime. Confidential data such as trade secrets, proprietary information, and intellectual property is also at risk. 

Competitors or hackers may try to steal confidential data to gain a competitive advantage or sell it on the black market. Another threat 

to organizational data is ransomware attacks, where hackers encrypt data and demand a ransom to restore access. This can lead to 

significant financial losses and damage to the company's reputation. Phishing attacks, where hackers use social engineering to trick 

employees into giving away login credentials or other sensitive information, are also a significant threat. Finally, employees 

themselves can pose a threat to organizational data through accidental or intentional data breaches. Negligent behavior, such as 

leaving passwords written down or using unsecured Wi-Fi networks, can also pose a risk to personal and organizational data. Overall, 

these examples illustrate the wide range of threats to personal, confidential, and organizational data and the importance of effective 

security measures to protect against them. 

III. LITERATURE REVIEW 

Human factors in information leakage: mitigation strategies for information sharing integrity: The paper begins by discussing the 

human factors that contribute to information leakage, including employee behavior, organizational culture, and external factors. It 

notes that employees can unintentionally or deliberately leak information, and that organizational culture can either promote or 

discourage information leakage. Additionally, external factors such as social engineering attacks and malware can also contribute 

to information leakage. The paper then examines various mitigation strategies that organizations can employ to reduce the risk of 

information leakage. These strategies include employee training and awareness programs, access control, data classification, incident 

response plans, monitoring and auditing, and organizational culture. The paper provides detailed explanations of each strategy and 
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highlights the benefits and drawbacks of each approach. and auditing, and organizational culture. The paper provides detailed 

explanations of each strategy and highlights the benefits and drawbacks of each approach. One key strength of the paper is its 

comprehensive coverage of the topic. The authors have synthesized a large body of research on human factors in information leakage 

and have provided practical advice for organizations seeking to reduce their risk. The paper is also well-organized and easy to follow, 

with clear headings and subheadings that help the reader navigate the content. However, one potential limitation of the paper is its 

focus on mitigation strategies. While the authors provide a thorough overview of these strategies, they do not delve into the root 

causes of information leakage or explore potential prevention strategies. Additionally, the paper is somewhat dated, having been 

published in 2018, so it may not reflect the latest research on the topic [1]. Data sharing in a time of pandemic: The journal paper 

focuses on the importance of data sharing during a pandemic, particularly the COVID-19 outbreak. The authors argue that sharing 

data across borders and between organizations is crucial for mitigating the spread of the disease and developing effective treatment 

methods. The paper provides a literature review of studies that highlight the benefits of data sharing, such as the rapid development 

of vaccines and the identification of effective public health interventions. The authors also discuss the challenges of data sharing, 

such as the need to balance privacy concerns with the benefits of data sharing. They argue that policies must be put in place to 

ensure the protection of individual rights and to avoid potential misuse of data. The paper suggests that increased collaboration 

between public health organizations, governments, and the private sector can facilitate more effective data sharing and improve 

global health outcomes [2]. Cross-domain secure data sharing using block chain for industrial IoT: The journal paper proposes the 

use of blockchain technology to facilitate secure data sharing in industrial Internet of Things (IoT) applications. The paper provides 

a literature review of previous studies that have explored the potential of blockchain for secure data sharing, highlighting its 

advantages such as its distributed nature, immutability, and resistance to tampering. The authors also discuss the challenges of 

implementing blockchain technology in industrial IoT settings, including the need to ensure compatibility between different systems 

and to develop a reliable and efficient consensus algorithm. The paper presents a cross-domain data sharing architecture that integrates 

blockchain technology with other security measures, such as encryption and access control, to provide a comprehensive security 

framework for industrial IoT data. The paper concludes that blockchain technology has the potential to revolutionize secure data 

sharing in industrial IoT, providing a secure and reliable platform for data sharing across organizational boundaries. However, 

further research is needed to explore the full potential of blockchain for industrial IoT applications and to address the challenges of 

its implementation [3]. User concerns regarding information sharing on social networking sites: The journal paper focuses on user 

concerns regarding information sharing on social networking sites (SNS). The authors provide a literature review of previous studies 

that have explored the factors that influence users' attitudes towards information sharing on SNS, including privacy concerns, 

trust, and perceived control. The paper discusses how users' concerns about privacy and security on SNS are influenced by their 

perceptions of the risks associated with sharing personal information online, as well as the trust they have in SNS and their perceived 

control over their own data. The authors also examine the impact of cultural differences and social norms on users' attitudes towards 

information sharing. The paper concludes that user concerns regarding information sharing on SNS are complex and multifaceted. 

Privacy concerns, trust, and perceived control are key factors that influence users' attitudes towards information sharing. The authors 

suggest that SNS providers need to address these concerns by developing privacy policies and security measures that are transparent, 

understandable, and user-friendly. The paper also emphasizes the need for further research on user concerns and preferences 

to inform thedevelopment of effective privacy and security measures for SNS [4]. On the value of information sharing in the presence 

of information errors: The paper investigates the importance of information sharing in the context of information errors. The authors 

argue that while information sharing is often touted as a means to improve decision-making and reduce uncertainty, it can also lead 

to the propagation of inaccurate or incomplete information. Using a mathematical model, the authors show that the benefits of 

information sharing depend on the likelihood of errors and the cost of those errors. In particular, they find that when the cost of errors 

is high, information sharing can actually be detrimental, as it leads to a higher likelihood of errors being propagated. However, 

when errors are less costly or less likely, information sharing can be highly valuable, as it allows decision-makers to pool their 

information and make better-informed choices. The authors conclude that while information sharing is not a panacea, it can be an 

important tool for reducing uncertainty and improving decision-making in many situations, especially when error rates are low. 

They also note that efforts to improve the accuracy of information should be a top priority for those seeking to promote effective 

information sharing [5] . Privacy Concerns and Information Sharing: The Perspective of the U-Shaped Curve: This paper explores 

the relationship between privacy concerns and information sharing. The authors argue that this relationship can be best understood 

through the concept of a U-shaped curve, which suggests that individuals are initially reluctant to share personal information due to privacy 

concerns, but become more willing to share as they perceive greater benefits from doing so. However, there comes a point where 

increased sharing leads to heightened privacy concerns, and individuals become less willing to share again. The authors use empirical 

evidence to support the U-shaped curve model, showing that individuals are more likely to share personal information when they 

perceive benefits such as convenience or social connection, but are less likely to share when they perceive potential harm or loss of 

control over their information. The authors conclude that efforts to promote information sharing must carefully balance the potential 

benefits with the need to protect privacy, and suggest that clear communication about data use and user control over personal 

information can help tomitigate privacy concerns and promote greater sharing [6]. 

Information Sharing in Cybersecurity: A Review: This paper provides a comprehensive review of the current state of information 

sharing in cybersecurity. The authors discuss the benefits and challenges of sharing information about cyber threats, as well as the 

various models and frameworks that have been proposed to facilitate information sharing. They note that information sharing can 

help to improve the overall security posture of organizations and the wider cybersecurity community, but also highlight the barriers 

to effective information sharing, such as legal and regulatory concerns, lack of trust between organizations, and technical challenges. 

The authors also identify the role of government in promoting information sharing, particularly in terms of developing standards and 

incentives to encourage participation. They conclude that information sharing is a critical component of effective cybersecurity, 

and that continued research and collaboration are needed to overcome the challenges and enable effective sharing of threat 
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intelligence [7]. Improving Security and Efficiency in Attribute-Based Data Sharing: This paper proposes a new method for data 

sharing that utilizes attribute-based encryption (ABE) and proxy re-encryption (PRE) techniques to ensure security and efficiency. 

The authors highlight the limitations of traditional access control methods and argue that ABE and PRE offer a more flexible and 

secure approach. They provide a detailed description of their proposed method, including the use of a centralized attribute authority 

(CAA) to manage user attributes and a proxy server to handle data decryption and re-encryption. The authors also conduct a thorough 

analysis of their method, highlighting its strengths and weaknesses, and compare it to other similar approaches. Overall, the paper 

contributes to the growing literature on attribute-based data sharing and provides a practical solution for organizations looking to 

improve their data security and efficiency [8]. If We Share Data, Will Anyone Use Them? Data Sharing and Reuse in the Long Tail 

of Science and Technology: This paper explores the factors that influence data sharing and reuse in the long tail of science and 

technology. The authors examine the challenges faced by researchers in this area, including the lack of resources and incentives, 

the complexity of data, and the absence of clear guidelines for sharing and reuse. They argue that successful data sharing requires 

not only technical infrastructure, but also a supportive culture that values collaboration and recognizes the importance of data 

sharing in scientific progress. The paper presents case studies of data sharing initiatives in various fields, highlighting the factors that 

contributed to their success or failure. The authors also discuss the potential benefits of data sharing, such as increased scientific 

transparency, reproducibility, and innovation. Overall, the paper contributes to the growing literature on data sharing and 

emphasizes the importance of creating a culture of data sharing that encourages collaboration and rewards researchers for their 

contributions to the scientific community [9]. The Ethics of Data Sharing and Reuse in Biology: This journal paper provides an in-

depth analysis of the ethical considerations surrounding data sharing and reuse in the field of biology. The authors discuss the 

potential benefits of data sharing, such as increased scientific collaboration, transparency, and reproducibility, but also highlight 

the potential risks, including privacy concerns, misinterpretation of data, and the potential for misuse. They argue that data sharing 

should be guided by ethical principles, such as informed consent, confidentiality, and transparency, and that researchers have a 

responsibility to ensure that data are used appropriately and for the public good. The authors provide case studies of data sharing 

initiatives in biology, including the Human Genome Project and the Global Biodiversity Information Facility, and discuss the ethical 

challenges faced by researchers in these projects. The paper emphasizes the importance of engaging in dialogue with stakeholders, 

including patients, scientists, and the public, to develop ethical guidelines for data sharing that balance the potential benefits and 

risks. Overall, the paper contributes to the growing literature on data sharing and reuse in biology and provides a framework for 

ethical decision-making in this area [10]. 

IV. MITIGATING THREATS IN DATA SHARING 

    To mitigate the threats in data sharing, various methods can be employed. First and foremost, access control mechanisms should 

be put in place to ensure that only authorized users have access to the data. Secondly, data should be de-identified or anonymized 

before sharing to prevent the risk of re-identification. Thirdly, encryption techniques such as homomorphic encryption and differential 

privacy can be used to protect sensitive data. Fourthly, data sharing agreements should be developed, outlining the responsibilities of 

the parties involved and the restrictions on data use. Finally, regular monitoring and auditing of the data sharing process can help to 

detect and prevent any breaches or unauthorized access to the data. These methods, when used together, can help to minimize the 

risks associated with data sharing and ensure that sensitive data is protected. 

V. CONCLUSION 

The sharing of data has become increasingly common in various fields due to its numerous benefits. However, data sharing comes 

with various threats that can compromise the security, privacy, and integrity of the data. A review of journal papers on the topic of 

threats in data sharing highlights several issues that researchers and organizations face when sharing data, and the methods that can 

be employed to mitigate these threats. One of the most significant threats to data sharing is the risk of data breaches, which can result 

in the exposure of sensitive data to unauthorized parties. Such breaches can occur due to a lack of proper access control mechanisms, 

vulnerabilities in data storage and transfer systems, or human error. A review of the literature suggests that access control  mechanisms, 

such as role-based access control, attribute-based access control, and access control policies, can help mitigate this threat. These 

mechanisms ensure that only authorized parties can access the data, and that access is granted only to the necessary data. Another 

significant threat to data sharing is the risk of re-identification of de-identified data. De-identification is a common technique used to 

protect the privacy of data, but it is not foolproof. Several papers highlight the risk of re-identification through methods such as 

linkage attacks, which can link seemingly anonymous data to specific individuals. To mitigate this threat, data anonymization 

techniques such as k-anonymity, l-diversity, and t-closeness can be employed. These techniques ensure that the data is protected, 

while maintaining the usability of the data for research purposes. A review of the literature also highlights the risks associated with 

the sharing of sensitive data, such as medical data. Such data can be highly valuable and can be used to commit identity theft or 

insurance fraud, among other things. To mitigate this threat, various encryption techniques such as homomorphic encryption and 

differential privacy can be employed to ensure that sensitive data remains encrypted, even during processing. Data sharing 

agreements are another method for mitigating threats in data sharing. Such agreements outline the terms of data sharing, including 

the responsibilities of the parties involved and the restrictions on data use. Data sharing agreements can help to prevent data misuse, 

breaches, or other unauthorized access by ensuring that parties are aware of the appropriate use of the data. In conclusion, the benefits 

of data sharing are numerous, but so are the threats. Researchers and organizations must be aware of the risks associated with data 

sharing and employ various methods to mitigate these threats. This review of journal papers highlights the importance of access 

control mechanisms, data anonymization techniques, encryption techniques, and data sharing agreements. By using these methods in 

combination, organizations can ensure that their data remains secure, private, and usable for research purposes. 
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