
ISSN: 2455-2631   July 2022 IJSDR | Volume 7 Issue 7 
 

IJSDR2207073 www.ijsdr.orgInternational Journal of Scientific Development and Research (IJSDR)  516 

 

An Analysis of the Effectiveness of Private Blockchain 

Platforms 
1
Ashish Kalluri 

1
Student 

1
Department of Information Technology,  

1
Sreenidhi Institute of Science and Technology, Hyderabad, India 

 

 

Abstract—Blockchain stores immutable recent transactions on a decentralized platform employing cryptography. Many 

sectors are interested in blockchain for IT. Accessibility, privacy, speed, and scalability are still challenges when creating 

an enterprise solution. This article analyses Ethereum, Quorum chain, and Hyperledger Fabric's performance and 

scalability. Each platform is evaluated by different workloads (transactions and nodes) and performance indicators like 

performance and latencies. 
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I. INTRODUCTION 

Among distributed ledgers, blockchain is one that keeps records that can't be changed and that you can trust. Since it was first 

presented in 2008, Bitcoin applications have moved past blockchain technology. Blockchain is a new and leading technology 

that has the potential to change the way financial services, supply chains, health - care, power, and public services are done. 

Blockchain has a distributed ledger, which means that every computer in a blockchain network has an exact copy of the ledger. 

Most of the time, the technology makes transactions between business partners anonymous and secure. It also checks and 

stores data automatically using an encryption algorithm without the need for a centralized power or middleman. There are 

presently many blockchains available they provide versatile platforms that enable a broad variety of applications. Numerous 

blockchain initiatives are being explored, however, there are a few worries about the technical difficulties of the chain 

according to how much bandwidth it uses & scaling capacity. A blockchain may be either publicly accessible or not. 

Anyone is free to join an open network like Bitcoin or Ethereum, and begin initiating and validating transactions as soon as 

they do so. This method is used in an open network because of the high number of nodes in the network at any time. This 

method is used to arrange transactions and produce blocks. The identity of the owner of an address or account that is stored on 

a public blockchain is often obscured. When using a blockchain that requires permission to access, the identification of the 

owners is made public and then cryptographically verified. This network may contain built-in comprehensive access control 

measures that may be used to restrict access to the blockchain network and the transactions that can be issued on it. 

Due to the fact that they are accessible to anybody, public platforms pose a significant risk to users' performance, scalability, 

and privacy. In addition, reaching an agreement on these platforms requires a significant investment of time and resources. On 

the other hand, corporate applications are well suited for private blockchain networks since they ensure verified users while 

avoiding a sophisticated technique. This makes these types of platforms’ energy and resources effective. In light of this, 

comparing public blockchain networks to private platforms in the context of an investigation into performance concerns is not 

a valid practice. 

II. PROBLEM STATEMENT 

Private blockchain systems are the topic of this article, which examines their performance and scalability. Answers to the 

following questions are required: 

A] As the volume of transactions and nodes in the evaluation increases, how will each private blockchain platform respond? 

 

B] If one platform provides superior performance than the others, under what conditions? 

III. PROPOSED METHOD 

To solve such questions and find bottlenecks, this paper will present a study of several kinds of behaviour that may be measured 

by permissions-based platforms in order to alter the data traffic. We looked at platforms like Ethereum (private), Corda, and 

Blockchain Technologies for this study. The network workload is the amount of transactions, the pace at which transactions 

occur, and the kinds of transactions. The transfer rate (in cycles per sec, tops), lately (in secs), and the capacity of the bitcoin 

network to serve are being used to the effectiveness of the blockchain network. Here are the most important contributions to this 

paper: 

1) A real-world case study of the most current techniques for permission-based blockchain networks. 

2) A statistical evaluation of the results of various permissions ledger platforms can be done by changing the Workloads on 

networks, which shows systems' limits. 

3) Setting up prototypes using the CC-based services to create, best environments there by putting these platforms to use and 

evaluating them. 
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This paper is put together like this: In Section II, a summary of similar works is given, and the consensus protocols used by the 

private blockchains are explained.  we talk about how facilitating positive blockchain platforms can be utilized in the provision of 

cloud-based services show the result of the scalability and performance evaluation and talks about what they mean. 

Process in several private block chain platformsIn the block chain, the nodes is required to do certain things while processing a 

block. For example, they must take part of the identification & authorization of Without the aid of a centralized authority, the 

blockchain system can handle transactions, chain mining, networking, and trust-building. There is always a chance that some nodes 

will act badly with the main goal. To make sure, there is always a service that is available, secure, private, and easy to access, all of 

the participant nodes need to have a secure way to agree on info that should be added to respective blockchains. This process is 

called a procedure that is agreed upon by everyone, and it makes all hubs in the blockchain network more likely to trust each other. 

In this section, we'll talk briefly about Tolerance for Errors in the Workplace, RAFT, proof of authority (PoA), and Quorum-Chain, 

which are some of the most common consensus methods used in permissioned blockchain platforms. 

 

A. Tolerance for Errors in the Workplace 

 

Tolerance for Errors in the Workplace is indeed an enhanced version of the Intricate fault-tolerant (IFT)  algorithm. Members of 

this systen are only scarcely trusted, and the systems can handle failures that come from the Byzantine Generals' Problem. Most of 

the time, this consensus method is used in the Hyperledger platform. PBFT makes it more likely that a consensus will be reached, 

even if there are bad nodes in the network. In spite of this, a network with malware nodes is quite common and shouldn’t be more 

than one of the total nodes. This is a significant limitation. As the number of nodes grows, the network becomes safer. A majority 

of nodes in a network, or at least 51%, must agree to a transaction for it to go through. It's important to remember that the protocol 

doesn't need everyone to agree on everything. A validation activity can be turned down iff the attacker node doesn't approve it. 

Each of the network's nodes with permissions could reject the transaction on purpose. The consensus method can help solve the 

problem. In a PBFT network, however, the number of messages goes up exponentially as more nodes or copies are added. 

 

B. RAFTS 

 

Permission The RAFTS consensus mechanism is used by platforms like Quorum and Hyperledger Fabric which are built on the 

blockchain.By providing a general mechanism to share a resource across such a cluster of computers, this solution ensures that all 

remaining nodes agree on another transition. In RAFTS, each node has a distinct function, like the candidate, follower, or leader. 

Through a process called "election," the nodes choose who will be the leader.The network's leader is in charge of sending all texts 

to the nodes that are part of the network. In the beginning, when the leaders got a message, it sends it to all the other nodes. 

These nodes are in charge of writing and checking. The leader doesn't send the message until all of the nodes agree to write and 

sent a reply to the leader. At this juncture, the message is also sent to the follower nodes, and everyone agrees. RAFT can deal with 

network partition failures well. 

 

C. Quorum Chain 

 

A quorum Chain will verify blocks with the use of a smart contract [35]. 

The network is aware of the identities of the "voter" and "block-maker" nodes that are included in the model's configuration. The 

formation of blocks on Ethereum is assumed to take place through the peer-to-peer gossip layer, which is required by this protocol. 

The logic is codified into a so-called smart contract, which is then used in conjunction with the blockchain network. Each and every 

communication is given a unique digital signature by the nodes. The voter nodes are in charge of the acceptance & verification 

procedure, whilst the block-maker nodes are the ones responsible for proposing the block that will be connected to the same 

network.In this network, the basic configuration includes a single block-maker node. 

Deployment 

Quorum Deployment: 

The Quorum consortia may be installed on Azure by giving a few settings. This process is known as Quorum Installation. Having 

said that, it is essential to have an understanding of the network architecture that the Quorum blockchain platform utilizes. Quorum 

Chain, cluster, and peer security are the three components that make up the implementation of Quorum. 

As a mechanism for friend encrypted message exchange, the constellation is used by the Quorum platform. The term "peer safety" 

refers to the process of granting rights to individual nodes via a smart contract. We need to launch the VM by using an Azure 

membership, Sathe me as we did when we deployed a prior permission blockchain network. 

The 'Quorum Collaboration Network' is the name of a deployment template that can be found in the Azure Marketplace. utilizing 

After normal settings, including subscription, resource management including conducting job, and basic VMs attributes, have been 

specified, this template will automatically build the VMs. 

All of the virtual machines that are going to be installed in Azure will be connected to a single virtualized environment, and inside 

that network, there will only be a single subnet. 

 

Deployment of Hyperledger: 

 A network built on Hyperledger Fabric may be launched and configuring can be done by Azure, by utilizing a template provided 

by the Azure Kubernetes Service (AKS). In constructing the Hyperledger Fabric network with the help of the AKS, we set up an 

ordering system as well as organizations with peers. Elements such as ordering product or peer node, a registration authority (RA), 

as well as store for the network participants make up this template. Also included are several other nodes. The Arrange a meeting 
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node is the one in charge of ensuring that the ledger's transactions are ordered in the correct chronological sequence. Peer nodes are 

the hosts of ledgers and smart contracts. Fabric CA makes it possible for us to handle identities and certificates. Level DB and 

Cough DB are used to be a basic database base i.e integrated into the friend node. This allows the chain code data to be stored as 

straightforward key-value pairs while also providing support for composite key queries. 

IV. RESULT 

This section talks about the performance matrices that can be used to judge private blockchain platforms. In this section, network 

latency and throughput are used to show how well Ethereum, Quorum, Corda, and Hyperledger Fabric work and how well they 

can grow. In an experiment, both a solitary network and a multiplicand network were used to see how well they worked 

      A. Performance metrics 

  a) Latency: Time delay is a view of how long it takes for the effects of a transaction to be workable across the whole network. 

       b) Throughput: The number of transactions that may be added to the blockchain in a given length of time is called transaction  

                Throughput. 

 

      Workloads and the Smart Contract 

We have set up a chain code for a marketplace to test how well the blockchain platform. A chain code is a sequence of 

instructions that are meant to help, compel the achievement of a chain of code while entering the blockchain network to begin a 

transaction. Simple transactions between buyers and sellers in an online marketplace were shown in this application. There are 

two elements to this application - the buyer and the owner. the seller wants to sell on the market and the buyer intends to purchase 

items from the seller. Item Obtainable, Offer Positioned, and Acknowledged are the three sample states that make up the network. 

Item Available means the owner has put the item up for sale on the marketplace. Offer Placed means that the buyer has made an 

offer to buy the product by the market. 

Analysis of Performance and Scalability 

In this section, the achievement & scalability of private blockchain platform were looked at by looking at metrics like latency and 

throughput. Initially, in Coorda Enterprises, flows that run is similar with decreased latency than flows that run one after the 

other. With less latency, nodes can finish more streams in the same period of time, leading to a higher processing capacity. 

Second, the messages transmitted between two endpoints could be condensed, which can make better use of the network 

bandwidth. 

V. CONCLUSION 

This study gives an investigation of the efficiency and expandability of private blockchain systems, such as Ethereum based on 

PoA, Quorum, Smart contracts, and Blockchains. These platforms are evaluated by altering the quantity of active transactions that 

are deployed as payloads and increasing the no. of nodes in the network in order to determine how well they scale. The findings 

of the performance study across all of the assessment measures, such as latency and throughput, demonstrate that Hyperleedger 

performance is better than alternative private systems overall. Such blockchain are implemented on the cloud computing platform 

provided by Microsoft Azure in order to ease the availability of the computing resources necessary to carry out the assessment. 

Instead of using unstable installations on local computers or speculative simulations, this study opts for an experimental 

configuration that is hosted in the cloud, which is a big plus in terms of performance benchmarking. However, in order to analyze 

each of these platforms, this experiment employs a variety of benchmark tools, so-called Calliper, Block bench, and the 

enterpriser test suite. This could be construed as a limitation of the experiment. It's possible that if there was only one architecture 

and testing phase that supported all of these platforms, the analysis would be more efficient and objective. In addition, issues 

pertaining to safety and overall energy usage are not taken into consideration throughout the review process. In a further study, it 

may be possible to think about ways to overcome these constraints and enhance the consensus-building methods used by these 

permissioned blockchain systems. 
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