ISSN: 2455-2631 April 2022 IJSDR | Volume 7 Issue 4

A Novel Approach to Create a Secure Robust Blockchain
Architecture using Lightweight Encryption Model for
e-Healthcare Records

1Chandini A.G, 2P.1 Basarkod

LAssistant Professor, 2Professor,
Eelctronics and Communication,
'Reserch Scholar REVA University & Asst.Professor SICIT, Chickballapura, India

Abstract: Data leakage in electronic health records could result in the compromise of patient privacy. Generally, data in
EHRs remain unchanged once they are uploaded to the decentralized system, and thus, blockchain can be potentially used
to facilitate the sharing of medical data. Different participating medical organizations and individuals can then access
Electronic Health Records (EHRs) stored on the blockchain with a higher level of confidence. To develop a scalable
lightweight framework based on blockchain technology to ensure data security, patient privacy, scalability, and integrity of
the E-healthcare data. The sensitive data to be stored are hashed using the Enhanced Merkle tree (EMT) data structure to
provide a digital fingerprint and the hashed values are stored in the blockchain. Encryption of sensitive data is highly
important to ensure data privacy for the patients. In this work, an efficient lightweight fast and ideal lattice-based
cryptography with Homomorphic Proxy Re-Encryption scheme is utilized to encrypt the sensitive data prior to storing it in
the blockchain. Here a blockchain based searchable encryption scheme for EHRs is proposed. The index for EHRs is
constructed through complex logic expressions and stored in the blockchain, so that a data user can utilize the expressions
to search the index. As only the index is migrated to the blockchain to facilitate propagation, the data owners have full
control over who can see their EHRs data. The use of blockchain technology ensures the integrity, anti-tampering,
traceability of EHRSs’ index. Finally, the performance of the proposed scheme is evaluated, and the Proof of Work (PoW)
consensus mechanism is followed to authenticate the new changes that are requested to be made to the data by different
stakeholders.

Index Terms: Blockchain technology, lightweight encryption, Electronic Health Record, Ethereum.

I. INTRODUCTION

Block-chain technology has emerged as a key technology recently in the digital revolution of the healthcare sector and several
research studies have identified blockchain potential for the healthcare ecosystem. It is ready to transform the way traditional medical
systems and businesses have been engaged in the healthcare sector for the last several decades.

Information and Communication Technologies (ICTs) and blockchain are key enabling technologies for the decentralization and
digitalization of healthcare institutions and provides modern and digitalized healthcare ecosystem to patients as well as service
providers.In these applications, real-time updates to-an encrypted, decentralized block-chain ledger are done to understand, monitor,
and control medical information.

The Internet of Medical Things (IoMT) is an incorporation of medical devices and applications that are associated via networks.
IoMT acts an important role in enhancing the health and giving medical facilities to the people all around the world [1, 2]. loMT has
the huge influence in daily life due to the exponential growth of loMT. The health data of the patients are observed remotely and
transferred to third party for a future use [3, 4]. The IoMT is a group of devices associated to the internet to get a health-related
services [5]. Huge amount of sensitive health data in IoMT is needs to be secured. The major common issue of loMT facing currently
is privacy vulnerability and security [6, 7].

The common IoMT structure comprised of three layers are network layer, perception layer and application layer. Perception layer
performs the operation of assembling health information with various devices. Network layer is utilized to collect the input data from
the perception layer and transferred to the application layer. The application layer incorporates the medical data and solves the user
demand [8].

IoMT is the future source of medical healthcare frameworks, where each medical system is joined and screened over the internet
through healthcare professionals [9]. This provides the enhanced health care in lowest cost. IloMT is an incorporation of medical
things with 10T [10]. In l1oMT, different encryption approaches are used to provide the security [11, 12]. Currently, the available
existing machine learning approaches are not providing better security due to the growth of loMT. They need further enhancement
to provide better security [13]. Blockchain has a broad range of applications and a great attention in the healthcare area. The
blockchain concept is used to ensure the security, trust, and integrity in data transmission [14]. In an loMT healthcare system, main
objective is to secure the distributed data over an organization which is controlled by blockchain.

Healthcare is comprised of various entities like healthcare providers, patients, medical data, and treatment details [15]. Moreover,
Blockchain is a simple data structure provides unchangeable and irremovable transactions by generating a digital ledger. Currently,
blockchain concept is attracted by the researchers due to of their various features [16]. Blockchain stores the data without any
alteration of unauthorized users. This is important one for securing the sensitive health information of patients. Moreover, Blockchain
is the solution for securing patient sensitive health data in loMT [17].

IJSDR2204006| International Journal of Scientific Development and Research (IJSDR) www.ijsdr.org | 32


http://www.ijsdr.org/

ISSN: 2455-2631 April 2022 IJSDR | Volume 7 Issue 4

Il. RELATED WORK
Bakhtawar Aslam et al. [21] introduced a blockchain and ANFIS combined IoMT for providing privacy on medical data. The
combination of approaches improves the performance on data privacy. The introduced data protection is enhanced by the presented
approach, and it was compared with different existing machine learning based approaches. However, the data encryption can be
improved further by using different improved encryption approaches to attain good data security.
Roseline Oluwaseun Ogundokun et al. [22] introduced a crypto-stegno approach to provide security on medical data. The
performance of the proposed security scheme was compared with existing schemes to validate the performance evaluation. The
introduced encryption framework provides the data security in loMT. However, the developed approach was lack in providing data
security. Moreover, it can be improved by providing better data security approaches.
Agsa Mohiyuddin et al. [23] developed a secured data storage using ANFIS framework. The introduced network provides the
improved data security and evaluates the level of security. The proposed methodology enhances the data security and provides the
secure data transmission. The security performance of the developed approach attains improved data security than the different
existing approaches. Moreover, the security can be improved further using improved data encryption scheme.
Aitizaz Ali et al. [24] introduced a deep learning based homomorphic data encryption approach for keyword search in blockchain.
The developed approach improves the data security in patient health records. The process of key encryption allows the users to access
the data securely. The proposed approach attains the higher efficiency and security. The performance of data security needs to be
improved further by using improved encryption schemes.
Izhar AhmedKhan et al. [25] introduced an effective model named as XSRU (simple recurrent unit)-loMT. Bidirectional simple
recurrent unit was using the criteria of skip connections to solve the gradient issue and attains the data security in loMT. The
developed model was effective in predicting the cyber threats in loMT and providing better data security. This work provided a
security among the health records by using machine and deep learning approaches. However, the security on sensitive health record
was still in need. Therefore, innovative encryption approach was needed for a better data security.

The Electronic Health Record (EHR) systems are victimized with several security issues and are compromised in terms of data
integrity and management. To provide a solution to this problem, Shahnaz et al. [26] introduced a framework based on blockchain
technology. In that work, the blockchain was initially implemented for EHR and then secure storage for the EHRs was provided
based on granular access rules for the users. One of the advantages of that method was that the scalability issue of the blockchain was
reduced using off-chain storage of the records.

Another approach based on blockchain technology was put forth by Abunadi and Kumar [27] for secure and effective storage of
EHRs. The medical information obtained for the doctors, insurance agents and patients were protected by meeting the security needs
for even the third parties.

I1l. MOTIVATION AND PROBLEM STATEMENT

The medical area is becoming the fastest one by using the loMT. With the prompt increase and diversity of loMT nature, security is
becoming a major problem. The health data preserved in lo0MT needs better security in case of accessing the data by the users.
Blockchain provides the assurance for information security and privacy in loMT. The integration of blockchain with loMT provides
a decentralized form to maintain the growth of loMT devices. The blockchain based data encryption approach guarantees the security
of patient sensitive health information.

Blockchain is introduced as the best security framework in loMT due to its distributed and high consistent nature. It provides better
security of data access by the unauthorized users. In the blockchain concept, once the distributed ledger is updated, then it cannot be
eliminated. Henceforth, recent cryptographic approaches using the blocks across the blockchain to preserve the data.

This makes the blockchain to achieve more security for exploitation in 1o0MT systems. Different blockchain based data security
schemes are introduced by the researchers in the existing works. Still, the.communication overhead, computational complexity and
privacy needs more attention by using improved form of blockchain approach. Another challenge of using blockchain is storing
health records in blockchain. The size of total blockchain is incredible and it is complicated one to handle the large data. Blockchain
uses the hash values for the data instead of saving entire data. To overcome all this security related issues, an effective blockchain
based data encryption in loMT is proposed in this work.

1V. OBJECTIVE
1. To develop a scalable lightweight framework based on blockchain technology to ensure data security, patient privacy,
scalability, and integrity of the E-healthcare data.
2. The sensitive data to be stored are hashed using the Enhanced Merkle tree (EMT) data structure to provide a digital
fingerprint and the hashed values are stored in the blockchain.
3. Encryption of sensitive data is highly important to ensure data privacy for the patients. In this work, an efficient lightweight
fast and ideal lattice-based cryptography with Homomorphic Proxy Re-Encryption scheme is utilized to encrypt the sensitive data
prior to storing it in the blockchain.

V. IMPLEMENTATION
To design a role-based permissioned access control model for blockchain-1oT architecture to be used in EHR systems. To design a
lightweight encryption model such as attribute based signature or re-encryption (also called revocation attribute based lightweight
signature) (and/or homomorphic to implement the proposed blockchain architecture with decentralized ledger strategically interfaced
with decentralized storage systems such as the Interplanetary File Systems (IPFS), Web3 (Web3 (or Ethereum Swarm, native base
layer service of the Ethereum Web3 stack)) for higher scalability and interoperability. To simulate the overall proposed blockchain-
l0T system with loT signifying nodes or users with distinct roles and access-level.

IJSDR2204006| International Journal of Scientific Development and Research (IJSDR) www.ijsdr.org | 33


http://www.ijsdr.org/

ISSN: 2455-2631 April 2022 IJSDR | Volume 7 Issue 4

To implement overall proposed blockchain-based EHR/PHR solution with faultless Smart Contract enabled Ethereum service or
blockchain platform, and examine performance in terms of security, interoperability, scalability etc.

Block diagram of the Proposed System
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Fig. 1. Proposed block diagram

Figure 1 shows the medical prescription handling process by eliminating the long waiting time process, removing the fraud element
from the system, and reducing the error rate made by doctor misinterpretations. A doctor writes a prescription for the patient and
puts it to the patient’s healthcare records via a smart contract.

The pharmacy then accesses this prescription through the smart contract on the Ethereum blockchain via permission granted by
primary doctor and a patient. After accessing the prescription, pharmacy then issues the medicine along its expiry date and dosage
use posted on to the patient healthcare records via smart contracts and then the medicine is ready for the collection by the patient.
The smart contract features generally organize medicine satisfaction. By allowing patient’s medical records to be posted on
healthcare blockchain, a patient avoids having to carry the results of the laboratory on their own or arrange for records to be faxed
to different care providers. He also ensures that all his health care providers have the necessary information to provide the best
possible care. Laboratories reduce the regulatory expenses of printing and mail or fax each test result to singular suppliers.

Furthermore, labs and patients access the healthcare blockchain, where they may get installments from protection firms that counsel
the transferred information to process claims or from pharmaceutical organizations that select the information for use in
contemplates. Specialists and emergency clinics get access to brought together restorative information on their patients at no cost,
decreasing authoritative work and costs.

Initially, a health system framework is developed in the proposed work which is patient centric, and the patients are offered with
entire control over their health records. The proposed health system framework is built on a distributed ledger and the health records
of the patients are stored in the IPFS.

In the proposed health system framewaork, the historic health records of the patient are stored in different formats with the execution
of smart contracts. The ledger creates the smart contracts for decentralized applications by modelling the blockchain. After defining
the framework, the health records of the patients are hashed using the Enhanced Merkle Tree (EMT) data structure and the hash
values are preserved in the blockchain. The health records are not directly stored in the blockchain instead, it is preserved in the
IPFS in an encrypted form. The main reason behind this is to enhance the scalability and efficiency of the blockchain.

The original data is then preserved in the off-chain framework inside the IPFS. To preserve the data, it is initially encrypted. For
data encryption, the proposed work utilizes an efficient lightweight public key encryption algorithm known as ideal lattice-based
cryptography with Homomorphic Proxy Re-Encryption scheme which is robust to different attacks. This algorithm is capable of
translating the ciphertexts of a particular encryption key to another encryption key thereby avoiding the necessity of completely
revealing the data to the potential users. This algorithm functions by generating an encryption key with trapdoor at the initial stage
and then the decryption key with re-encryption key is generated through trapdoor sampling. After encryption, the cipher text is then
uploaded to the IPFS. For every change made to the data, new hash values are generated, and the smart contract is executed. Finally,
the proof of work (PoW) consensus mechanism is followed to authenticate the new changes that are requested to be made to the
data by different stakeholders. Building contracts to contain record ownership metadata, permissions, and data integrity. The
system’s blockchain transactions carry cryptographically signed instructions for managing these properties. State-transition
functions of the contract carry out policies, only by legitimate transactions enforcing data alternation. These regulations can be
structured to enforce any set of rules regulating a specific medical record as long as it can be computationally represented. For
example, a policy may impose sending separate consent transactions from both patients and healthcare professionals before granting
a third-party viewing permission. The designed a system based on blockchain smart contracts for complex healthcare workflows.
Smart contracts have been designed for different medical workflows and then managing data access permission between different
entities in the healthcare ecosystem.
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RESULTS
The entire implementations of the work are carried out in the Python platform.

The major performance metrics such as encryption time, decryption time, key generation time, uploading time, downloading time,
processing time, latency, etc. are computed and compared with the recent techniques related to blockchain based security
enhancement for e-health data.

Dataset for the experiment was taken from data. World - https://data.world/datasets/health -

Data is from the COVID-19 California State Dashboard at https://covid19.ca.gov/state-dashboard/

date area area_typepopulatioicases  cumulative_cases  deaths  cumulative_deaths total_tests
01-02-2020 Alameda County 1685886 3 3 0 0 4
02-02-2020 Alameda County 1685886 0 3 0 0 1
03-02-2020 Alameda County 1685886 0 3 0 0 0
04-02-2020 Alameda County 1685886 0 3 0 0 0
05-02-2020 Alameda County 1685886 0 3 0 0 1
06-02-2020 Alameda County 1685886 0 3 0 0 1)
07-02-2020 Alameda County 1685886 0 3 0 0 0
08-02-2020 Alameda County 1685886 0 3 0 0 0
09-02-2020 Alameda County 1685886 1 4 0 0 1
10-02-2020 Alameda County 1685886 0 4 0 0 0
11-02-2020 Alameda County 1685886 0 4 0 0 0
12-02-2020 Alameda County 1685886 0 4 0 0 0
13-02-2020 Alameda County 1685886 0 4 0 0 0
14-02-2020 Alameda County 1685886 0 4 0 0 2
15-02-2020 Alameda County 1685886 3 5 0 0 0
16-02-2020 Alameda County 1685886 0 5 0 0 0
17-02-2020 Alameda County 1685886 1 6 0 0 0
18-02-2020 Alameda County 1685886 0 6 0 0 0
19-02-2020 Alameda County 1685886 0 6 0 0 0
20-02-2020 Alameda County 1685886 1 7 0 0 0

Fig 2: Dataset of COVID-19 20-22

Text to Encrypt

01-02-2020 Alameda County 1685886 3 3 e e 4

©2-02-2020 Alameda County 1685886 © 3 -] e 1

03-02-2020 Alameda County 1685886 © 3 e ] -]

04-02-2020 Alameda County 1685886 © 3 e e -]

05-82-20208 Alameda County 1685886 © 3 e e 1

Encrypt

Encrypted Text

3LWp5CNnJ162m3jZXqcBoGLLAGQpHIN16bpArjby1EiV8Bc+R7WMR11FDACGEdFSCKYR88HEOpcFDOlemK
Kpz+317HyMglseIIfhq+TxaKgEWF+TWI7yWPCNGISCrb7 3 IHAdSgBbIbS3skDKJWEOQEL Cy4tDwiBBMHA
EbK71kQmgSRp4TSh8dznA+G9K17367caabglC26boXzQovFciDgnIk1CANBhhFb449VkghKrs9pyvekscl
qitorioipYFNKtHb7idifB9z//Mvssb2QTVy7s3GIqBNBI2YCc+QAEbHA=

Fig 3: Encrypted Dataset

Datasets of COVID-19 is considered for evaluation. Dataset of three years from 2020 to 2022 is considered such that death rates
were less (data considered where date rate was less).

Encrypted Text

3LWp5CnJ162mjZXqcBoGLLAGQPHIN16bpAriby1EiV8Bc+R7WMR11FDACGEAFSCKYRE8HEOpcFDOLemK
Kpz+317HyMglselIfhq+Tx4KgEWFf+TWO7yWPCNGISCrb7jINAdsgBbjbS3skDKjWEOQEiCy4tDwiBBMH4
EbK7ikQmg5Rp4TSh8dznA+G9K1j367caaDglC2GboXzQavfcjDgnIk1CANOhhfb449VkghKrs9pvekscl
qWtorioipYFNKtHb7idifB9z//Mvssb2QTVv7s3GIqBNBI2Yc+QA6bHA=

Decrypted Text

01-02-2020 Alameda County 1685886 3 3 2] -] 4
02-02-2020 Alameda County 1685886 © 3 ] 2] = 5
©3-02-2020 Alameda County 1685886 © 3 ] -] 2]
04-02-2020 Alameda County 1685886 © 3 2] 2] 2]
©5-02-2020 Alameda County 1685886 © 3 ° -] 1

Fig 4: Decrypted Dataset

Dataset considered is first encrypted and decrypted and hashed with Enhanced Merkle Tree algorithm with minimal time, and that
data is applied for lattice-based cryptography with Homomorphic Proxy Re-Encryption scheme in further extended work.
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CONCLUSION

The very nature of a decentralized ledger makes them immune to a cyber-crime, as all the copies stored across the network need to
be attacked at the same time for the attack to be successful. The simultaneous (peer-to-peer) sharing and updating of records make
the whole process much faster, more effective, and cheaper.

In terms of Security: Data privacy is also importance because secure patient data has financial as well as legal implications as well
as in Infrastructure: Sharing data require a centralized data source which increases the security risk and requires trust to a single
centralized authority.

The main intention of the proposed work is to develop a scalable lightweight framework based on blockchain technology to ensure
data security, patient privacy, scalability and integrity of the E-healthcare data. Initially, the private health data to be stored are
hashed with the help of Enhanced Merkle tree (EMT) data structure. To improve the security, the hash values are encrypted by
using an efficient lightweight public key encryption algorithm termed as lattice-based cryptography with Homomorphic Proxy Re-
Encryption scheme. After the completion of encryption process, the secured information is uploaded to the IPFS. For every change
made to the data, new hash values are generated, and the smart contract is executed. Finally, the proof of work (PoW) consensus
mechanism is followed to authenticate the new changes that are requested to be made to the data by different stakeholders with is
enabled in further extended research.
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