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Abstract -Recent technological advances have given rise to the popularity and success of cloud. Cloud computing is a new 

generation technology which support the client oriented services in plug and play manner. Now in these days there are a 

number of applications which need the privacy from the unauthorized user access. In such conditions the data owner 

management and privacy preservation cryptographic techniques are utilized frequently. But due to cryptographic technique 

of security implementation the data leave their own format and converted into other unreadable format. Due to this retrieval 

of required information becomes complex. Therefore in order to resolve the issues in cryptographic security a new 

methodology is required to develop.  

The proposed model consists of two major modules first providing the security using authentication and seconds the hybrid 

cryptographic technique. In authentication phase a third party trusted server involved for validating the end user. in 

addition of that this trusted party is also responsible for generation of secure data transfer token for sender and receiver. 

Second module is dedicated to develop a lightweight hybrid cryptographic technique therefore MD5 and the AES algorithm 

is used for implementing the cryptographic technique.  The implementation of the proposed security technique is performed 

using JAVA technology and their performance is evaluated in different performance parameters. The outcomes 

demonstrate the proposed technique is secure and efficient for mobile data hosting technique.  
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I. INTRODUCTION 

Mobile device has become essential part of human life. Apart from call and receive functions, user can access many function in 

his/her mobile. A user wants everything on his/her mobile device for the ease of work. Some people use tablets instead of laptop or 

desktop. Despite increasing usage of mobile computing, exploiting its full potential is difficult due to its inherent problems such as 

resource scarcity, frequent disconnections, and mobility. Mobile cloud computing can address these problems by executing mobile 

applications on resource providers external to the mobile device [1]. Mobile phones are set to become the universal interface to 

online services and cloud computing applications. However, using them for this purpose today is limited to two configurations: 

applications either run on the phone or run on the server and are remotely accessed by the phone. These two options do not allow 

for a customized and flexible service interaction, limiting the possibilities for performance optimization as well [3]. Communication 

or data sharing among mobile devices is often limited by proximity of the devices. This limitation can be removed by employing 

Mobile cloud computing paradigm wherein each physical mobile device has a corresponding virtual machine in the cloud servers. 

It’s just the starting of a new phase of mobile application development there is still a long way to go to achieve a new mobile world 

infrastructure involving cloud computing in its base.  The invention of Internet has affected the way of searching the information 

by a human. Today abundance of information is available to the user from the Internet through single click of mouse. In the earlier 

days, the software was utilized and sold as package and user was happy about this mode of usage. With the emergence of Cloud 

computing in mobile web, mobile users can use infrastructure, platform, software provided by cloud providers on on-demand basis. 

Emergence of Cloud Computing with mobile devices gave birth to Mobile Cloud Computing. 

II. PROPOSED WORK 

 The security is essential feature in the computational applications. The chapter provides the detailed discussion about the proposed 

work and the detailed system design aspects. This chapter provides the proposed working model and their functional aspects. 

A. System Overview 

Due to advancement of the mobile computing and their technologies the traditional mobile devices are upgraded and a number of 

new features are incorporated on it. Such kind of new feature loaded mobile devices are known as the smart mobiles. Among a 

number of features the internet access and new software upgrade is an essential feature of the mobiles. Thus these mobiles are used 

for various applications such as mobile banking, image gallery and others. Therefore the security of the mobile device data is a 

primary aim of the proposed work. The proposed security solution includes the parking of data over the secure storage that is 

accessible on demand basis. In addition of that the different kind of attacks in the un-trusted network also need to secure the data 

during the network transmission or the files exchange. 

The main aim of the proposed work is to extend the mobile device storage capability with secure data storage. in order to place data 

securely in third party space the authentication methodology and cryptographic technique both are essential. The cryptographic 

technique enhances the user data storage trust and the authentication increase the confidentiality in storage. Therefore the entire 
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methodology is designed inn two major module first the authentication process secondly the cryptographic technique to store the 

data. for secure authentication purpose a third party server is involved in this system which is used to verify the user and their 

credentials additionally providing the security of data during the data storage the AES and MD5 based cryptographic solution is 

deployed.    

This section provides the overview of the proposed domain of solution additionally the next section provides the detailed 

understanding of the system design.   

B.  Problem Domain 

Due to computational need and growing technology needs to invent new ways for data analysis and their importance in our life. 

Due to computer human interaction a huge amount of data daily generated some of them are essential and private and user want to 

secure for long time on the other hand some of the data is not much essential. In order to protect and preserve data on local machines 

and local storage is suspicious due to hardware faults and other physical damages thus cloud storage is required to creating backups 

and preserves the contents for long term. Additionally the storage of data needs security and privacy and protection from the other 

users and attackers thus a new secure storage and privacy preserving system is required for managing sensitive and private data 

with intermediate security from the attackers and malicious programs. 

In order to provide the secure mobile cloud data storage services the following issues are considered. 

 Mobile devices are built with efficient computing but the storage and backup is not much secure. 

 Transmission of data between two secure devices is performed using public and untrusted network. 

 Data in cloud is stored at random in the cloud space private and sensitive data can be mismanaged and produces the 

redundancy during their management. 

C. Algorithm Study 

It is important to assure user about the secure data storage on the cloud storage.. The relationship between the user and service 

provider is transparent. Algorithm study is much important for designing a solution in the aspect for getting expected results. 

Therefore In this section understands a basic overview of the cryptographic algorithms. 

a. Message Digestion 5 (MD5) 

The MD5 algorithm is a widely used hash function producing a 128-bit hash value. Although MD5 was initially designed to be 

used as a cryptographic hash function, it has been found to suffer from extensive vulnerabilities. It can still be used as a checksum 

to verify data integrity, but only against unintentional corruption. Like most hash functions, MD5 is neither encryption nor encoding. 

It can be cracked by brute-force attack and suffers from extensive vulnerabilities. MD5 was designed by Ronald Rivest in 1991 to 

replace an earlier hash function MD4. The abbreviation "MD" stands for "Message Digest." The security of the MD5 has been 

severely compromised, with its weaknesses having been exploited in the field, most infamously by the Flame malware in 2012. 

MD5 Algorithm Description: MD5 algorithm takes input message of arbitrary length and generates 128-bit long output hash. 

MD5 hash algorithm consists of 5 steps: 

 Append Padding Bits  

 Append Length 

 Initialize MD Buffer 

 Process Message in 16-Word Blocks 

 Output 

D. Methodology 

The proposed methodology is described in this section which includes the different component of the technique which is used to 

process the data one by one. The proposed system can be understood by the given model of security using figure 2.1. In this model 

three parties are demonstrated client i.e. user mobile, the cryptographic server and third is cloud storage. 
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Figure 2.1 Proposed System Diagram 

Client is an end mobile user who is responsible to make an account over the secure cloud and put their data on the server and 

recover their private and sensitive information from the server. 

Trusted Server is a cryptographic cloud, which implemented the cryptographic services for securely storage the data without any 

security concern and produces the data to the original file owner’s request. 

Cloud Storage is the data storage platform where mobile user can manage their data over this cloud environment. This is responsible 

to manage mobile user data like normal content or private sensitive information depending how to secure this private data using 

cryptographic algorithm. 

All this parties are performing function frequently to for accessing data. Hence, these are relatively transfer command for completion 

of task. This proposed system is follow token based approach.   

This section provides the overview of the system for the involved entity of the proposed security system. The next section provides 

the process involved in the proposed system.    

System Flow (Diagram and Description) 

As we discuss the proposed model consist of two major modules first the authentication module and second the cryptographic data 

storage. Both the modules are described in this section as: 

1. Authentication  

The authentication process of the proposed model is described using the figure 2.2. In this given model the following process is 

taken place. 

 

Figure 2.2 Authentication process 

1. Client: client first initializes the connection establishment request from the cloud server. When the connection is 

established the client wants to use the services of the cloud server. 
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2. Client: therefore initiate the authentication request to the server. During this process it is required to client provide the 

user id to the system. As the cloud server gets the user id of the end user it sends this information to the third party trusted 

server for completing the authentication process. 

3. Trusted server: trusted server generates a random question to ask the user. This question is basically selected from the 

registration database in random manner to ask the answer which is previously submitted by the user.  

4. Client: client provides the correct answer of the asked query by the third party trusted server. 

5. Trusted server: server validates the answer of the query from the cloud server database. If the server find correct answer 

of the question then provides the access to server else it is incorrect then rejects the server access to the user. 

6. Trusted server: after validation of the client trusted server is used to generate the token for file transfer between server 

and client and vise versa. 

2. Cryptographic security  

In order to store the data securely in cloud server the following cryptographic technique is used as given in figure 2.3. According 

to the given diagram the system first accept a file which is required to transfer among client and server. In next the file is processed 

using the MD5 hash generation algorithm. During this process MD5 provides the 128 bit hash code which can be used as the 

encryption key for the AES algorithm. Therefore the original file and generated 128 bit hash code is provided to AES algorithm 

and AES algorithm generate the cipher text. In further the cipher text size is computed and partition is created for the given file. 

The partition of the files is similar in size and the amount of file parts are communicated to the trusted server. The trusted server 

generates a random sequence as the token of the file transfer. This token is broadcasted to both server and client additionally the 

file transfer is initiated according to the obtained token sequence.  

 

Figure 2.3 cryptographic data transfer  

E. Proposed Algorithm 

In order to demonstrate the cryptographic scenario of the proposed Secure Data storage and recovery of encrypting and decryption 

user data is presented using algorithm in this section. The proposed cryptographic technique in terms of algorithm is given in table 

2.1, 2.2 of encryption and decryption respectively.  

Table 2.1: Encryption Algorithm 

Input: File to upload F, Token Sequence Tn 

Output: Send file to storage S 

Process:  

1. K = MD5. GenrateHash(F) 

2. C = AES. Encrypt(F, K) 

3. l = GetFileSize(C) 

4. M = C/l 

5. CH = createChunck(C, M) 
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6. for(i = 1; i ≤ n; i + +) 

a. S = SendFile(CH, Ti) 

7. end for 

8. Return S 

Table 2.2: Decryption Algorithm 

Input: File Chucks CH, Token Sequence Tn, MD5 Key K 

Output: Obtained File F 

Process:  

1. C = OrgenizeFile(CH, Tn) 

2. F = AES. Decrypt(C, K) 

3. Return F 

III. RESULTS ANALYSIS  

 The experimental evaluation and system performance is computed and compared with the traditional cryptographic RSA algorithm. 

The evaluation and comparison is performed with the help of some essential parameters. This chapter provides the detailed 

discussion about the obtained observations and experimentation. 

A. Encryption Time 

The time required to perform encryption using the algorithm is termed as encryption time of the proposed approach. The encryption 

time of the proposed cryptographic technique and traditional algorithm is given in figure 3.1 and the table 3.1.  

 

Figure 3.1 Encryption time 

 

Table 3.1 Encryption Time 

 Data File size  Proposed Approach Traditional Approach 

10 25 51 

50 105 156 

100 126 221 
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500 173 250 

1000 223 352 

2000 351 567 

3000 532 773 

In the figure 3.1 the X-axis shows data of different file size by which experimentation is performed and Y-axis shows the amount 

of time consumed for data encryption. The performance of proposed system is given using blue line and traditional algorithm is 

given using red line. According to the given results the proposed system consumes less time as compared to traditional algorithm. 

The result shows amount of time is depends on amount of data. According to the performance outcomes the proposed technique is 

provides efficient secure data management and recovery with less amount of time. 

B. Decryption Time 

The time required to recover original data from input cipher-text is termed here as decryption time. The figure 3.2 and table 3.2 

shows performance of decryption time in terms of millisecond (MS). The blue line shows performance of proposed algorithm and 

red line shows the performance traditional algorithms. In figure 3.2 X-axis shows increasing file size during experiments and Y- 

axis shows the time consumed. According to the encryption time reported is higher than the decryption time, but decryption time 

of the proposed algorithm is efficient as compared to traditional algorithm.  

Table 3.2 decryption time 

Data File size  Proposed 

Approach 

Traditional 

Approach 

10 12 32 

50 73 89 

100 101 169 

500 151 215 

1000 198 254 

2000 351 321 

3000 421 365 

 

Figure 3.2 Decryption Time 
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C. Encryption Memory 

The main memory requirement to execute encryption algorithm with input amount of data is known as the encryption memory or 

encryption space complexity. The figure 3.3 and table 3.3 show the memory consumption of the implemented algorithms. 

 

Figure 3.3 Encryption Memory 

The performance of the proposed technique is visualized by blue line and the RSA algorithm is demonstrated using the red line. In 

figure 3.3 the main memory consumed is given in Y-axis in terms of KB (kilobytes) and corresponding file size in KB used for 

experiments are reported at X-axis. According to the obtained results proposed algorithm consumes fewer resources as compared 

to the traditional encryption algorithm.  

Table 3.3 Encryption Memory 

Data File size  Proposed Approach Traditional Approach 

10 32154 41652 

50 33621 44121 

100 33891 45179 

500 34112 46651 

1000 36231 47871 

2000 38551 49875 

3000 38898 53221 

D. Decryption memory  

The amount of main memory required to recover the original file from the cipher text is known as the decryption memory 

consumption. The figure 3.4 and table 3.4 shows the amount of main memory consumed during the data deciphering. 
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Figure 3.4 Decryption Memory 

In this diagram red line shows the performance of traditional based technique and blue line describes the performance of proposed 

technique. Similarly the X-axis shows file size used and Y-axis shows the amount of main memory consumed in terms of kilobytes. 

According to the obtained results the amount of main memory used is higher in the traditional algorithm as compared to the proposed 

algorithm. In the proposed approach, our system use less memory for functioning the task to providing ease of secure data storage 

and data recovery of normal data as well private information. 

Table 3.4 Decryption Memory 

Data File size  Proposed Approach Traditional Approach 

10 22515 30020 

50 23651 32142 

100 25147 33152 

500 26564 32151 

1000 27787 31651 

2000 28891 34516 

3000 32654 36564 

IV. CONCLUSION 

We are concluding our discussions on token based secure data storage and data recover using cryptographic technique in this 

chapter. Using different scenario we demonstrate the issues of data management which is perspective of proposed solutions. Finally 

we’ll end this chapter by summarizing our work including extension of future work. 

A. Conclusion 

Many organizations that handle sensitive information are considering using cloud computing as it provides resources that can be 

scaled easily, along with significant economic benefits in the form of reduced operational costs. 

The cloud computing offers the efficient and scalable solution for storage and computing resources. Therefore a number of 

organizations are utilizes the services of efficient resource management and their computational and storage. Additionally the 

cryptographic security and privacy management techniques make it more attractive for adopting for various sensitive data storage 

solutions. In this work, we introduce a high secure cloud storage solution for the mobile data backup and recovery. In this application 

a mobile data storage service is introduced. The storage solution provides three major contributions for security, cryptography and 

storage. 
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In this security mechanism, the intention of the entire research work is to produce security and management of mobile data storage 

securely where we have performed different functions e.g. data upload, download and share to multiple users of the different data 

owner. Therefore a secure cryptographic data management for mobile cloud storage is proposed for design and implementation. 

The proposed technique includes three parties for communication and data storage on server. First the client mobile by which the 

data is stored on server, second the cloud server which implements the cryptographic technique to store the data on server. Third is 

a secure third party server, which is used to validate the user identity in terms of authentication of user. Here for implementing the 

secure data storage the AES and MD5 based cryptographic technique is implemented. On the other hand for authentication the user 

attributes in random manner is used with the security password. The proposed method is promising to extend the utility of mobile 

cloud servers for storing the sensitive and confidential data on third party storage.    

The implementation of this secure mobile cloud technique is implemented in JAVA environment. On the other hand for developing 

the mobile application the Android technology is selected. After the implementation of the system the performance study is 

performed. Additionally for comparison of the performance we also implemented traditional RSA algorithm for mobile based cloud 

platform. The obtained performance summary is given using table 4.1. 

Table 4.1 Performance Summary 

S. no. Parameters  Proposed Approach Traditional Approach 

1 Encryption Time  219 MS ↓ 338 MS ↑ 

2 Decryption Time 186.71 MS ↓ 206.42 MS ↑ 

3 Encryption Memory 35351.14 KB ↓ 46938.57 KB ↑ 

4 Decryption Memory 26744.14 KB ↓ 32885 KB ↑ 

According to the comparative performance study the proposed “cryptographic cloud for secure mobile data storage and recovery 

using token based secure encryption technique” is developed successfully and adoptable for secure and efficient data storage.    

B. Future work 

The key aim of the proposed study to enhancing the security and efficiency of cryptographic cloud storage is accomplished. In near 

future the proposed technique is extended for the following area of interest: 

1. Enhancing the Key Management Techniques: The data is made sharable with cloud and for each shared parties need to 

manage a significant amount of keys. This process is made easy for future sharable data solution.   

2. Enhancing for data access controls for attribute based Encryption: The data storage and management can be enhanced and 

efficient access to secure user sensitive information using access control for attribute based access control.  
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