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Abstract— DNA cryptography is another branch of data
security. It encodes the data as DNA nucleotides (A, T, G
and C). It makes utilization of the endless stockpiling limit
of DNA and its natural properties like exceptionally stable
atom, strength, practical and effectively accessible. DNA
cryptography is a blend of organic and software engineering
area. The specialist of this field must have the learning of
DNA, software engineering and Information security
techniques. This paper gives the system to DNA
cryptography and it likewise gives the abridged data of
calculations utilized for giving security to the information
put away in DNA. In this paper, creators propose another
technique for giving security to the information as DNA
succession. The proposed technique gives security at the
three level utilizing binary conversion, spiral transposition
and DNA arrangement word reference table.

Index Terms—DNA, Cryptography, nucleotides, sequence
table, Binary, Spiral transposition.

I. INTRODUCTION

Deoxyribo nucleic corrosive develops as another capacity
gadget for putting away information. A solitary gram of DNA
can store around 106 TB of information. Storing data in DNA
originates from the way that DNA is a characteristic transporter
of data as nucleotides. DNA can store any sort of information
whether it is a picture or a sound or a video or any content
document. The information put away in the DNA might bank
points of interest, passwords, messages or some other mystery
data. As each capacity gadget requires security, DNA likewise
requires security. Security of information put away in DNA is
given in an indistinguishable route from security is given to
other stockpiling gadget. DNA cryptography develops as a
promising recorded in the region of security. It gives security to
the information put away in the DNA as nucleotides. It encodes
the data in such a way, to the point that it can be gone through
the open system. DNA cryptography has an endless and element
scope in howdy tech world. The measure of information and
need of security develops at an extremely quick rate. Security
necessities are not satisfied by the customary cryptography and
steganography techniques. Information stockpiling in DNA and
cryptography satisfies the security and capacity prerequisites.
In this paper, the creators proposed a structure for DNA
cryptography and give a concise writing study about the security
calculations in the zone of information stockpiling in DNA. In
the wake of concentrate the past work, the creators display
another strategy for encoding data in DNA. The proposed
strategy will gives the security at three levels.

This paper is isolated into six areas. To begin with area gives
the presentation, second segment talks about the examination
system utilized by the specialists for this paper, third segment
examines the DNA cryptography, fourth segment abridge the
work in the field of security in information stockpiling in DNA,
in the fifth segment creators clarifies the strategy proposed by
them took after by outline and conclusion.

DNA cryptography is another recorded in the territory of
cryptography. It is a mix of two space i.e. software engineering
and organic science. For understanding DNA cryptography, the
specialist must have the learning of DNA.

DNA is a shortened form of De-oxyribo nucleic acid. It is the
fundamental natural unit of each living life form. DNA was
found by Swiss doctor Friedrich Miescher in 1869 [1]. DNA
comprise of four nucleotides to be specific Adenine (A),
Thymine (T), Cytosine (C) and Guanine (G). It is a twofold
stranded reciprocal structure. Watson Crick proposed the
corresponding principle that adenine will make a couple with
thymine (A-T) and cytosine dependably make a couple with
guanine (G-C) . DNA cryptography is the investigation of
giving security to the information put away as DNA succession.
It scrambles the information as DNA nucleotides. The
information might be picture, sound, video or content document.

The second level of DNA cryptography is paired change. In this
progression the information is changed over into paired
information. The analysts may pick whatever other number
framework moreover. It differs from creator to creator. The third
period of DNA cryptography is paired encryption. Paired
encryption scrambles the parallel information. The scientists
may utilize the conventional technique to encode the twofold
information. In the event that the information is not all that
significant, a few scientists skirt the twofold encryption. The
fourth period of DNA cryptography is the DNA change. In this
stage the encoded paired information or the straightforward
twofold information is changed over into DNA nucleotides. The
tenets for DNA change are distinctive for various scientists.

The last phase of DNA cryptography is the DNA information
encryption. In this stage the information as DNA nucleotides is
scrambled. The encryption is finished by utilizing organic
operations like grafting, interpretation, polymerase chain
response and so on. The DNA encryption should likewise be
possible by numerical or legitimate operations like expansion,
OR, XOR, supplement, substitution and so on.
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Il. LITRATURE REVIEW

DNA encryption technique is based on mathematical matrix
manipulation where they used a secure generation algorithm to
generate new key for encryption process. The benefit of this key
generation scheme is that they always get a new cipher data for
same plaintext and same key. It provides a good security layer
which does not give any hint about plaintext. =~ DNA
cryptography can be combined with traditional cryptography to
provide hybrid security. It is still taking its initial steps, so there
is a lot of scope to work in this area of cryptography and need
more works and researches to reach the realization and to
enhance the technical issues.[1]

A hybrid approach of cryptography by using traditional
symmetric cipher to encrypt part of message while hiding other
part inside a DNA microdot to ensure the attacker can’t obtain
the message without compromising both parts. This will in itself
be made untenable for the attacker by hiding data-holding DNA
behind a myriad of similar DNA strands which would be acting
like camouflage agents. So, provided the secret keys are
transferred securely we can expect that the algorithm will retard
any type of attacker to compromise the communication by
raising his level of efforts and cost of successful attack much
beyond the traditional computer based computations. [2]

Several attempts have been made to remove the deficiencies in
the scheme of DNA steganography and cryptography. A data
hiding algorithm has been designed by using DNA sequences
concept and traditional steganography technique. Using
steganography they hide the data into the DNA sequences and
send encrypted DNA sequences along with a key to the receiver
side. Using this key value and encrypted text the receiver easily
recovers the plain text. Using this technique they send and
receive the data without any deficiency. If any attempt is made
to make a fake data then the receiver is able to know after
applying the algorithm into fake data because it cannot gives the
same results when we apply key on it. This algorithm is very
efficient and easy to use. DNA computing has brighter
development possibilities in field of Steganography and
authentication, which have a more layer protection than a single
encryption. [3]

Some methods stress on utilizing DNA cryptography for
providing security in communication, especially in data
transmission in wireless sensor networks. SSL (Secure Socket
Layer) is used to resolve the problem of sharing keys in a WSN.
Asymmetric key encryption is followed, for which the keys are
generated using RSA algorithm. When the sensor nodes are
deployed, each node is assigned a key pair and digital certificate,
owing to its tiny storage and low power. Public keys are
exchanged through SSL. Security here is achieved in 3 stages -
information, computation and DNA representation. The
advantage of this method lies in the achievement of access
control, availability and signature. The only drawback noticed,
is the assignment of key pairs and thesignature to each and every
node in the WSN, prior to deployment. [4]

The current paper give the security at two levels for any sort of
record. To begin with, at the twofold level encryption and
second, at the DNA change. The parallel encryption is finished
by doing the transposition of 8x8 grids spirally by gathering the
4 sections at an opportunity to stir up the double values. The
following stride is transformation of the main segment into
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ASCII design and scrambling the information as indicated by
the static DNA word reference table. This outcomes in the
scrambled record.[5].

I11. EXISTING SYSTEM

Data
Binary conversion
\“-l

Spiral transposition

Static DINA encryption

Decimal " Conversion

Figurel. Existing method

1V. PROPOSED APPROACH

In this paper we have defined a new method through DNA
cryptography. The input is given as the file which consists the
data as text, image, binary file etc. The data in the file is
converted into ASCII data which is then converted into binary
data.

We chose first 64 bits of binary data and arrange them into 8x8
matrix. We perform the same steps for the next 64 bit blocks of
data and if the bits are less than 64 in a matrix, the rest of the
place in the matrix is padded as zero. For the first 64 binary bits
we will perform the spiral transformation which may be row
wise or column wise. After getting the resultant spiral matrix we
retrieve the decimal value for the first 8 bits of the first row and
similarly for the next 8 rows. The decimal values obtained are
substituted with the corresponding DNA sequence using the
generated table. The same will be performed for the rest of the
blocks. This results in the encrypted file for the given input file.

In the next phase, we concentrate on randomizing the table. For
this purpose we take 32 character primary key i.e. 256bit key.
Then we divide the key into four parts.

First 96 bits as first part, next 32 bit as second part, next 96 bits
as third part, last 32 bits as fourth part. We perform operations
like reversing first 96 bits of first part and swapping with 96 bits
of third part. Similarly reversing last 32 bits of fourth part and
swapping with 32 bits of second part. We combine all the four
parts which results into a 256 bit key. The resultant key is XOR
with original 256 bit key given by the user. Using the similar
procedure we obtain eight more such keys. Next we take eight
digit secondary key from the user and minimize that key into
one to four digits. On getting the digits we use the first digit and
the corresponding keys to alter the DNA sequence table. Using
the randomly generated DNA sequence table we will encrypt
the data and store into a encrypted file and sent to the receiver
using a secure algorithm. This acts as one time pad for providing
more security.

)"

Binary conversion

Raﬂﬁsﬂ DNA encryption
Decimal conversion
Spiral transpositi

Figorel. Proposed method
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V. DNA SEQUENCE TABLE
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Tablel. Randomly generated DNA table

VI. CONCLUSION

In this paper, the authors have proposed a new method for
encrypting type of data. The proposed method provides three
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level security which provides more security than the previous
existed approach first at binary level and second at DNA
encryption and third using DNA random sequence table which
is similar to one time pad.
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