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Abstract: In WSN data aggregation is an important technique which reduces the communication overhead and aims at 

achieving the power efficiency in the sensor network,sensor nodes have limited battery power so data aggregation is an 

important technique in WSN which reduces the consumption of energy by the sensor nodes.In this paper data aggregation 

and its approches namely Centralized,Cluster based,Tree based and In network approches along with the security 

requirements for data aggregation process has been discussed.The last part of the paper is focused on the several secure 

data aggregation schemes which are essential in the data aggregation process. 
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I. INTRODUCTION 

A wireless sensor network is a collection of small light weighted wireless nodes called sensor nodes deployed in an 

environment.WSN is an adhoc network and consists of several sensor nodes, one or more base stations.These sensor nodes are 

deployed in a large field and collaborate with each other to from a network and has the capacity to report the collection of data to 

the sink(base station).Sensor nodes communicate with each other or they communicate with the help of  intermediate sensor 

nodes,the Architecture of the Sensor network is shown in the below figure 1. Sensor nodes senses the data and farwards the 

sensed data to the the sink or base station.The sensor nodes have the ability of sensing the temperature, pressure, vibration, 

motion, humidity, sound as in [1] etc.  

 
Figure 1: Architecture of the Sensor network 

II. DATA AGGREGATION IN WSN 

Data aggregation is the process of accumulation of data and presenting the data in a summing up form,it is a technique which 

reduces the size of the data and the amount of energy that is required for farwarding the data and reception of the data.Data 

aggregation decreases the overhead that occurs due to the communication and consumption of energy by the sensor nodes[2].The 

main goal of data aggregation is to eradicate redundant transmission of data and increase the energy life time of a network 

 

As shown in the below figure 2 and 3, four packets flows through the network,with data aggregation only one data packet is 

transmitted from aggregator node to the base station,without data aggregation four data packets are transmitted from aggregator 

node to the base station,this indicates that the data aggregation technique reduces the number of data packets that is to be 

transmitted to the base station[3]. 

 

At begining the data from the sensor node is collected,then aggregation of data occurs by using algorithms like LEACH(low 

energy adjustive bunch hierarchy),TAG(Tiny Aggregation) etc. and then the aggregation information is transmitted to the sink by 

chosing most efficient path the figure 4 illustrates the fundamental design of data architecture technique[4] 
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      Figure 2: With Data Aggregation model                                  Figure 3: Without Data Aggregtion model 

 

 
                     

                    Figure 4: Architecture of Data Aggregation technique 

 

III. SECURITY REQUIREMENTS IN DATA AGGREGATION 

Data Aggregation is an important technique in WSN hence aggregation of data  must be energy efficient and  must be done in a 

secure manner,in order to achieve this technique many security needs should be considered such as: Confidentiality of Data, 

Integrity of Data, Freshness of data, Source Authentication[5],they are described briefly below 

 Confidentiality of Data: It ensures that the private and the confidential data cannot be accessed by the unauthorized 

users.The data is encrypted using a secret key and transmitted to the intended receiver who has this key can perform decryption 

and read the data. 

 Integrity of Data: It ensures that the authorized users have the authority to make changes to the data.The data should not 

be altered,rearranged or corrupted before reaching the destination.Integrity is an important issue because malicious nodes can 

perform attacks and make  changes to the data by inserting false information 

 Freshness of Data: It ensures that the data is recent and prevents replaying to the old messages by an adversary.Data 

frehness protects the data from the replay attack 

 Source Authentication: It ensures that the data has been sent by the actual sender who claims be the sender of the 

data.Sourcs authentication prevents from Sybil attack where in which the attacker traps a node and gain access to the secret 

information present in the node. 

 

IV. TYPES OF ATTACKS ON DATA AGGREGATION 

Different types of attacks [6] will be performed by the attacker some of them are breifly explained below,due to the lack of 

security which will affect the data aggregation process in WSN 
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 Node Compromization Attack: In this attack the attacker gains the control of the nodes and starts collecting the 

confindential information stored in that node,once the attacker takes the control of any node in the network  then data on the 

network will not be secure. 

 Sybil Attack: The attacker creates several fake identities which causes serious effects on data aggregation 

technique.After creation of multiple fake identities  the attacker participates in the selection process of aggregator node and 

choses malicious nodes as the aggregator node. 

 Denial of Service Attack: It is an attack in which the resources of the network are inaccessible to the authorized users.In 

this case the aggregator node does not perform the aggregation process and prevents the data reaching to the base station. 

 Selective Farwarding Attack: Nodes usually farwards the received packets to the neighbhouring node but the 

compromised nodes does not do this, it simply drops the packets received and this may result in the packet drop.   

 Replay Attack: The compromised node repeatedly sends the same data without any freshness which may misguide the 

aggregator node and finally affecting the results of aggregation process 

 Injection Attack: The attacker inserts false data into the network which results in false output of the aggregation process 

 

V. DATA AGGREGATION TECHNIQUES IN WSN 

There are many data aggregation techniques namely which are described below 

 

 Centralized Approch: In this approach a central node acts as a aggregator node and all the other nodes will be 

connected to the central node which can also be called as aggregator node.Nodes apart from the central node senses the data and 

transmits the data to the central or aggregator node.All the data exists on the central node and the load on it will be more hence it 

requires more enegy and security[7]. 

 

 Cluster Based Approch: In this approch the network will be split into many cluster where each cluster has a cluster 

head,the cluster head will be chosen by the cluster members.The cluster head acts as the aggregator node which assembles the 

data received from its members and transmits the outcome to the base station[8]. 

 

 Tree Based Approch: Data Aggregation Tree (DAT) is formed at  first,minimal spanning tree will be created for each 

of the transmission.Data flow occurs from leaf to the sink node,the parent node does the data aggregation process[9]. 

 

 In Network Approch: In this approach we have two types[9]- with size reduction: Data packets received from the 

neighbour node is combined and compressed,this is done to reduce the length of the packet which is to be farwareded to the sink.-

without size reduction: Data packets received from the neighbours are combined to form a single packet of data but the value of 

data without being processed. 

 

  
                            

 

 

                           Figure 5: Centralized approch                                         Figure 6: Cluster based approach  
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                           Figure 7: Tree Based Approch                                                         Figure 8: In Network Approch 

                                                

VI. SEVERAL SECURE DATA AGGREAGTION SCHEMES  

There are many secure data aggregation schemes which are discussed briefly in this section. 

 

CPDA(Conflict Periodic Data Aggregation)[10] scheme which supports regular data aggregation with data rate being high,it is a 

technique which also supports  conflict free data aggregation by using a timing called delta between two successive packets of 

data.CDPA aims at achieving data aggregation process with conflict free and it works with sensor nodes with battery power being 

low. 

ESDAD(Energy Efficient Structure Free Data Aggregation and Delivary)[11] is a scheme in which the data is transmitted to the 

node which is in the next hop based on the reliability which is required for data aggregation.The ESDAD allows favoured number 

of senders to farward the data that is sensed depending upon the required reliability,it not only reduces the consumption of energy 

of the nodes but also reduces the traffic load in the network. 

SAC-TA(A Secure Area Based Clustering for Data Aggregation Using Traffic Analysis)[12] is a scheme in which the network is 

partitioned into cluster with each cluster having the cluster head to adminster and collect the information from the cluster 

members.The cluster head is elected based on 3 requirements namely time slot,cluster center,highest residual energy.The data 

which is collected is checked based on the analysis of the traffic and one time key generation is used to check whether any 

malicious node is present in the network or not.This scheme provides secure data aggregation with enhanced energy efficiency. 

ERDL( Efficient and Real Time algorithm based on Dynamic message List)[13] in this scheme the cluster head acts as a filter 

node,dynamic list will be created in every filtereing node which is used to store information regarding the history of the packets 

that are transmitted by a node.When a data packet arrives at the filtering node comparission is done with the existing items in the 

list,if the content of the packet already exists in the list,it will be unused if not available it will be farwarded at once and the list 

updation takes place.Using ERDL filtering efficiency will be improved and has the advantage in real time transmission. 

VELCT(Velocity Energy Efficient and Link aware Cluster Tree)[14] is used for aggregation of data that has been collected,which 

is used to reduce the overhead of the sink.VELCT notices the information that is being collected at the collection node,and checks 

whether the information collected is genuine or not,when any information that is not valid is noticed,it detects the attacker in each 

cluster and control the attacker malicious information and ensures that information which is authenticated is farwarded to the sink.   

SDAMQ(Secure Data Aggregation for Multiple Queries)[15] is a authenticated query distribution which assures that no false 

query is introduces into the network.SDMAQ discovers replay attack and drops all the malicious information from the 

aggregation process. 

RCDA(Recoverable Concealed Data Agrregation)[16]Aggregate signature scheme is combined with RCDA to assure data 

integrity and authenticity.Individual sensor data can be retrieved by the base station even if the cluster head has aggregated the 

data. 

Sen-SDA[17] is a secured data aggregation scheme which ensures  end to end confidentiality and hop by hop authentication but 

this scheme suffers from computational overhead and adds cost on the communication. 

Secure Data Aggregation with MAC Authentication[18] scheme presents a way to achieve data aggregation with confidentiality 

and integrity in WSN,it uses MAC(Message Authentication Code) and homomorphic encryption(elliptic curve elgamal) to ensure 

integrity,authenticity and confidentiality of the data. 

RSDA(Reputation based Secure Data Aggregation)[19] scheme aims on availability and data accuracy by combining the 

functionalities of data aggregation,it increases the life time of the network and aggregation accuracy.In RSDA scheme the area is 

split into cells which are equal in size,each sensor nodes investigates the behaviour of its cell by supervising the neighbour nodes  

in order to remove the unstable data. 
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SDAP(Secure Hop by Hop Data Aggregation Protocol)[20]scheme uses  two principles divide and conquer,commit and 

attest.First step is construction of tree,where aggregation tree is constructed.Nodes discover their parents after the base station 

spreading the aggregation query message through out the tree.Second step is divide and conquer principle in which the entire tree 

is split into subtrees based the technique which is called as probabilistic grouping. 

WDA(Witness based Data Aggregation) [21] is a scheme in which data aggragtion is performed by the witness node,it doesnot 

transmit the result rather a MAC(Message Authentication Code) of the result will be calculated by every witness noded,after that 

the witness node sends this to the aggregator node,the aggregator node transmits the proof to the base station.The aggregator node 

should provide proofs in order to prove the validation. 

 

 
DA Schemes Data 

confidentiality 

Integrity Authentication 

SDMAQ no yes yes 

RCDA no yes yes 

Sen SDA yes no yes 

Secure DA 

with MAC 

yes yes yes 

RSDA no yes yes 

SDAP yes yes yes 

WDA no yes yes 

                                                    Table 1: Comparison table 

 

VII. CONCLUSION AND FUTURE WORK 

This paper introduces discussion about data aggregation and its approaches,security requirements in data aggregation and some 

secure data aggregation schemes. Data aggregation is an important technique in WSN which presents the data in summary form 

and reduces the size of the data which results in the reduction of energy consumption by the nodes while sending and receiving 

the data. Data aggregation approaches which are discussed here are Centralized,Cluster based,Tree based and In network 

approaches. In centralized approach central node acts as a aggregator node,in cluster approach entire network will be divided into 

cluster with each cluster having cluster head,minimal spanning tree creation takes place for each transmission in the tree based 

approch,in network approch has two types they are with size reduction and without size reduction.Data aggregation process must 

be carried out securely and should be energy efficient,to achieve this security requirements are necessary they are confidentiality 

of data, integrity of data, freshness of data, source authentication.Several secure data aggregation schemes has been discussed 

which makes the data aggregation process an efficient one.In the future work data aggregation using iterating filtering technique 

and privacy preservation data aggregation schemes can be done. 
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