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Abstract: In this paper, we provide here an overview of the new and rapidly emerging research area of privacy preserving
data mining. Privacy preserving in data mining is a very popular research topic. A large number of researchers are
working on improving security in data mining. Also a detailed review of the work accomplished in this area is also given
along with the coordinates of each work to the classification hierarchy. The critical review of some modern data hiding
approaches is also performed. A upgraded hybrid technique.is also proposed for preserving privacy in data mining using
association rule hiding. The proposed updated method is taking less number of data base scans to hide an association rule

Introduction:

Data mining is the non-trivial process of identifying valid and potentially useful patterns in data. Many governmental
organization, businesses etc are finding a way to collect, analyze and report data about individuals ,households or businesses, in
order to support (short and long term) planning activities. Information system contains private or confidential information like
their social security number, income of employees, purchasing of customer etc, that should be properly secured.

Privacy preserving data mining [4,8] is a new investigation in data mining and statistical databases [1]. In PPDM data mining
algorithms are analyzed for side effects obtain in data privacy. There is a two fold consideration in privacy preserving data
mining. The first is sensitive raw data that are kept secure from unauthorized access like identifiers, names ,addresses should be
modified from original database. The second one is sensitive knowledge is excluded that can be mined from a database by using
data mining algorithms as such type of knowledge compromises data privacy.

The problem for finding an optimal sanitization to a database against association rule analysis has been proven to be NP-Hard [2].
In [3], authors presented three algorithms 1.a, 1.b and 2.a for hiding sensitive association rules. The work done in [5] contains
two algorithms are built based on blocking for rule hiding. The first one focuses on hiding the rules by reducing the minimum
support of the itemsets that generates these rules. The second algorithm focuses on reducing the minimum confidence of the
sensitive rules. In [6] and [7] algorithms based on blocking technique are proposed and analyzed. The work in [9] proposed a
hybrid method to hide a rule by decreasing either its support or its confidence.

Problem Statement

The problem of sensitive rule hiding is described as follows: Given a transaction database, MST, MCT, a set of strong rules, and a
set of sensitive items, how can we modify the database such that using the same MST and MCT, the set of strong rules in the
modified database satisfies all the constraints: 1) no sensitive rule, 2) no lost rule, and 3) no false rule?

Let D be the database of transactions and J = {J1, ..., Jn} be the set of items. A transaction T includes one or more itemsin J. An
association rule has the form X — Y , where X and Y are non-empty sets of items (i.e. X and Y are subsets of J) such that X N 'Y
= Null. A set of items is called an itemset, while X is called the antecedent. The support of an item (or itemset) x is the percentage
of transactions from D in which that item or itemset occurs in the database The confidence or strength ¢ for an association rule X
— Y is the ratio of the number of transactions that contain X or Y to the number of transactions that contain X.

The problem of mining association rule is to find all rules that have support and confidence greater then user specified minimum
support threshold (MST) and minimum confidence threshold (MCT).

As an example, for a given database in following table, a minimum support of 33% and a minimum confidence of 70%, nine
association rules can be found as follows: B=>A(66%, 100%), C=>A (66%, 100%), B=>C (50%, 75%),C=>B (50%, 75%),
AB=>C

(50%, 75%), AC=>B (50%,75%), BC=>A (50%, 100%), C=>AB (50%, 75%),B=>AC (50%, 75%).
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Tablel
TID Items
T1 ABC
T2 ABC
T3 ABC
T4 AB
T5 A
T6 AC

The objective of privacy preserving data mining is to hide certain sensitive information so that sensitive information can not be
discovered through data mining techniques. Given a transaction database, a minimum support threshold and minimum confidence
threshold and set of sensitive items X, the objective is-to modify database in such a way that no predictive association rule
containing X on the left hand side will be discovered. So if in above example element A is sensitive then rules AB=>C (50%,
75%), AC=>B (50%, 75%) should not be discovered by data mining algorithm.

Proposed Algorithm

= Step 1: Transaction Data Base, Rule Data Base, MCT ( Minimum Confidence Threshold) are the inputs.

= Step 2: Enter the sensitive element

= Step 3: Find all those rules in the rule data base which contains sensitive element on the RHS & whose confidence
is greater than the MCT.

=  Step 4: For each rule which contains a sensitive item on RHS Repeat step 5

= Step 5: While the data set is not empty

» Find all those transactions where Sensitive item=1and LHS =1

= Then put sensitive item = 0 in all those transactions. In this way, the confidence will become less than the MCT
(Minimum Confidence Threshold)

= Step 6: Exit

Suppose we first want to hide item A, for this, first take rules in which A is in RHS. These rules are B—>A and C—>A and both
have greater confidence. First take rule B—>A and search for transaction which supports both B and A i.e., B = A = 1.There are
four transactions T1, T2, T3, T4 with A = B = 1. Put 0 for item A in all the four transactions. After this modification, we get
Table 2 as the modified table.

Table2
TID ABC
T1 011
T2 011
T3 011
T4 010
TS5 100
T6 101

Now calculate confidence of B—>A, it is 0% which is less than minimum confidence so now this rule is hidden. Now take rule C—
>A, search for transactions in which A = C =1, only transaction T6 has A = C = 1, update transaction by putting 0 instead of 1 in
place of
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A. Now calculate confidence of C—>A, it is 0% which is less than the minimum confidence so now this rule is hidden. Now take
the rules in which A'is in LHS.

Table3
TID ABC
T1 011
T2 011
T3 011
T4 010
T5 100
T6 001

Now take the rules in which Ais in LHS. There are two rules A—>B and A—>C but both rules have confidence less than minimum
confidence so there is no need to hide these rules. So Table 3 shows the modified database after hiding item A. So it is clear that
the hybrid algorithm unnecessarily scans the database. Because it scans the data base to find the same sensitive item A in LHS
and it doesn’t make any difference because item A is already hidden in the data base. Proposed algorithm removes this problem of
hybrid algorithm.

Conclusion:

In this paper, we have presented a survey various privacy preserving data mining algorithms. The critical review, of privacy
preserving in data mining techniques, done in this paper will help the researchers to overcome the drawbacks of existing
algorithms and make an efficient algorithm. This paper also contains an updated hybrid technique for privacy preserving in data
mining using association rule hiding. It is taking less number of data base scans to hide association rules containing sensitive data.
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