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Abstract— Email phishing remains one of the most persistent cybersecurity challenges, contributing to significant data
breaches and financial damage across the globe. This dissertation presents an in-depth exploration of developing a
machine-learning-driven system for identifying phishing emails. The primary objective is to apply ML techniques to
improve both the precision and reliability of phishing detection. Several classification algorithms—including Support
Vector Machine (SVM), Decision Tree, Naive Bayes, Random Forest, and Logistic Regression—are implemented to
distinguish malicious emails from legitimate ones. To maximize performance, hyperparameters are carefully optimized,
and regularization strategies are applied to reduce the risk of overfitting. Model effectiveness is evaluated using standard
metrics such as accuracy, precision, recall, and F1-score. The results indicate that the Random Forest model, when
properly tuned, delivers the highest detection accuracy and notably surpasses conventional approaches. This research
demonstrates the strong potential of machine learning in strengthening email security and provides a comprehensive
foundation for future work in phishing detection. Overall, the findings underscore the ongoing need for continuous
improvements in ML techniques to defend against ever-advancing cyber threats. [2]

Index Terms— Email Phishing, Phishing, Machine Learning, Deep Learning.

I. INTRODUCTION

Phishing emails represent a distinct type of spam in which an attacker sends fraudulent messages that appear to originate from
legitimate organizations. These messages often contain harmful attachments or malicious URLs designed to install malware on
the victim’s device. Once executed, such malware can compromise critical system components, leading to operational failures
or unauthorized access. In many cases, phishing emails direct users to counterfeit websites engineered to steal sensitive
information, including banking details, login credentials, and credit card numbers. The primary objective behind these attacks
is financial gain, making phishing a persistent and dangerous threat to both individuals and organizations.[1]

Electronic mail, or email, has revolutionized communication for both personal and professional purposes, offering a fast,
convenient, and cost-effective means of exchanging information across the globe. However, the widespread adoption of email
has also led to a substantial increase in unwanted and potentially harmful messages, commonly referred to as spam. Beyond
being a mere annoyance, spam emails represent a significant security threat, often serving as vectors for phishing attacks,
malware distribution, scams, and other cyber threats. Current cybersecurity statistics suggest that more than 45% of global
email traffic consists of spam, underscoring the critical need for robust and intelligent spam detection mechanisms. [4]

Email allows users to send and receive messages to and from anyone with a valid email address anywhere in the world. These
messages are transmitted using protocols within the TCP/IP suite. When setting up an email account, users typically need to
provide their email address, password, and the servers responsible for sending and receiving emails. Most web-based email
services automatically configure these settings, requiring users only to enter their credentials. However, when using desktop
email clients such as Microsoft Outlook or Apple Mail, manual configuration may be necessary. In such cases, users must input
not only their email address and password but also specify the incoming and outgoing mail servers along with the correct port
numbers for each server.[5]

Email continues to be one of the most widely used and critical channels of digital communication for both individuals and
organizations. Yet, the rapid growth in email volume, coupled with the rising threats of spam, phishing, and information
overload, has created significant challenges for efficient and secure email management. Conventional email servers provide
limited automation and often rely heavily on manual effort to sort, filter, and respond to messages. To overcome these
challenges, this project proposes an Al-enhanced email server that delivers intelligent, adaptive, and secure management of
email communications. By integrating machine learning and natural language processing (NLP), the system can automate tasks
such as email classification, prioritization, and generation of context-aware responses. Furthermore, it incorporates robust
security measures, including advanced spam detection, phishing mitigation, and end-to-end encryption, ensuring
comprehensive protection against evolving cyber threats.[8]

In this study, we explore the use of bulk email and messaging systems for distributing large volumes of messages within
organizations, primarily for informational and alert purposes. According to Text Local, bulk messaging platforms are
particularly effective in large-scale commercial settings, enabling organizations to communicate efficiently with a wide
audience. Services like Logon Utility provide integrated bulk email and SMS gateways, allowing messages to be delivered
directly to mobile devices. Essentially, these tools offer a streamlined solution for sending mass emails and SMS notifications
over the internet to users’ handheld devices, improving organizational communication and outreach.[11]
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Il. LITERATURE SURVEY

Varshney conducts a comprehensive review and critical assessment of the most important and recent models for detecting
fraudulent websites. Similarly, Vijayalakshmi M. examines historical phishing patterns, proposes a taxonomy, and summarizes
state-of-the-art techniques across the literature. The researchers group defenses against sensitive-data theft by their input
features—for example, web-based approaches are split into list-based, heuristic-rule, and learning-driven strategies, while
content-focused methods are classified into rule-based and machine-learning-based solutions. They evaluate these approaches
according to segment-specific performance, shortcomings, reliance on third-party services, and the ability to detect zero-hour
attacks. Their analysis suggests that hybrid systems tend to offer superior accuracy and are more suitable for real-time
deployment. Ultimately, they predict that deep learning methods will play a pivotal role in guiding future developments.[1]

The study investigates the use of several machine learning techniques to classify emails as phishing or legitimate. The authors
outline a workflow that includes key stages such as data preprocessing, feature extraction, and the application of multiple ML
models. In the preprocessing stage, tasks like tokenizing text, removing stop words, and addressing missing data are carried out
to prepare the dataset for analysis. The algorithms tested in the study include Naive Bayes (NB), Logistic Regression (LR),
Random Forest (RF), Decision Tree (DT), and Support Vector Machine (SVM). Results show that SVM and Naive Bayes
consistently deliver the strongest performance in identifying phishing emails. The authors also note that fine-tuning the
hyperparameters of these models can lead to even better classification accuracy. For future work, they recommend integrating
optimization strategies with Naive Bayes and incorporating additional feature sets to further enhance detection
effectiveness.[2]

The growing impact of phishing on user security has brought significant attention to the problem of detecting malicious emails.
In response, a wide range of techniques has emerged, spanning communication-based solutions—such as authentication
protocols, blacklists, and whitelists—as well as content-driven approaches. While blacklisting and whitelisting have been
applied in practice, their effectiveness remains limited across diverse domains, reducing their overall adoption. In contrast,
content-based phishing filters have become widely used due to their strong performance in identifying fraudulent messages.
Consequently, recent research has increasingly focused on machine learning and data-mining methods that analyze email
components such as the header, body text, and other content features to enhance detection accuracy. [3]

Spam detection has become an important area of study within Natural Language Processing (NLP) and Machine Learning
(ML). The rapid expansion of digital communication—especially email—has led to a significant increase in unsolicited and
potentially harmful messages, making effective spam filtering a critical component of modern email platforms. Over time,
researchers have experimented with numerous email classification techniques, evolving from basic rule-based approaches to
sophisticated deep learning models. Early spam filters typically relied on keyword heuristics, blacklists, and pattern-matching
strategies; however, these methods lacked flexibility and were unable to keep pace with the constantly changing tactics used by
spammers. This limitation paved the way for probabilistic models such as the Naive Bayes (NB) classifier. By assuming
independence among words, NB offers a simple yet powerful approach to text classification, and multiple foundational works
have recognized it as a reliable baseline for spam detection due to its efficiency, low computational cost, and ease of
implementation.[4]

Phishing attacks have become a significant security concern for both individuals and organizations. They typically involve
deceiving users into accessing fraudulent websites in order to steal personal or confidential information. Among the machine
learning techniques used for detecting phishing websites, the Backpropagation (BP) neural network remains one of the most
widely applied due to its strong learning capability and effective classification performance on many datasets. Despite its
advantages, the BP neural network often suffers from limitations such as sensitivity to the initial parameters—particularly the
starting weights and thresholds—which can cause the model to converge slowly or become trapped in local minima. To
address these challenges, this paper introduces a DF-GWO-Backpropagation Neural Network (BPNN) model for phishing
website detection. The proposed approach integrates an enhanced BP neural network with a dual-feature evaluation
mechanism. The dual-component assessment process significantly improves the accuracy of phishing site identification. The
proposed framework is compared with several existing phishing detection models, and experimental results demonstrate that
our method offers higher precision, better robustness, and improved adaptability.[5]

Automation of E-Mail Handling and Management using Robotic Process Automation examines the challenges associated with
managing large volumes of email and explores how Robotic Process Automation (RPA) is reshaping organizational workflows.
To address the issue of email overload, the authors propose the use of Case-Based Reasoning (CBR), presenting various
techniques for effective email classification. The study further investigates how RPA can streamline email processing, reduce
manual workload, and lower human resource costs. Additionally, the paper highlights the research aspects of RPA, outlining its
benefits and potential applications in data-intensive operations and scientific computing environments.[6]

Bulk email and SMS communication involve sending short, concise messages to a large number of recipients—often ranging
from hundreds to thousands. The same content is distributed to everyone on the mailing list, making this approach ideal for
marketing campaigns, product promotions, and general announcements. Organizations commonly use bulk messaging to notify
audiences about upcoming events, such as concerts, product launches, or special offers. Importantly, these messages are
typically directed at individuals who have willingly subscribed to receive updates. Sending bulk messages to people without
their consent can frustrate recipients, damage an organization's reputation, and may even be viewed as a form of
harassment.[11]

The phishing email detection techniques reviewed in the selected studies were analyzed and grouped according to the specific
components of the email they targeted. A majority of the researchers—18 out of 33—focused primarily on extracting and
selecting features from the email body text. Others incorporated additional elements such as the header, subject line, embedded
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URLs, attachments, and overall email structure to train their deep learning (DL) models. To evaluate model performance, the
studies employed a range of assessment metrics, including accuracy, precision, recall, F1 score, false positive rate (FPR),
receiver operating characteristic (ROC) curves, and the area under the curve (AUC). Because different datasets and evaluation
criteria were used across studies, a direct comparison of their effectiveness is not feasible. Nevertheless, this review reports the
accuracy values—given their ubiquity in prior research—along with F1 scores to provide insight into each model’s balanced
performance.[17]

Recent developments in artificial intelligence, particularly in the field of natural language processing (NLP), have profoundly
impacted digital communication. Large Language Models (LLMs) such as GPT, BERT, and Gemini API exhibit remarkable
abilities to generate coherent, human-like text and understand contextual nuances, making them highly suitable for automating
tasks like email drafting and reply suggestions. Research on intelligent email systems underscores the increasing need for tools
that not only automate responses but also preserve clarity, tone, and contextual relevance. Studies further highlight the
advantages of integrating Al directly into browser-based platforms, enabling streamlined workflows without requiring users to
switch between multiple applications. Chrome extensions, in particular, have proven effective for embedding intelligent
functionalities into daily user tasks due to their lightweight and accessible nature. On the backend, frameworks like Spring
Boot are commonly employed in enterprise environments to build scalable and maintainable APIs capable of supporting real-
time data interactions. Spring Al complements this by providing a structured approach for connecting Java applications with
advanced Al models, simplifying the integration process. While commercial offerings such as Grammarly and Google Smart
Compose provide automated assistance, they often lack customization and deep integration with user-specific workflows. This
project addresses this gap by combining the robustness of Spring Boot with the capabilities of modern LLMs to deliver a
browser-native, Al-powered email assistant designed to enhance productivity, efficiency, and personalization in email
communication.[10]

I1l. METHODOLOGY

1) Data Collection and Preprocessing:

The effectiveness of any machine learning model largely depends on the quality of the data used. In this study, the dataset was
sourced from Kaggle and consists of email files in .mbox format. The dataset is divided into two categories: phishing emails
and legitimate (legal) emails. Prior to model training, several preprocessing steps were applied, including email parsing, feature
extraction, handling missing or inconsistent values, and data normalization. These steps ensured that the dataset was clean,
structured, and suitable for machine learning analysis.

2) Feature Extraction:

Feature extraction is a critical step in phishing email detection, as it determines how effectively the model can distinguish
between legitimate and malicious emails. This research focuses on extracting commonly used and informative features such as
sender details, URL-related characteristics, email content attributes, and header information. Feature engineering plays a vital
role in enhancing model performance by capturing meaningful patterns that differentiate phishing emails from genuine ones.

3) Classification Algorithms

This study employs three widely used machine learning algorithms for phishing email classification:

e Support Vector Machines (SVM):

Support Vector Machines are supervised learning algorithms commonly used for classification and regression tasks.
SVMs are particularly effective in binary classification problems, where they aim to find the optimal decision boundary
that separates data points into two distinct classes. Additionally, SVMs can be extended to handle multi-class
classification scenarios and are well-suited for high-dimensional datasets.

e Random Forest:

Random Forest is an ensemble-based learning technique that combines multiple decision trees to improve classification
accuracy and robustness. During training, several decision trees are constructed, and predictions are made based on
majority voting among the trees. This approach helps reduce overfitting and enhances overall model stability, especially
when dealing with large and complex datasets.

e Decision Tree :

Decision Trees are intuitive and interpretable machine learning models used for both classification and regression. They
work by recursively partitioning the dataset based on feature values, forming a tree-like structure of decision rules. Each
internal node represents a feature-based decision, while each leaf node corresponds to a predicted class. Decision Trees
are capable of capturing non-linear relationships within the data and are easy to visualize and understand. Each of these
algorithms offers distinct advantages. SVMs excel in handling high-dimensional feature spaces, Random Forests provide
strong performance through ensemble learning, and Decision Trees offer transparency and interpretability. The selection
of an algorithm depends on factors such as dataset characteristics, problem complexity, interpretability requirements, and
computational efficiency.

4) Model Training and Evaluation :

This section outlines the procedures followed for training and evaluating the phishing email detection models. The study

utilizes Support Vector Machines, Random Forest, and Decision Tree algorithms. The dataset consists of labeled phishing and

legitimate emails and was divided into two subsets: 80% for training and 20% for testing.

4.1 Model Training :

e Support Vector Machines (SVM): The SVM classifier was implemented using the scikit-learn library in Python with a
radial basis function (RBF) kernel. Hyperparameters such as the regularization parameter (C) and kernel coefficient
(gamma) were optimized using cross-validation techniques. The final SVM model was trained on the complete training
dataset using the selected optimal parameters.

e Random Forest: A Random Forest classifier was trained using the scikit-learn framework. Various configurations were
tested by adjusting the number of trees (n_estimators) and the maximum tree depth (max_depth). The model with the
best-performing parameter combination was selected for final training.
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e Decision Tree: A Decision Tree classifier was also implemented using scikit-learn. Hyperparameters such as maximum
tree depth (max_depth) and the minimum number of samples required to split a node (min_samples_split) were explored.
The final model was trained using the optimal hyperparameter settings identified during experimentation.
4.2 Model Testing and Evaluation :
After training, all three models were evaluated on the testing dataset to measure their effectiveness in accurately identifying
phishing emails. The evaluation was conducted using standard performance metrics, including accuracy, precision, recall,
and Fl1-score, providing a comprehensive assessment of each model’s classification capability.
5) Objective
e To evaluate experimental evidence on the effectiveness of deep learning (DL) techniques for phishing email detection.
e  To analyze the strengths and limitations of existing deep learning—based approaches used to identify phishing emails.
e To highlight research gaps and suggest potential areas for enhancement in current phishing email detection studies.

IVV. CONCLUSION

In this study, we developed a phishing email detection system using Machine Learning methodologies. The primary objective
was to design and evaluate models capable of accurately distinguishing legitimate emails from phishing attempts, thereby
enhancing online safety and protecting users from cyber threats. To accomplish this, we implemented three well-established
algorithms: Support Vector Machines (SVM), Random Forest, and Decision Tree. The workflow began with data
preprocessing, which included thoroughly cleaning the dataset, extracting relevant features from the .mbox files, and applying
appropriate scaling techniques. These foundational steps ensured high-quality input data and supported more effective model
training. The selected algorithms—SVM, Random Forest, and Decision Tree—were chosen for their strong performance in
binary classification tasks and their ability to capture complex relationships between features. The results indicated that the
Random Forest model achieved the best balance between precision and recall, making it a dependable option for phishing
detection. Nonetheless, the ideal model choice may vary depending on specific operational needs. Future research could
incorporate additional features or explore advanced feature engineering strategies to further improve the models’ classification
accuracy and overall robustness.[3]

V. FUTURE SCOPE

The findings indicate a clear need for continued research into the application of advanced deep learning techniques for phishing
email detection. Approaches such as Convolutional Neural Networks (CNNSs), Recurrent Neural Networks (RNNs), and Deep
Reinforcement Learning models show strong potential for improving detection performance but remain underexplored in this
domain. In recent years, the volume and sophistication of phishing emails have surged to unprecedented levels, while existing
countermeasures—despite ongoing updates—have struggled to keep pace with these evolving threats. Addressing the growing
risk posed by phishing requires more robust and intelligent detection mechanisms capable of adapting to novel attack patterns.
Current tools, datasets, and evaluation resources remain limited, hindering progress in this research area. Consequently, there is
an urgent need for further empirical studies and innovation to thoroughly evaluate and refine deep learning—based solutions for
effective phishing email detection.
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