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Abstract: Computer and mobile networks have become an unavoidable entity in everybody's daily life, from online shopping
to banking, news to entertainment, etc it provides everything. Ensuring a safe network is every network engineer's tedious
task. Having a huge amount of data to play with hackers and intruders are always trying to attack the network. It's as
difficult as to maintain the network safely as it is to build one. There are many types of attacks and their prevention and
protection available in the current trend, yet there is also an increase in the new type of attacks day by day. The review
paper aims to give a brief idea of what's a network and its related security issues especially about passive attacks and how
to detect and prevent them, by using the existing methods and tools available.
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1. INFTRODUCTION

A connection between two or more electronic equipment's for. sharing of information and resources can be termed as a network.
The network can be wired or wireless. There are various parametersithat keepianetwork strong, few of them are, data transfer speed,
memory, cost, etc. Just as technology continues to improve, devices are more improving towards mobile and wireless connectivity.
This new era of technological usage.€an also provide a risk of netwaork security threats not only in the work environment but also
to the privacy of users at home. Qur ability to remain equally as informed and vigilant as newer technology emerge may have a
huge effect on how we design the plan for network protection approach and against unauthorized intrusions of the future [ 1].Network
attacks on power system through an information'communication system may lead.to damage to important equipment, causing a
major blackout accident.and problems, which may even lead to other infrastructure systems paralyzed making it less efficient [2].
There are mainly twostypes of security attacks which are passive attack where the .intruder-allows something to happen in the
network without reacting or. trying.to stop it by just.watching, neticing, or making a statement from the information within it, the
user may not be aware of the passive attack in most of the cases. On the other hand, active attacks<consist of disturbing/annoying
or altering the user network to get the behavior and/or results from its'which.is used to discover secret data within it for certain
intentions, the user may lose the data. Few examples ofattacks are Traffic Jamming, Malicious Behaviors of nodes, DOS, Traffic
Analysis, Eavesdropping, Session hijacking, SYN flooding, and so on.

11..PASSIVE ATTACKS

The hardest part of network security is to protect the traffic content of it from passive attack. During transmission of data there is a
high threat on data as‘many intruders are waiting to get'a chance to attack.the data.it has been figured out that the complexly
structured internet can hide the possible risk to the user of the computer especially about passive attack, hence it is always
undetectable and unpredictable and also have dynamicand ever-changing behavior, Due to the high mobility and wireless medium,
third party can easily access the data and make the disturbances to the'source and destination[3].Hence passive attack is one where
the attackers get all the information that is required without'any. knowledge of the user of the network, which can be mentioned as
eavesdropping. There are different types of passive attack, few'of them are timing attack where the attacker carefully observers the
time taken for a data transmitted between two parties and gets some inferences from it [4]. Traffic analysis where the packets sent
through the traffic and also the amount of traffic in the network is monitored by the intruder and further conclusions are made [5].
The efficient way to keep the network safe is to prevent it from any type of attacks from unauthorized and vulnerable sources.

111 INTRUSION DETECTION SYSTEM

Intrusion detection is a process of watching or supervising the events happening in a computer system or network which helps in
finding the existence of any possible threats or attacks. The intrusion detection system (IDS) is a mechanism used for intrusion
detection which has some set of policies and rules that are followed. IDS help in maintaining a healthy and safe network by providing
data integrity, confidentiality etc [6]. Typically, an IDS is connected to security information and event management (SIEM) system,
which collects outputs from various security systems and filters out malicious activities from false alarms and reports them. The
two types of IDS are host-based intrusion detection (HIDS) and network-based intrusion detection (nibs). HIDS works on a
particular device within a network, it is used to collect and monitor the inbound and outbound traffic with respect to that particular
system [7]. It then analyzes the traffic and detects if any suspicious activity has occurred or not. The can thoroughly inspect all the
aspects of the device including system file modification, user authentications etc. NIDS is installed on a specific point on a network
independent of the operating systems so that it can monitor all the devices present in the network, where it monitors incoming and
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outgoing traffic at a network level and finds conclusions about the safety of it [8]. NIDS can be online or offline, where online
NIDS provides real-time security at high rates, and offline NIDS works on the stored data within the network systems.

IV METHODS IN IDS

The two main methods available for IDS is signature based IDS and anomaly-based IDS [9]. The signature-based IDS act on the
packets generated by the traffic and compared it with the already existing signatures in the stored database of the IDS. The database
consists of all the available set of attacks or suspicious activity which was occurred in the system previously if any of the signature
matches then an alert is generated about it [10]. The advantage of signature-based IDS is that it does not need to create a new pattern
for attack every time since it has already stored the attack pattern in the database which makes it easier for comparing and detecting
the same type of attack if it occurs in future. It already knows the vulnerability and can provide sufficient security alerts even before
the attack is successful. The disadvantage of this is it cannot detect any new pattern in real time quickly. The database must be
updated often for proper security. The anomaly-based IDS [11] is a detection method where the software monitors the normal
system pattern in real time and any deviation in it, an alert is initiated. It provides a fast response if anything other than normal
behavior is observed. To implement anomaly-based IDS, two phases are used: Training phase and the testing phase. In the training
phase, the normal behavior of the system is observed in the absence of malicious activity. Based on these observations, a profile is
built. In the testing phase, the current behavior of the system is compared with the stored profile and any deviation from the stored
profile is considered an attack on the system. The problem with anomaly-based IDS is that it generates a large number of false
alarms if anything new is detected irrespective of whether it4s an actual attack or a genuine work it gives an alert.

V IDS FUNCTIONS
The IDS works in the following manner, it has four main steps [12]

1. Data acquisition: the data generated by thesystem in the form of logs are is collected and converted into the desired format for
processing. Network-based IDS collects and alters the data packetsand in host=based IDS collects details like usage of the disk and
processes of a system.

2. Selection of features: from the vast set of data collected only the desired set of details have to be filtered to detect the treat. For
example, the Internet Protocol (IP) address of the source and destination system, protocol type, header length, and size could be
taken as a key for intrusion selection.

3. Data analysis: the filtered data must.be thoroughly analyzed.to detect threats or attacks. Signature'based IDS analyze the data
where the incoming traffic is checked against a predefined. signature or pattern. Another method is anomaly based IDS where the
system behavior is studied and mathematical models are employed to it.

4. Action: this refers to how the system reacts to the threat if'anything is detected after analysis, it can provide an alarm or email
alert to the system administrator, or else it can drop orblock the unwanted packets depending/on the rules written for it.

VI TOOLS FOR IDS

There are many IDS tools as open:Source available presently for all type of operating systems, few of them which are popular are
as follows [13].

1. Snort - Snort is a lightweight software which.is developed in 1998y Mart. It basically acts a packet sniffer, logger or as
a network level detection and prevention system. It will, read the packets and display them onto the console which it supports.
Detection is based on the rules provided by the user. Prassinclude easy installation and run, user-customized rules, available for
both Windows and Linux. Cons are it has less packet capturing,and/GUI, it supports only medium level for high-speed network

2. Suricata - Suricata is a quick and robust network intrusion detection system. It is both on signature-based and anomaly-
based approach. It uses Lua which is a very powerful scripting language. It has advanced filters for alerts. Advantages are it has
advanced featured like multi-reading capabilities and GPU acceleration, and reusability. Disadvantages are it generates more false
alarms and also uses the resources of system and network at a high rate.

3. Bro IDS-Bro IDS is an anomaly-based approach, and is usually combined with Snort for better performance, Bro IDS uses
a domain specific language for networking named as Bro. This is broadly used in forensics and other such related cases. The policies
used here detects the suspicious or unmatched packets. It is a script-driven IDS. Advantages are it can support high throughput
environments and has very less processing time. The drawback of this that the user needs to be more careful and versatile while
specifying the rules since it is a script-driven IDS, it is also complicated to write down policies.

4. OSSEC- OSSEC is a Host-based IDS. It is a multi-platform, scalable, and open source tool. It fundamentally only stores
alert but not all the logs. It has a powerful correlation and analysis engine, file integrity checking, integrating log analysis facility;
centralized policy enforcement real-time alerting and active response. This is capable of detection DOS attack. Pros are the storage
overhead is reduced. And it is easy to install and customize, also it supports multi-platforms. Cons include a transition to a newer
version of the platform is tedious and the up gradation overwrites all the existing rules, in some cases, the user-customized rules
may get deleted
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5. Security Onion - Security onion is an Ubuntu-based Linux distribution tool for IDS and network security monitoring
(NSM), WITH THE Functionalities such as full packet capturing process, NIDS and HIDS. The merits include it provides multiple
IDS options, gives log and alert data for events detected within the system. Demerits are these are a highly specialized purpose, not
all Linux distributions have them in their repositories. And their installation from the source code may be difficult.

VII ADVANTAGES OF THE IDS

Monitors the system both internally and externally for any malicious activity [14]

The user can customize the filters according to the level of security needed [14].

It is fast and efficient even in monitoring the real-time data from the network [15].

There are many open source tools available for IDS which helps in cost-effective security management[15]

. Can be used in wide range of application such as machine learning, artificial intelligence, iot, mobile networks, and so
on...[18][19].

akrwbdE

VII DISADVANTAGES OF THE IDS

1. Creates a large number of false alerts [16].

2. Only the alert is being given by the system, the protection must be done manually [16]

3. The coding for the open source tools is quite difficult because of fewer documentations available [16].
|

4 The only signature-based or anomaly based doesn't provide a complete solution, hence there is a need for a hybrid type of
DS[17]
5 At times updating of the system may lead to‘loss of the IDS data, which may have crucial information [20].

IX CONCLUSION

This paper gives a review about network and its security related issues, especially onspassive attacks. The passive attacks are
detected by an intrusion detection systém, which gives alert on any unusual event happening, the network. Various features of IDS
is mentioned, the open source tools'which can be used for configuring IDS for efficient monitoring of the system is given along
with its advantages and disadvantages . Thus one can be sure of the features-and tools available for IDS in the present internet
world.
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