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ABSTRACT: In this paper, we introduce an expedite message authentication protocoll (EMAP) which replaces the CRL
checking process by an efficient revocation checking process using a fast and secure HMAC function. EMAP is suitable
not only for VAN ETs but also for any network employing a PKI system. To the best of our knowledge, this is the first
solution to reduce the authentication delay resulting from checking the CRL in VAN ETs.The revocation check process in
EMAP uses a keyed Hash Message Authentication Code (HMAC), where the key used in calculating the HMAC is shared
only between non-revoked On-Board Units (OBUs). In addition, EMAP uses a novel probabilistic key distribution, which
enables non - revoked OBUs to securely share and update a secret key.EMAP can significantly decrease the message loss
ratio due to the message verification delay compared with the conventional authentication methods employing CRL. By
conducting security analysis and performance evaluation, EMAP is demonstrated to be secure and efficient.

IndexTerms: Vehicular networks, Communication security, Message authentication, Certificate revocation.
ILINTRODUCTION:

Since vehicles communicate through wireless channels, a variety of attacks such as injecting false information, modifying and

replaying the disseminated messages can be easily launched. Security attack on VANETs can have
severe harmful or fatal consequences to legitimate users. Consequently, ensuring  secure vehicular communications is a
must before any VANET application can be put into practice. A well-recognized solution to secure VANETS is to deploy Public
Key Infrastructure (PKI), and to use Certificate Revocation Lists (CRLs) for managing the revoked certificates. In PKI, each
entity in the network holds an authentic certificate, and every message should be digitally signed before its transmission. A CRL,
usually issued by a Trusted Authority (TA), is a list containing all the revoked certificates. In a PKI system, the authentication of
any message is performed by first checking if the sender’s certificate is included in the current CRL, i.e., checking its revocation
status, then, verifying the sender’s certificate, and finally verifying the sender ’s signature on the received message. The first part
of the authentication, which checks the revocation status of the sender in a CRL, may incur long delay depending on the CRL size
and the employed mechanism for searching the CRL. Unfortunately, the CRL size in VANETS is expected to be large for the
following reasons: (1) To preserve the A of the drivers, i.e., to abstain the leakage of the real identities and location information

of the drivers fromany  external eavesdropper [1]-[3], each OBU should be preloaded with a set of anonymous digital
certificates, where the OBU has to periodically change its anonymous certificate to mislead attackers [4]. Consequently, a
revocation of an OBU results in revoking-all-the certificates carried by that OBU leading to a large increase in the CRL size; (2)
The scale of VANET is very large. According to the United States Bureau of Transit Statistics, there are approximately 251
million OBUs in the Unites States in 2006 [5]. Since the number of the OBUs is huge and each OBU has a set of certificates, the
CRL size will increase dramatically if only a small portion of the OBUs is revoked.

11.Existing System

In Existing System, a security attack on VANETs can have severe harmful or fatal consequences to legitimate users.
Consequently, ensuring secure vehicular communications is a must before any VANET application can be put into practice the
CRL size in VANETS is expected to be large for the following reasons: To preserve the privacy of the drivers, i.e., to abstain the
leakage of the real identities and location information of the drivers from any external eavesdropper should be preloaded with a
set of anonymous digital certificate, where the OBU has to periodically change its anonymous certificate to mislead attackers.
Consequently, a revocation of an OBU results in revoking all the certificate carried by that OBU leading to a large increase in the
CRL size.

Disadvantage

e An important feature of the proposed EM AP is that it enables an OBU to update its compromised keys corresponding to
previously missed revocation processes provided that it picks one revocation process in the future. To the best of our knowledge,
this is the first work to propose a rekeying mechanism capable of updating compromised keys corresponding to previously missed
rekeying processes.

* Note that EM AP has a modular feature, which makes it integral with any PKI system. In other words, EM AP does not require
any modification to the core of the PKI architecture. It only needs a key distribution module to be added to the TA during the
system initialization.
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* EM AP is suitable for not only VANETS but also any type of networks employing PKI.
OBU - On-Board Units
In Existing system, vehicles communicate through wireless channels, a variety of attacks such as

> Injecting false information,
> Modifying and replaying the disseminated messages can be easily launched.

I11.Proposed System

In Propose System an efficient authentication and revocation scheme called TACK. TACK adopts a hierarchy system
architecture consisting of a central trusted authority and regional authorities (RAs) distributed all over the network.

The proposed method can reduce the RL checking to two pairing operations. However, this solution is based on fixing
some parameters in the group signature attached to every certificate request, which reduces the privacy preservation of
TACK and renders the tracking of a vehicle possible.

Advantages

0 safety -related VANETS applications
Modules

1. Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
2. Expedite M essage Authentication Protocol
3. Security Analysis

a. Hash Chain Values

b. Resistance of forging attacks

c. Forward secrecy

d. Resistance to replay attacks

e. Resistance to colluding attacks

Modules Description
1. Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure

In this M odule, the two basic communication modes, which respectively allow OBUs to communicate with each other and
with the infrastructure RSUs. Since vehicles communicate through wireless channels, a variety of attacks such as injecting
false information, modifying and replaying the disseminated messages can be easily launched.

A security attack on VANETS can have severe harmful or fatal consequences to legitimate users. Consequently, ensuring secure
vehicular communications is a must before any VANET application can be put into practice. A well-recognized solution to
secure VANETS is to deploy Public Key Infrastructure (PKI), and to use

Certificate Revocation Lists (CRLs) for managing the revoked certificate. In PKI, each entity in the network holds an authentic
certificate, and every message should be digitally signed before its transmission. A CRL, usually issued by a Trusted Authority
(TA), is alist containing all the revoked certificate. In a PKI system, the authentication of any message is performed by first
checking if the sender’s certificate is included in the current CRL, i.e., checking its revocation status, then, verifying the sender’
certificate, and finally verifying the sender’s signature on the received message.

2. Expedite Message Authentication Protocol

In this Module,

Trusted Authority(TA): Thisis responsible for providing anonymous certificate and Distributing secret keys to all
OBUs in the network.

Roadside units (RS Us): which are fixed units distributed all over the network. The RSUs Can communicate securely
with the TA.

On-Board Units (OBUs): which are embedded in vehicles? OBUs can communicate either with other OBUs through
V2V communications or with RSUs through V21 communications.

3. Security Analysis

a. Hash Chain Values :The values of the hash chains are continuously used in the revocation processes, and hence,
the TA can consume all the hash chain values. As a result, there should be a mechanism to replace the current hash
chain with a new one.

b. Resistance of forging attacks : To forge the revocation check of any on board unit an attacker has to find the
current problem. And find the TA secret key and signature. To the revocation check and TA message and signature are
unforgeable.
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c. Forward secrecy : The values of the hash chain included in the revocation messages are released to non-
revoked OBUs starting from the last value of the hash chain, and given the fact that a hash function is irreversible, a
revoked OBU cannot use a hash chain value received in a previous revocation process to get the current hash chain
value, a revoked OBU cannot update its secret key set.

d. Resistance to replay attacks : Each message of an OBU includes the current time stamp in the revocation
check value check an attacker cannot record REV check at time T and replay it at a later time process as the receiving
OBU compares the current time.

e. Resistance to colluding attacks : A legitimate OBU colludes with a revoked OBU by releasing the current
secret key such that the revoked vehicle can use this key to pass the revocation check process by calculating the correct
HMAC values for the transmitted messages. All the security materials of an OBU are stored in its tamper-resistant.
IV.Algorithm:

Linear Search Algorithm:
In the linear search algorithm, the revocation status of a certificate is checked by comparing the certificat e with each
entry in the CRL. If a match occurs, the certificate is revoked and vice versa.

Binary Search Algorithm:
The binary search algorithm works only on sorted lists. Consequently, upon receiving a new CRL, each OBU has to
maintain a sorted (with respect to the certificate identity) database of the revoked certificate included in previous
CRLs and the recently received CRL. The main idea of the binary search algorithm is to cancel out half of the
entries under consideration after each comparison in the search process. In the binary search, the revocation status of a
certificate is checked by comparing the identity of the certificate with middle value (which in this case will be the
median value) of the sorted database. If the identity of the certificate is greater than the median value, the right half of
the database will be considered in the next comparison process and vice versa. This process continues until a match is
found, i.e., the certificate is revoked, or the process is finished without finding a match which means that the certificate
is unrevoked.

Algorithm 2
Message verification

Require: (M||Tgtamplleerty (PIDy . PKy, .sizT A
(P]:Du|PKu})||5igu(M||Tstalnp)|| REVcheck)

and K

g
1: Check the validity of Tstamp
2: if invalid then
3: Drop the message
4. else ?
5: Check RE Vcheck = HMAC (Kg, PIDul[Tstamp )
6 if invalid then
7: Drop the message
Fig 2. The system model
8: else
9: Verify the TA signature on cert O BUu
10: if invalid then
11: Drop the message
12: else
13: Verify the signature
sigu (M||Tstamp ) using OBUu public key (PK u)
14: if invalid then
15: Drop the message
16: else
17: Process the message
18: end if
19: end if
20: end if
21: end if

As shown in Fig. 2, the system model under consideration consists of the followings.

A Trusted Authority (TA), which is responsible for providing anonymous certificates and distributing secret keys to all

OBUs in the network;
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. Roadside units (RSUs), which are fixed units distributed all over the network. The RSUs can communicate securely with
the TA;
. On-Board Units (OBUs), which are embedded in vehicles. OBUs can communicate either with other OBUs through

V2V communications or with RSUs through V2| communications.

Fig2. The system model

According to the WAVE standard [7], each OBU is equipped with a Hardware Security Module (HSM ), which is a tamper-
resistant module used to store the security materials, €. g., secret keys, certificates, etc., of the OBU. Also, the HSM in each OBU
is responsible for performing all the cryptographic operations such as signing messages, verifying certificates, keys updating, etc.
We consider that legitimate OBUs cannot collude with the revoked OBUs as it is difficult for legitimate OBUs to extract their
security materials from their H SM s. Finally, we consider t hat a compromised OBU is instantly detected by the TA.

V.Related work:

propose an efficient authentication and revocation scheme called TACK. TACK adopts a hierarchy system
archltecture consisting of a central trusted authority and regional authorities (RAs) distributed all over the network. The authors
adopted group signature where the trusted authority acts as the group manager and the vehicles act as the group members. Upon
entering a new region, each vehicle must update its certificate from the RA dedicated for that region. The vehicle sends a request
signed by its group key to the RA to update its certificate, the RA verifies the group signature of the vehicle and ensures that the
vehicle is not in the current Revocation List (RL). After the RA authenticates the vehicle, it issues short- lifetime region-based
certificate.

This certificate is validonly within the coverage range of the RA. It should enoted that TACK requires the RASs to
wait for some time, e. g., 2 seconds, before sending the new certificate to the requesting vehicle. This renders the vehicle not able
to send messages to neighboring vehicles within this period, which makes TACK not suitable for the safety applications in
VANETS as the WAVE standard [7] requires each vehicle to transmit beacons about its location, speed, and direction
every 100 ~ 300 msec. Also, TACK requires the RAs to completely cover the network, otherwise, the TACK technique may not
function properly. This requirement may not be feasible especially in the early deployment stages of VANETS. Although TACK
eliminates the CRL at the vehicles level, it requires the RAs to verify the revocation status of the vehicles upon requesting new
certificates. To check the revocation status of a vehicle, the RA has to verify that this vehicle is not in the current Revocation List
(RL) by preforming a check against all the entries in the RL. Each check requires three

VI. CONCLUSION:

. The proposed EM AP uses a novel key sharing mechanism which allows an OBU to update its compromised keys even if it
previously missed some revocation messages. In addition, EM AP has a modular feature rendering it integrable with any PKI
system. Furthermore, it is resistant to common attacks while outperforming the authentication techniques employing the
conventional CRL. Therefore, EM AP can significantly decrease the message loss ratio due to message verification delay
compared to the conventional authentication methods employing CRL checking. Our future work will focus on the certificate and
message signature authentication acceleration.
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